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1 OBIIIAS XAPAKTEPUCTUKA PABOYEM ITPOT'PAMMBI
HNPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.01 OKCIIVIYATAIIUA ABTOMATU3NPOBAHHDBIX
(MH®OPMAIIMOHHBIX) CUCTEM B 3AHIMINEHHOM UCIIOJITHEHUU

1.1 Ob1acTh NpuMeHeHUs1 padoyeil MPOrpaMmbl

PaGouas mporpamma mpodeccuoHanmbHOro Moxyias [IM.01  Dkcruryatarus
aBTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3alUIICHHOM HCIIOTHEHUU SIBISETCS
YacThl0O OCHOBHOM  mpodeccHOHaIbHOM  00pa3oBaTENbHOM MPOTPAMMBI  CPEIHErO
npodecCHoHaTFHOTO 00pa30BaHUsl — MPOrPaMMBbI MOATOTOBKH CHEIHAIIMCTOB CPEIHETO
3BeHa 1o crnenuanbHocT 10.02.05 OO6ecnieuenue uHPOPMAIMOHHON OE€30MACHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM IIPU OCBOEHHM OCHOBHOTO BHJA NPOPECCHOHATBHON
JESTENIbHOCTU:  JKCIUTyaTalllsl aBTOMAaTU3MPOBAHHBIX (MH(MOPMAIIMOHHBIX) CHCTEM B
3aIUIIIEHHOM HCIIOJIHEHUH.

1.2 Heap u 321241 npo(ecCHOHAIBHOI0 MOAYJS — TPeOOBAHUS K 3HAHMSAM,
YMEHHAM, IPAKTHYECKOMY ONBITY

C wuenplo OBIAJAEHUS YKa3aHHBIM BHJIOM HPOQECCHOHATIBHOU JESTEIBHOCTH,
oOy4Jaronuiicss B XoJie u3y4eHus npoheccuoHaIbHOro MOIYJI TOJKEH

3HATh:
— COCTaB U MPUHLMIBI padOThl aBTOMATU3UPOBAHHBIX CHUCTEM, ONEPALMOHHBIX CUCTEM U
cpen;
— IPUHIUIIBI pa3paboTKu QJITOPUTMOB Iporpamm, OCHOBHBIX IPHEMOB
IIPOrpaMMHUPOBaHMUS;
— mMojeiii 0a3 TaHHBIX;
— IPUHIUIBI MTOCTPOEHUs, (PU3NUECKHE OCHOBBI PabOThl TNepuEpUNHBIX YCTPOMCTB;
OCHOBHBIX METOJOB OpraHu3alMd W TPOBEICHUA TEXHUYECKOro O0O0CIyKHUBaHUS
BBIYMCIIUTENbHON TEXHUKHU U IPYTUX TEXHUYECKUX CPEICTB MH(POPMATU3AIUY;
— TEOPETUYECKHE OCHOBBI KOMIIBIOTEPHBIX CETEH M MX aIllapaTHBIX KOMIIOHEHT, CETEBBIX
MOJEJIEN, TPOTOKOJIOB U MPUHLHUIIOB aJpECALINH;
— HOPSAOK YCTAaHOBKM M BBOJA B OKCIUTyaTallMI0 CPEACTB 3allUThl MH(QOpMalMU B
KOMITbIOTEPHBIX CETSIX;

yMeTh:
— OCYILECTBIISATh KOMILJIEKTOBAHHUE, KOH(UTypHpOBaHUe, HACTPOUKY
ABTOMATU3HPOBAHHBIX CHCTEM B 3aIMILIEHHOM HCIIOJTHEHUM KOMIIOHEHT CHCTEM 3alUThI
nH(pOpPMaLlK aBTOMATU3UPOBAHHBIX CHCTEM;
— OpraHMU30BbIBATH, KOHPUTYPUPOBATH, TPOU3BOJUTH MOHTAX, OCYIIECTBISAThH
JUArHOCTUKY U YCTPAHATh HEUCTIPABHOCTU KOMITBIOTEPHBIX ceTel, paboTaTh C CETEBBIMU
IPOTOKOJIAMH Pa3HBIX YPOBHEMH;
— OCYILIECTBISATh  KOH(PUTYPUPOBAHHWE, HACTPOMKY KOMIIOHEHT CHCTEM  3allUThl
uH(pOpMAaIIU aBTOMAaTU3UPOBAHHBIX CUCTEM;



— IPOU3BOAUTH YCTAHOBKY, aJamTalMi0 W COMPOBOXKICHHE THUIIOBOTO IIPOrPaMMHOTO

o0ecrieyeHns, BXOAIIEr0 B COCTaB CUCTEM 3aIIUThl MH(GOPMAIMM aBTOMATU3UPOBAHHON

CHCTEMBI

— HACTpauBaTh U yCTPAHATH HEHCIPABHOCTH MPOTPAMMHO-ANNAPAaTHBIX CPEICTB 3aLIUTHI

nH(pOpPMaIIMU B KOMIBIOTEPHBIX CETAX IO 3aJaHHBIM MPaBUIIaM;

— obecneuynBaTh pabOTOCIIOCOOHOCTH, OOHAPYKUBATH U YCTPAHSITH HEUCITPABHOCTH;
UMeTh MPAKTUYECKHIi ONBIT B:

— YCTaHOBKE M  HACTPOHWKE  KOMIIOHEHTOB  CHCTEM  3alluThl  HH(pOpMaIuu

aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM;

— aJIMHHHUCTPUPOBAHUHU aBTOMATU3MPOBAHHBIX CHCTEM B 3aIIUIIIEHHOM UCIIOJHEHUH;

— OKCIUTyaTallud KOMIIOHEHTOB CHCTEM 3alllUThl HH(QOPMAIMH aBTOMATHU3UPOBAHHBIX

CHUCTEM;

JUarHOCTUKU KOMIIOHEHTOB CHUCTEM 3alllUThl HH()OPMALIUK aBTOMAaTU3UPOBAHHBIX CUCTEM,

yCTpaHEHHUs] OTKa30B M BOCCTaHOBJEHHUS pPabOTOCIOCOOHOCTH aBTOMAaTHU3UPOBAHHBIX

(MHOPMAIIMOHHBIX) CUCTEM B 3aLUILIEHHOM UCIIOJIHEHUU.

1.3. KosamnuectBo 4acoB Ha ocBoeHne  padoueit MPOrpamMmabl
npo¢ecCHOHAILHOI0 MOIYJIsA

Bcero — 794 yaca, B ToM 4ucie:

MEKIMCIMIUIMHApHBIE Kypchl — 410 gacos,

ydeOHas npakThka — 96 4acos,

IIPOU3BOJICTBEHHAS MPAKTUKA — 288 4acoB.



2. PE3YJIbTATBI OCBOEHUSA NTPOPECCUOHAJBHOI'O MOAYJIA

B pesynbpTare OCBOEHHSI OCHOBHOTO BHAa TPOGECCHOHATBHON IEATEIHHOCTH:
DKCIUTyaTallisl aBTOMATHU3WPOBAHHBIX (MHMOOPMAIIMOHHBIX) CHCTEM B 3alIUIICHHOM
UCIIOJTHEHWH, Yy  oOydaromerocss JOJDKHBI — ObITh  cpOopMHpOBaHBI  OOIIWE
podecCHOHATTEHBIE KOMIIETEHITUN

Kon PesyibTarhl 0cBOCHHA NPO(PECCHOHATBHOIO MOAYJIA
OK, IIK

OK 01 | Beibupare cmocoObsl perieHus 3amad  MpodeCCHOHATBHON ACATEIIBHOCTH, TPUMEHHUTEILHO
pa3aYHBIM KOHTEKCTaM.

OK 02 | OcymiecTBisiTh MOWCK, aHANW3 W HMHTEpPIpETanvio MH(oOpMaluy, HEOOXOIWMOH JUIS BBIMOITHEHU
3a1a4 npoecCHOHaIbHOM NeSITEIbHOCTH.

OK 03 | IlmaHupoBaTh U pealn30BBIBATH COOCTBEHHOE MPO(EeCcCHOHATFHOE U IMYHOCTHOE PA3BHUTHE.

OK 04 | PaboraTh B KOJIJICKTHBE ¥ KOMaHe, 3PPEKTUBHO B3aUMOJICHCTBOBATh C KOJUIEraMH, PYKOBOACTBOM,
KIIMEHTAMHU.

OK 05 | OcyiecTBasTh YCTHYHO U NUCbMEHHYK0 KOMMYHHUKALIMIO HAa TOCYIapCTBEHHOM Sf3BIKE C YYETOM
0c00EHHOCTEH COLMAIbHOIO U KYJIbTYPHOI'O KOHTEKCTA.

OK 06 | IIposiBisTh rpak 1aHCKO-MIATPUOTUYIECKYIO MO3UIINIO, TEMOHCTPUPOBATH OCO3HAHHOE MTOBEICHUE HA
OCHOBE TPAJUITMOHHBIX 00IIIEUETIOBEUCCKIX IICHHOCTEH.

OK 07 | ComeficTBOBaTh COXpaHEHUIO OKPYXKAWOIIEH Cpeapl, pecypcocOepekeHnto, APQPEKTUBHO
JICHCTBOBATh B UPE3BbIYAMHBIX CUTYAIUSIX.

OK 08 | Hcnonb3oBath cpencTBa (DU3MUECKOW KyIbTYphl AJISi COXPAHEHHWS W YKPEIUIEHUS 3JI0pPOBbS B
nporiecce MpopecCHOHANBHON JISATENFHOCTH U MOAJepKaHue HEOOXOMMOTO YPOBHS (PU3UUECKON
MOJTrOTOBJIEHHOCTH.

OK 09 | Hcnonp3oBath HHPOPMAILIMOHHBIE TEXHOIOTHH B TPOECCUOHAIBHON AEATENbHOCTH.

OK 10 | INonp3oBaThes MpoQecCHOHALHON JIOKYMEHTAIMel Ha TOCYAapCTBEHHOM M HHOCTPAHHOM SI3bIKaX.

MK 1.1 | [Ilpou3BoAWTH YCTAaHOBKY W HACTPOWKY KOMIIOHEHTOB aBTOMATH3MPOBaHHBIX (MH()OPMAIIMOHHBIX)
CHUCTEM B 3alIUIICHHOM HCIIOJHEHHH B COOTBETCTBHUM C TPEOOBAHUSIMH OKCIUTyaTallMOHHOW
JOKYMEHTAIIHH.

[IK 1.2. | AIMUHHCTPHPOBATH IpOrpaMMHBIE u IIPOrPaMMHO-AIIIApaTHBIE KOMITOHEHTHI
aBTOMATH3UPOBAaHHOH (MHQOPMAIIIOHHO) CHCTEMBI B 3alIIMIIICHHOM UCIIOJIHCHHH.

IIK 1.3. | ObGecneunBarp OecnepeOoiiHyl0 pabOTy aBTOMAaTH3MPOBAHHBIX (MH(POPMAIIMOHHBIX) CHCTEM B
3aLIMIIEHHOM MCIIOJIHEHUH B COOTBETCTBUH C TPEOOBAHUSIMH HKCILTyaTAlMOHHON JOKYMEHTALIMH.

[IK 1.4. | OcymiecTBIATh TPOBEPKY TEXHUYECKOTO COCTOSIHHSA, TEXHUYECKOE OOCITY)KHBAaHHE M TEKYIIUH

PEMOHT, YCTpaHATbL OTKa3bl MW BOCCTAaHABJIMBATb pa6OTOCHOCO6HOCTL ABTOMATU3UPOBAHHBIX
(HH(bOpMaHHOHHBIX) CHUCTEM B 3allIMIIICHHOM HMCIIOJTHCHUU.
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3. CTPYKTYPA U COAEP KXAHUE NTPOPECCUOHAJIBHOT'O MOAYJIA

3.1. Crpykrypa npodeccronansaoro moayis [IM.01 Dkemmyaranusi aBTOMaTu3upOBaHHBIX (MH()OPMAITMOHHBIX) CUCTEM B

3allMUIICHHOM HMCITOJIHCHHUH

O0BeM BpeMeHH, OTBEIACHHBIM Ha OCBOCHHE MEKIUCITUTUTMHAPHOTO IIpakTrka
Konpr HaunmenoBanue paznenos | Bceero Kypca
PO eCCHOHATTEHBIX PO ECCHOHATTEHOTO JacoB B TOM YHCIIE:
M 00IIMX MOIYJIS Bceero J1a0OPaTOPHBIC U | KYPCOBOM CaMOCTOSTEIIbHAS Vuebnas IIpon3BoacTBEHHAS
KOMITIETEHIINI Y4eOHBIX MIPaKTHIECKHE MIPOEKT pabora
3aHATUI 3aHATHUSA (pabora) *
Pazgen 1 wmonyns. VYcTaHoBKa M HacTpoWKa
aBTOMAaTU3UPOBAHHBIX (MHpOPMAIIMOHHBIX) 160
CHCTEM B 3aIUIICHHOM HCIIOJIHCHUH.
IIK 1.1. MJIK 01.01 80 80 34
OK 01 -0OK 10 OnepalmOHHbIE CUCTEMBI
K 1.1. MJIK 01.02 80 80 38
OK 01 -0OK 10 Baser manHbIx
Paznen 2 MOJYJISL. AJIMUHUCTPUPOBaHUE
ABTOMAaTHU3UPOBAaHHBIX (mHpOpMAIMOHHBIX) | 250
CHCTEM B 3allUIICHHOM UCIIOJHEHUH
K 1.1. MJIK 01.03
OK 01 -0OK 10 CeTH U CUCTEMBI
nepeaayr nHPOpPMaIuu
40 40 18

MK 1.2-TIK 1.4 MJIK 01.04

OK01-0OK 10 Oxcmryaranus
aBTOMAaTHU3MPOBAHHBIX
(nH(MOPMALIMOHHBIX)

CHUCTEM B 3allIMIICHHOM




HUCIIOJITHCHUHU

100 100 28
K 1.2 -IIK 1.4 MJIK 01.05
OK01-0OK 10 Okcmryaranus
KOMIIBIOTEPHBIX CETEH 110 110 58
Y4eOHas NpaKkTHKA 96 96
(KOHIICHTPHPOBAHHAS)
K 1.1. IIpousBoacTBEeHHASI
K 1.2. NMPaKTUKA
K 1.3. (KOHLIEHTPUPOBaHHAs) 288 288
[IK 1.4.
OK 01 -0K 10
Beero: | 794 410 96 288




3.2. Temarnueckuil minaH W coaepxanue mnpodeccuonampbHoro monynas [IM.01 DOkcmnmyaranus aBTOMaTH3MPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM B 3aIUIIIEHHOM HCIIOJIHEHUU

HaumenoBanue
pas3zieioB U TeM
po¢ecCHOHAIBLHOIO Coneprxanue yueOHOro MaTepuaia, 1adopaTopHble paboThl M IPAKTUYECKHE 3aHATHUS, caMOCToATeNIbHas paboTa | O0beM
monyns (ITM), o0yJaroImuxcs 9acoB
MEXIUCIUTIIIMHAPHBIX
kypcoB (MJIK)
1 2 3
Pasnen 1 monyns. YcraHoBKa M HaCTpoiika aBTOMATU3UPOBAHHBIX (MH(OPMALIMOHHBIX) CUCTEM B 3alUIIIEHHOM MCIIOJIHEHUN 160
MJIK.01.01 OnepaniioHHbIE CUCTEMBI 80
Pasnen 1. DnemeHThI TeOpHUK OnepallMOHHBIX cucTeM. CBONMCTBA ONEPAIMOHHBIX CUCTEM
Tema 1.1. OcHOBBI Coneprxanue 6
TEOpUH OMEPAUOHHBIX | OnpezeneHue onepaoHHON cuctembl. OCHOBHBIE MOHATUSA. MICTOpHUS pa3BUTHS ONIEPALlOHHBIX CUCTEM.
CHCTEM Bunpl onepanmonnsix cucteM. Kiaccnukaius onepaioHHBIX CUCTEM IO PA3HBIM MIPH3HAKAM.

OmnepannoHHas cucTeMa Kak HHTepdeiic Mexxay NporpaMMHBIM U annapaTHbIM obecriedeHueM. CuCTeMHbIe

BBI30BEI. VcciieioBanus B 00J1aCTH ONEPALIMOHHBIX CHCTEM.
Tema 1.2. MamusHoO- Copepxanue 8
3aBUCHMBbIC ¥ MaIUHHO- | 3arpy3unk OC. Mannmanuzanus annapatHeix cpencts. [Iponece 3arpy3ku OC.
He3aBUuCcHMBIE CBOKCTBAa | TTepeHocumocts OC. Mammunano-3aBucumMbie Moy OC. 3agaun OC 1o ympaBaeHHO ONepanusIMi BBOIa-
ONCPALMOHHBIX CUCTEM | BpIBOJA. MHOrOCIONMHAs MOJENb IOICUCTEMBI BBOAA-BbIBOAA. [paiiBepsl. [loanepxka onepanuil BBoja-

BBIBOJIA.

Pabora ¢ daitnamu. @aiinosas cucrema. Buzsl ¢aiinossix cuctem. dusznueckas opranuzanus (aninoBoit

cucremsbl. Tunsl ¢aitnos. PailsioBsle onepaiy, KOHTPOJIb JIOCTyMA K daiinam.

Temartnka npakTUYECKUX 3aHITHH U 1a00paTOPHBIX padoT 8

Bupryanenble mamnnasl. Co3ianue, Moaudukanus, paboTta

¥Ycranoska OC

Cozanue U N3y4eHHE CTPYKTYPBI pa3JIENoB KECTKOIO IUCKA

Onepanuu ¢ daitnamu
Tema 1.3. MoaynsHas ConepxaHue 2

CTPYKTYypa

31(305{,[(})0. Mopenb KIIMCHT-CCPBCP. Pabora B PEKUME I10JIb30BATCIIA. PaGoTra B KOHCOJILHOM PEKUMCE.
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OIIEPALIMOHHBIX CUCTEM,
IIPOCTPAHCTBO
I10JIb30BaTENA

0001049k OINCpalMOHHBIX CUCTCM.

Tematnka MpakTUYECKUX 3aHITHIA U 1a00PaTOPHBIX padoOT

PaGota B KOHCONBHOM U IpaUUECKOM peKUMAX

Tema 1.4. YopaBnenue
MaMsThIO

Coneprxkanue

OcHoBHoe yrpaBieHue namaTeo. [lonkauka. BupryanbHast naMatb. ANropuTMBl 3aMELLIEHUS] CTPAHULL.
Bonpocsr pazpaboTku cucTeM co cTpaHUYHOM opranuzanueit namsati. Bompocs! peanusanuu. CermeHTanus
MaMsTH

Temarnka MpakTUYECKUX 3aHITHIA U 1a00PAaTOPHBIX padoOT

MOHI/ITOpI/IHF 3a UCIIOJIb30BAHUEM ITaMsATH

Tema 1.5. Ynpasnenue

Coneprkanue

mpoleccamy, [Tonsitue npouecca. [lonstue noroka. [lonsTue npuopuTeTa U OYEpPEaN MIPOLIECCOB, OCOOEHHOCTH
MHOTOITPOLIECCOPHBIE MHOTOITPOLIECCOPHBIX cUCTeM. MeKIpoliecCopHOE B3auMoJIeiicTBHE
CUCTEMBI [TonsaTue B3anMoO6I0KHPOBKH. Pecypchl, oOHapyxeHue B3anMOOIOKHPOBOK. V30eranne B3anMoOIOKUPOBOK.
ITpenoTBpaiieHre B3auMoO0I0KHPOBOK
TemaTuka npakTHUECKUX 3aHATHH U 1aOOpaTOPHBIX padoT
YnpasieHue npoueccamm»
HabmtozeHue 3a UCI0JIb30BaHUEM PECYPCOB CHCTEMBI
Tema 1.6. Coneprxanue

Buptyanuzanus u
00JIa4YHbBIE TEXHOJIOTUHA

TpeboBanus, npuMeHsieMble K BUpTyain3auuu. ['unepsuzopsl. Texnonoruu 3¢ppekTuBHOM BUpPTYyaTu3aum.
Bupryanuzanusa namsatu. Bupryanuzanus BBoaa-BeiBoa. BupTryanbHbsle yeTporicTsa. Borpocs!
JIMLEH3UPOBAHUS

O6auynble TexHosoruu. VcenenoBanus B 00JaCTH BUPTyadu3allii U 00JIaKOB

TemaTuka NpakTHUECKUX 3aHATUN U 1a00OPaTOPHBIX paboT

W3yuenue npuMepoB BUpTyainbHbIX MamuH (VMware, VBox)

Paznen 2. besonacHocTh 0

TMEPaOHHBIX CUCTCM

Tewma 2.1. [Ipuniunsl
MTOCTPOCHHUS 3AIIUTHI
uHpopManuu B
OITepaIMOHHBIX
cucTeMax

Conepxanue

[Tonstue 6ezonacHoctu OC. Knaccuduxanus yrpoz OC. Uctounuku yrpo3 nHGOpMallMOHHONW O€301MacHOCTH U
00beKThI Bo3neiicTBu. [lopsiiok obecneuenus: 6e30nacHOCTH MHPOPMALIUH MIPH SKCIUTyaTallul ONepaliMOHHbIX
cucreM. llltatHpie cpencta OC miis 3amuThl HHGOPMaIUK.

AyTeHTHUKAIMSL, aBTOPU3ALMS, ayIHT.

TemaTnka NpakTHYECKUX 3aHATUN U 1a00OPaTOPHBIX PaboT

praBJ’IeHI/IC YUYCTHBIMH 3al1CAMU MOJIb30BaTeIeH 1 HAOCTYIIOM K pe€CypCaM
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AyauT COOBITHI CHCTEMBI

I/I3yquHe IOTATHBIX CPCACTB 3allIUTLL I/IH(bOpMaI_[I/II/I B OIICPALIMOHHBIX CUCTCMAX

Pa3nen 3. OcobeHHoCTH pabOTHI B COBPEMEHHBIX ONEPALMOHHBIX CHCTEMAX

Tema 3.1. Coneprxanue 6
OnepannoHHbIe 0630p cuctremsl Linux. [Iponecchr B cucteme Linux. Ynpasienue nmamsiteio B Linux. BBon-BeIBOJ B cuctemMe
cuctembl UNIX, Linux, | Linux. ®@aiinosas cuctema UNIX.
MacOS u Android Onepannonnsie cucTeMsbl cemeiictsa Mac OS: 0COOEHHOCTH,
IIPEUMYIIIECTBA U HETOCTATKHU.
Apxutektypa Android. Ilpunoxenuns Android
TemaTHka npaKTHUECKUX 3aHATHH U J1aOOpaTOPHBIX padoT 4
Cosznanue muctpudObroTuBalinux. YcTaHoBKa.
Pa6ora B OC Linux.
Tema 3.2. Coneprxkanue 2
Onepanuonnas cucrema | Ctpykrypa cucremsl. [Iponeccsl 1 notoku B Windows. Yrpasnenue namsiteio. Bog-BeiBog B Windows.
Windows TemaTuka npakKTHUECKUX 3aHATHH U 1aOOpaTOPHBIX padoT 2
YcranoBka u nepBuyHast HacTporika Windows.
Tema 3.3. CepBepHbie Coneprxkanue 2
onepauuonnele cucremel | OcHoBHoe HazHaueHHe cepBepHbIX OC. Ocobennoctu cepBepHbix OC. Pacnpenenennbie (hailIoBbIe CHCTEMBI.
TemaTrka npakTHUECKUX 3aHATHH 1 JJaOOPaTOPHBIX padoT 4
Pabota ¢ cereBoii (haitnoBoii cucTeMoil.
Pab6ora c cepsepHoii OC, Hanpumep, AltLinux.
TemaTuka camocrosTeabHON padboTs! pu u3ydennn MJIK.01.01
Co3nanne BUPTyaIbHOM MAaITUHEI.
VYcTaHOBKa ONEPAlMOHHON CUCTEMBI.
Amnanus xxypHaina ayaura OC Ha paboueM mecTe.
M3yueHne aHAIMTHYECKUX 0030pOB B 00JIACTH MOCTPOSHHSI CUCTEM 0€30M1aCHOCTH ONEepallMOHHBIX CUCTEM.
ITpomexyrounas arrecranus no MJIK.01.01 2
MJIK.01.02 ba3sl manHBIX 80
Pasnen 1. OcHOBBI Teopun 6a3 JaHHBIX
Tema 1.1. OcHOBHEIE Conepxanue 2

MOHSATHSI Teopuu 0a3
TaHHBIX. Monenn
JTAaHHBIX

[TousTue 6a3bl JaHHBIX. KommoHeHTHI cucTembl 0a3 JAaHHBIX: JAHHBIC, allllapaTHOC O6CCHC‘ICHH€, IIporpaMMHOC
O6€CH€‘I€HH€, IIOJIB30BAaTCIIN. OJIHOHOJ'II)SOB&T@J'IBCKI/IG ¥ MHOT'OITOJIb30BaTEILCKHIE CUCTEMEI 0a3 JaHHBIX.
I/IHTCFpI/IpOBaHHHC n OGII.[I/IC JaHHBIC. O6’BCKTLI, CBOﬁCTBa, OTHOIICHMA. HeHTpaJ’II/BOBaHHOe YIIPABJICHUC
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JaHHBbIMH, OCHOBHBIC Tpe60BaHI/IH.

MOI[CHI/I JaHHBIX. I/Iepapanecm/le, CCTCBLIC U PCIIANMOHHBIC MOACIIN OpTraHrU3allui JaHHBIX.
HOCTpCJ'IfH.[I/IOHHI)IC MOACIN JaHHBIX.

Tepmunonorus pensuuoHHbIX Mozenei. Knaccudukamnus cymuocteii. JIBenaamnars npasun Kogna mis
onpeeraeHus] KOHUEILUN PETSIUOHHON MOJIEIH.

Tema 1.2. OcHOBBI
PENSAIUOHHON areOpbl

Coneprxanue

OCHOBBI pesAIMOHHOM anreOpbl. TpaauinoHHbIe onepaluy HajJ oTHOIIeHUAMHU. CrieninaibHbIE OTepalliy HaJT
oTHoleHusaMH. Onepanuy HaJl OTHOUIEHUSIMU JTOTIOJTHEHHBIE JlelToM.

Temartuka npakTHYECKUX 3aHIATHH U 1a00paTOPHBIX padoT

Omnepanuu HaJl OTHOIICHUSIMU

Tema 1.2. ba3zoBrle
IIOHATHS U
KJIaCCU(PUKALIHMS CHCTEM
ynpasieHus 0azamu
JaHHBIX

Coneprkanue

bazossie mousatus CYB/Il. OcHoBHble QyHKINH, peanuzyembie B CYBJl. OcHoBHble KoMnoHeHTHI CYB/l u ux
B3aumoyeiicteue. Unrepdeiic CYB/I. SA3pikoBbie cpeactsa CYB/. Knaccudpukauus CYBJl. CpaBHuTeNnbHAS
xapakrepuctuka CYBJI. 3nakomctBo ¢ CYB/] (110 BEIOOpPY)

Tema 1.3.
L{e10CTHOCTD JaHHBIX
KaK KJIFOYEBOE ITOHITHE
0a3 JaHHBIX

Coneprxanue

ITonsTue HEJIOCTHOCTU U HCTIPOTUBOPCUUBOCTHU AAHHBIX. HpI/IMepr HapymeHU: HEJIOCTHOCTH U
HCIIPOTUBOPCUNBOCTU JAHHBIX. HpaBHna N OT'paHUYCHUA.

Paznen 2. TlpoexktupoBanue 6a3 TaHHBIX

Tema 2.1. Coneprxanue

Nudopmannonnsie Tunsl uadopManmoHHbIX Mojenei. Jlorndyeckre Moenu naHHbIX. OU3NUecKre MO TaHHBIX.
MOJENU PEIAINOHHBIX TemaTuka NpakTHUECKUX 3aHATUN U 1a0OPaTOPHBIX paboT

0a3 MaHHbIX ITpoekTupoBanue HHOOIOTMUECKON MOJIENN JaHHBIX

Tema 2.2. Conepxanue

Hopmanu3zanus tabnuig
peNSIMOHHOM 0a3bl
JAHHBIX.
[IpoexTnpoBanue cBs3en
MEXy TaOIuIaMu.

HeoOxonuMocTh HOpManu3auu. AHOMAIUK BCTaBKH, yiajaeHus 1 oOHoBIeHus. [IpuBeaeHne TabmuIs! K
TepBOH, BTOPOH U TpeTheil HopMabHBIM popMam. JlanbHeiass Hopmanu3anus Tadaur. YerBepTas u nstas
HOpMasbHBIE (opMBl. [IpMeHeHne mpoliecca HOpMaJIU3aIHiH.

TemaTnka NpakTHYECKUX 3aHATUN U 1a00OPaTOPHBIX paboT

[IpoekTupoBaHue CTpYKTypbl 0a3bl JAHHBIX

Tema 2.3. Cpencrsa
aBTOMaTHU3allnu
MPOEKTHUPOBAHHUS

Conepxanue

CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccupukauus CASE-cpencts. ['papuueckoe
npeacrasieHue Mojeneil npoekrupoBanus. UML. JlnarpaMma CyIiHOCTb-CBS3b, JHarpaMma IoTOKOB JTaHHBIX,

12




auarpamMma npeucaCHTOB MCIIOJIb30BaHU .

Tematnka MpakTUYECKUX 3aHITHIA U 1a00PaTOPHBIX padoOT

[IpoekTupoBanue 6a3bl TaHHBIX ¢ Hcnoiab3oBanueM CASE-cpencTs

Paznen 3. Opranuzanus 6a3 JaHHBIX

Tema 3.1. Co3nanue
0a3nl JaHHBIX.
MaHumnynupoBaHue
JTaHHBIMU.

Coneprxanue

Cosznanue 0a3bl JaHHbIX. PaboTa ¢ Tabnuuamu: co3nanue Tabaulbl, I3BMEHEHUE CTPYKTYPbI, HATIOJTHEHHE
TaONUIBI JAaHHBIMU. Y TIPaBJICHHE 3aMUCSIMH: T00aBIeHIE, peIaKTUPOBAaHKE, yIaIeHHE U HaBuranus. Padora c
0a30ii JaHHBIX: BOCCTaHOBIIEHUE U cxkaThe. OTKpbITHE U MoaubuKanus qaHHbIX. KoMaH bl XpaHeHus,
n00aBlIeHUs], peJaKTUPOBAHUS, y/IaJICHUs] U BOCCTAHOBJICHUS JaHHBIX. HaBuranus no Habopy JaHHBIX.

Temartuka npakTUYECKUX 3aHIATHI U 1a00paTOPHBIX padoOT

Co3nanue 6a3b1 nanabix cpeacrsamu CYB/I. Pabota ¢ Tabnunamu: 1o0aBiieHne, peJakTHPOBaHUE, YAaJICHHE,
HaBHTAIUs 110 3aITUCSIM.

Tema 3.2. UHaeKcEl.
CBsi3u MeXY
TaOIUIIaAMU.
OO0bennHeHne TaOJINIL

Coneprxanue

[TocnenoBarenbHbIi MOKCK AaHHBIX. COPTUPOBKA U GUIbTpaNUs TaHHBIX. HIeKCHpoBaHHe TaOIuII.
Paznuuaneie THITBI HHACKCHBIX (aitnoB. Paboune oGmacti u nceBgoHUMEL. CBsi3b Tabmmi. O0beTuHEeHNE
TadJIuLI.

Temarnka MpakTUYECKUX 3aHITHIA U JTa00PAaTOPHBIX padOT

Co3ganne B3anMOCBS3EH

CopTtupoBKa, NOUCK U GUIBTPAIUS TaHHBIX

Croco0OnI 00beanHeHns Ta0IHI]

Pasznen 4. Ynpasnenue 6a30ii nanHbIX ¢ moMomibo SQL

Tema 4.1.
CTpyKTypHpOBaHHBIN
sI3bIK 3ampocoB SQL

Coneprxanue

OO11ast xapaKTepUCTHKA A3bIKa CTPYKTYpUpOBaHHBIX 3arpocoB SQL. CTpyKTypsl ¥ TUIIBI JaHHBIX. CTaHAApTHI
s3pika SQL. Koman bl onpesiesieHus TaHHbIX ¥ MAHUITYJIMPOBAHUSI TAHHBIMHU.

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

Coznanue 6a3bl JaHHBIX ¢ MoMoIIbi0 koMana SQL. PegaktupoBanue, BCTaBKa U yJalleHHWEe JaHHBIX CPEeICTBAMU
si3pika SQL

Tema 4.2. Onepatopsl u
byakumm si3pika SQL

Conepxanue

Crpykrypa komanasl Select. Ycnosue Where. Oniepatops! u pyHKIIMM IpoBepkH yciaoBuit. Jlorudeckue
onepatopsl. ['pynmnossie pyHkimu. OyHKIMK AaThl 1 BpeMeHH. CUMBOIIbHBIE (DYHKIINU.

TemaTnka NpakTHYECKUX 3aHATUN U 1a00PaTOPHBIX PaboT

COSI[E[HI/IC 1 UCITI0JIb30BAHHUC 3aIIPOCOB. prrIHI/IPOBKa W arp€rupoBaHUC JaHHBIX
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KoppennpoBaHnHbie BI0KEHHBIE 3aIIPOCHI

Cozfanue B 3apocax BbIUMCISEMBIX NoJel. Vcnonb30Banne yciaoBHid

Pazgen 5. Opranuzamus pacnpeaenéHHbIX 0a3 JaHHBIX

Tema 5.1.
ApXUTEKTYpbI
pacmpeeNieHHbIX 0a3
TAHHBIX

Coneprxanue

ApPXUTEKTYpBI KJIMEHT/cepBep. JJoCTOMHCTBA U HEIOCTATKU MOJIeNIeH apXUTEKTYpPbI KIIMEHT/CepBep U UX
BiusiHuE Ha pyHkronuposanue cereBoix CYB/I. IIpoekTupoBanue 6a3bl JaHHBIX MO KOHKPETHYIO
apXUTEKTYpY: KIIMEHT-CEpBEp, pacupeiesieHHble 0a3bl JaHHBIX, IapajuieibHas 00padoTKa JAHHBIX.

OTinuus ¥ peuMyIiecTBa YAAJICHHBIX 0a3 TaHHBIX OT JOKAJIBHBIX 0a3 NaHHBIX. [[penmyiecTBa, HEJOCTATKH U
MECTO MPUMEHEHHUSI IBYX3BEHHON U TPEX3BEHHOM apXUTEKTYpHI.

Temartuka npakTUYECKUX 3aHIATHH U 1a00paTOPHBIX padoT

YrpasiieHue J0CTYIoM K 00beKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHas
4acTh paclpeeICHHON
0a3nl JaHHBIX

Coneprxanue

[TnanupoBanue u pazsépreiBanue CYB/I 1151 paboThI ¢ KIMEHTCKUMU TTPHIIOKEHUSIMHU

Temarnka MpakTUYECKUX 3aHITHIA U JTa0OPATOPHBIX padOT

VYcranoska CYB/I. Hactpoiika komnonenToB CYB/I.

Tema 5.3. Kitmenrckas
4acTh paclpeaeacHHON
0a3bl JAHHBIX

Coneprxanue

[TnanupoBanue npwioxkeHuii. Opranuzamnus uHTEpdeiica ¢ moap3oBareeM. 3HAKOMCTBO C MaCTEpaMH H
KOHCTPYKTOpaMH TIpH MTpoeKTUpoBaHuH (HopM 1 oTueToB. THUIbl MeHI0. PaboTa ¢ MeHo: co3naHue,
MoauduKars.

Hcnonn3oBanme O6’BGKTHO-OpI/I€HTI/Ip0BaHHI)IX SI3BIKOB IIPOTpaMMUPOBAHUA IJId CO3AaHUA KIMEHTCKOM 9acTH
0a3bl JaHHBIX. TexHonoruu HAOCTYIIA.

OnTtumusanus npousoauteabHoctu padbotsl CYB/I.

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

Coznanue GopM 1 0TYETOB

Coznanue meHmwo. ['eHepanus, 3amyck.

HpO(I)HJ'IHpOBaHI/IC 3alpOCOB KJIIMCHTCKHUX HpHJ’IO)KCHHﬁ.

Pazgen 6. AnmuHucTpupoBaHre U 6E30MACHOCTH

Tema 6.1.
OOecnieueHue
LIEJIOCTHOCTH,
JIOCTOBEPHOCTH H

Conepxanue

VYrpo3st nienoctHoctd CYBJl. OcHOBHBIE BUJIBI ¥ MPUYHWHBI BOSHUKHOBEHHS YTPO3 1EI0CTHOCTH. CITOCOObI
nporuBoenicTeus. [IpaBuna, orpaHuueHus.
[TonsiTue xpanuMon nponeaypbl. JIOCTOMHCTBA M HEAOCTATKH MCIOJIB30BAHUS XpaHUMBIX mpoueayp. [lonsarue
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HEMTPOTUBOPEYNBOCTH
JTAHHBIX.

Tpurrepa. SI3bIk XpaHUMBIX POLEAYp U TpUrrepoB. KackagHbie Bo3eiicTBUs. YIIpaBieHUe TPAH3AKIUSIMU U
KAIIUPOBAHUE TTAMSATH.

Temartuka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX padoT

PazpaboTka XpaHUMBIX MIPOIIETYp ¥ TPUTTEPOB

Tema 6.2. ITepexBar
HCKITIOYUTEIbHBIX
CUTyaIui 1 06paboTka
OmuO0K

Coneprxanue

[ToHsATHE NCKIIFOUUTENIBHON CUTYyalMu. MSTKUH U )KECTKUH BBIXOJ U3 UCKIIIOYUTEIILHOM cuTyanuu. Mecro
BO3HUKHOBEHUS UCKIIIOUMTENBHON cuTyanuu. OnpeaeneHue XxapakTepa olnOKy, BbI3BaBLICH
UCKJIIOYUTEIIBHYIO CUTYalUIO.

Tema 6.3. MexaHU3MBI
3alIUThl HH(OPMAINHU B
CUCTEMaXx YyIpaBJICHUS
0a3aMu JaHHBIX

Coneprxanue

CpenctBa nnentudukanuu u ayreHtTudukanun. Oomnme ceeaenus. Opranuzanus B3aumoaeicTsus CYB]] u
6azoBoii OC. Cpexnctpa ynpaieHus: J0CTyoM. OCHOBHBIC TTOHSTHS: CYOBEKTHI M OOBEKTHI, TPYIIIIBI
TM0JIb30BaTeNeH, IPUBUIIETHH, POJIU U MPEACTaBICHUS. SI3bIKOBBIE CPE/ICTBA Pa3rpaHUUEHUs JoCTyna. Busl
MIPUBWICTHI: PUBUJIETUN OE€30MMACHOCTH U A0CTyma. KoHIenust 1 peanu3aius MeXaHu3Ma poJieh.
CootHouenue npas gocryna, onpeaensemeix OC u CYBJI.

CpenctBa 3amuThl HHGOpPMANUY B 0a3ax JaHHBIX

Temartnka npakTUYECKUX 3aHITHI U 1a00paTOPHBIX padoOT

YmpasiieHue npaBaMu JOCTyIa K 0a3aM JaHHBIX

Tema 6.4. KonnupoBanue
Y TIEPEHOC JTAHHBIX.
Boccranosnenue
JTAHHBIX

Coneprxkanue

Co3nanue pe3epBHBIX KOMHIA BCeil 0a3bl JAHHBIX, )KypHAaJa TPAH3aKIIHiA, @ TAKXKE OJHOTO FIIH HECKOJIBKHUX
¢aitnos unu Qaitnoseix rpynmn. [lapannenusm onepanuit MoaudUKaLUy TaHHBIX U KOMUPOBAaHUS. THIIBI
PE3epPBHOTO KOMHUPOBAaHUA. YTIPaBJIE€HUE PE3EPBHBIMU KOMHUAMU. ABTOMATH3AIMSI TPOLIECCOB KOMUPOBAHUS.
BoccTaHoBieHNE TaHHBIX

TemaTuka NpakTHYECKUX 3aHATUN U 1a00paTOPHBIX paboT

Ayaut nansbix ¢ noMmonipto cpeacts CYBJI u Tpurrepos

Pe3epBHoe KOIIMPOBAHUC U BOCCTAHOBJICHHUC 0a3 JaHHBIX

Temartuka camocTosTensHOM padboTh! pu nzydenun M/IK.01.02

Brimonnenue nHIuBUyaabHOro 3a1anus mo teme «lIpoektupoBanue nH(oIOrHUecKoi Moaea 0a3bl JaHHBIX».

BrinosiHeHne MHIMBUAYAIBHOTO 3a1aHus 110 TeMe «HopManusanusi OTHOLLICHHU .

ITonroroBka pedeparos Ha Temy «Pazsutue CYBJl» (konkperHoit CYB/I).

Brimonaenune naAMBUyanbpHOTO 3a1aaus o Teme «Co3nanue 6a3bl JanHbix. Co3znanne tadsmi. OpraHu3anys MeKTaOTUIHBIX CBSI3EH»
Brinonnenne MHANBUYAIBHOTO 3a1aHus 10 TeMe «OpraHu3aius 3ampocoBy.

Brinonaenne nHANBUYaTbHOTO 3a1aHust 1o TeMe «Co31anne moJIb30BaTeIhCKOTO puiiokeHus cpeacteamu CYBJIy.

Pa36op cuHTakcHca XpaHUMBIX MPOLIETYpP U TPUTTEPOB.

15




HO,Z[FOTOBKa pe(bepaTOB I10 TEMC ((OpFaHI/ISaLII/Iﬂ 1 UCITIOJIB30BaHHUC MCXaHU3MOB 3alllUThI 0as3sl JaHHBIX».

ITpomexyrounas atrectauus no MJIK.01.02 2
Bunpl camocrosTensHbIX paboT Ipy U3y4eHUH paszena 1 Moyis
Cucrematuieckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, YI€OHOM U CIIEIUAIbEHON TEXHUYECKOH JINTepaTyphl (TI0 Bompocam K naparpadam,
rJ1laBaM y4eOHbIX T0COOUH, COCTABIEHHBIM IIPEI01aBaTENEM)
[TonroroBka K MpakTUYECKUM pabOTaM C UCIOIH30BAHUEM METOUYECKUX PEKOMEHIAIUi MpernoaaBatesis, 0hopMICHHE TPAKTHIECKUX
paboT, OTYETOB K X 3alUTE.
25
Paznen 2 monyns. AIMUHUCTPUPOBAHUE aBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3aILUIIIEHHOM HUCIIOJIHEHUH 289
MJIK.01.03 Cetu u cuctemsl nepenaun HHGOpMauu 38
Paszpgein 1. Teopus TeneKOMMYyHMKAalMOHHBIX CETEH
Tema 1.1. OcHOBHEIE Coneprkanue 4
noHATus u onpenenenns | Kimaccuduxanms cucrem cBsizu. CooOIeHNs M CUTHAIBI. BHIIBI 2IEKTPOHHBIX CUTHATIOB. CIEKTpaIbHOE
npejcrapieHue curHanos. [Tapamerpsl curnanoB. O0beM U HH(POPMAIIMOHHAsE EMKOCTh CUTHAIIA.
Tema 1.2. IIpunnunsl Copepxanue 2
nepefayn nHGopManuu | Ha3HaueHue u mpUHIMIIBI opranu3aiuu ceteil. Kitaccudukanys cereit. MHOroypoBHeBbIi moaxo. IIpoTokos.
B CETAX U CUCTEMAX UnTepdeiic. Crek npoTokosioB. TenekoMMyHUKAalIMOHHAS Cpefa.
CBSI3H
Tewma 1.3. Tunosie Conepxanue 4
KaHaubl nepegaun M ux | Kanan nepenaun. CeteBoil TpakT, rpynnoBoi KaHal nepeaadn. Anmnaparypa HUQpOBbIX MI€3HOXPOHHBIX
XapaKTEPUCTUKU cucteMm nepenayu. OCHOBHBIE TapAMETPhl U XapaKTEPUCTUKHN CUTHAJIOB. YTIPOIIEHHAS CXeMa OpraHU3aluu
kaHana TY
TemaTuka NpakTHUYECKUX 3aHATUH U 1a00paTOpHBIX paboT 2
Pacuer nponyckHoil cnocoOHOCTH KaHaja CBSI3U
Pasnen 2. Cetn nepeaaun JaHHBIX
Tema 2.1. Apxutektypa | Conepkanue 4
Y TIPUHIIUIIBI pabOTHI CrpykTypa 1 XapakTepucTuku ceteid. CriocoObl KOMMYTAIIMK U Nepeaun JaHHbIX. Pacnipenenenue pyHKuui
COBPEMEHHBIX CeTen 110 CUCTEMAaM CETH M aJipecalys akeToB. MapimpyTusanus 1 yrpapJIeHHE TIOTOKAMH B CETAX CBSI3U.
nepeaadun TaHHbIX ITpoTokoubl ¥ UHTEpQEHCH yIpaBlIeHUs KaHAJIaMH U CEThIO Nepeayy JaHHbIX.
Temaruka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX paboT 12

Kongurypuposanue cereBoro nnrepgeiica paboueil cranuuu

KonduryprupoBanue cereBoro nureperica Mapupyrusaropa no nporokoiy IP

Koppekuust npo6iem nuTepdeiica Mapupytuzaropa Ha GU3NUECKOM U KaHAJIbHOM YPOBHE
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Jlnarnoctuka u paspenieHue npobieM ceTeBOro ypoBHs

Jlnarsoctuka ¥ paspenieHue npoodjaeM NpOoTOKOIOB TPAHCIIOPTHOTO YPOBHS

Jlnarnoctuka u paspenieHue npoodieM NpoTOKOIOB MPHUKIAJIHOTO YPOBHS

Tema 2.2. Conepxanue 2
becripoBognbie cuctemsl | becnipoBoaHbIe KaHalbl cBsi3u. becnipoBoanbie cetn Wi-Fi. [IpeumyiectBa u 06macTh npuMeHeHus1. OCHOBHBIC
nepeaadn JaHHbIX 2JIEMEHTHI OecipoBoIHbIX ceTeil. CtannapTsl 6ecripoBoaHbIX cerel. TexHnomorus WIMAX
Temaruka npakTHYECKUX 3aHITHI U 1a00paTOPHBIX paboT 4
Hacrpoiika Wi-Fi mapmpyru3zaropa
Tema 2.3. CoToBblC U Conepxanue 2
CIyTHUKOBEIE cucTteMbl | [IpuHiunel GyHKmoHnupoBanus cucteM cotoBoid cBa3u. Ctannaptsl GSM u CDMA. CiyTHUKOBBIE CHCTEMBI
nepeJadyn JaHHbIX.
Temartuka camocTosTenbHOU padoTsl mpu nzydenuu MJIK.01.03
Hacrpoiika Wi-Fi mapmpytuszaropa
N3ydeHnne ceTeBbIX yTUITUT
Kondurypuposanue cereBoro nnrepgeiica
MapipyTtu3zaius u yrpaBjieHue TOTOKaMHU B CETSIX CBA3HU
IIpomexyrounas arrectauus no MJ1K.01.03 2
MJIK.01.04 DkcryaTtaius aBTOMaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEM B 3aIIMIIICHHOM UCTIOJHEHHUH 96
Paznen 1. PazpaboTka 3alMIIeHHBIX aBTOMATU3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM
Tema 1.1. OcHOBBI Coneprxanue 6
MH(POPMAIIMOHHBIX ITonaTue aBToMaTH3UpOBaHHON (MH(pOpMaIIMOHHOM) cucteMbl OTinunuTenbHble 4epTsl AVIC Hanbonee yacto
CUCTEM KaK 00BbEeKTa HCIOJIb3YEMBIX KIaccu(UKauil: mo mMacmtady, B 3aBUCHMOCTH OT XapakTepa HHPOPMAIIMOHHBIX PECYPCOB, IO
3aIUTHI. TEXHOJIOTUU 00pabOTKH JaHHBIX, IO CLIOCO0Y AOCTYIA, B 3aBUCUMOCTH OT OpraHU3alliu CUCTEMBI, 110
XapakTepy UCIOJIb30BaHus nHpopMaluy, no cpepe npumenenusd. [Ipumepsr odnacreit npumenenust AUC.
ITponieccel B AUC: BBOKI, 00paboTKa, BBIBOJI, 0OpaTHas cBsA3b. TpedoBanus k AVIC: ruGKocTh, HAIEKHOCTB,
3¢ PeKTUBHOCTD, O€30MACHOCTD.
OcHOBHBIE 0COOEHHOCTH COBpeMeHHbIX MPOoeKTOB AVC. DIeKTpOoHHBIN JOKYMEHTOOO0POT.
Temaruka npakTUYECKUX 3aHIATUH U 1a00paTOPHBIX paboT 2
PaccmoTpenue npuMepoB (GyHKIIMOHMPOBAHUS aBTOMAaTU3UPOBAaHHBIX HH(popMaMoHHbIX cucteM (ETAUC,
Poccuiickas ToproBasi cuctemMa, aBTOMaTU3MpOBaHHAS HHPOPMAIIMOHHAS CUCTEMa KOMITAaHUH )
Tema 1.2. J)KuzHeHHBIN Conepxanne 6

LUK

IloHsTHE KU3HEHHOTO IIUKJIA ANC. HpOI_ICCCBI JKHN3HCHHOI'O ITUKJIa AUNC: OCHOBHBIC, BCIIOMOTaTCJIIBHEIC,
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ABTOMATH3HUPOBAHHBIX
CUCTEM

opranuzanonHsle. Ctaguu xxu3HeHHoro uukiaa AVC: monennpoBanue, yrpasieHle TpeOOBaHUSAMU, aHAIU3 U
IIPOEKTUPOBAHKE, YCTAHOBKA U CONPOBOXAeHUE. Moaenn xu3zHeHHoro nukia AVC.

3agaun U Tarnbl IPOSKTUPOBAHUS aBTOMAaTH3MPOBAHHBIX CHCTEM B 3aIHIIEHHOM HCIOJIHEHHH. MeTo1010rHu
npoekTupoBanus. Opranuzanus padboT, QYHKIIMM 3aKa3UUKOB M Pa3pabOTINKOB.

Tpe6OBaHI/I${ K aBTOMaTH3HpOBaHHOﬁ CHUCTEMCE B 3allIlUIIICHHOM HCIIOJTHCHHUH. PaGoTeI Ha CTaJusdaX M OTallax
CO3aHrsA aBTOMATH3UPOBAHHBIX CUCTEM B 3allIUIIICHHOM UCITIOJIHCHHU. TpeGOBaHI/IH 110 3a1uTe CBCI[GHPIIZ 0
COSHaBaeMOﬁ aBTOMaTHSHpOBaHHOﬁ CHCTEME.

TemaTHka NpakTHUECKUX 3aHATHH U J1aOOpaTOPHBIX padoT 2
Pa3zpaboTka TEXHUYECKOTO 3a/1aHUs] HA IPOSKTHPOBAHNE AaBTOMATU3UPOBAHHON CHCTEMBI
Tema 1.3. Yrpo3sl Coneprxanue 4
Oe3omacHOCTH [loTeHunanpHbIe Yrpo3bl OE30M1aCHOCTH B aBTOMAaTU3UPOBAHHBIX cUcTeMax. MICTOUHHUKY U 00BEKThI
uHpopManuu B BO37eHCcTBUS yrpo3 6e3omnacHocTy nHpopMmanuu. Kpurepun knaccupukanuu yrpo3. MeTo bl OLIEeHKH
aBTOMAaTU3MPOBAHHBIX OIACHOCTH yrpo3. baHk paHHBIX yrpo3 0e30nacHOCTH MHPOpMAUU
cucremax [Tonsartue ys3BuMocty yrpo3sl. Kimaccudukanmst ysi3BUMOCTEi.
TemaTuka npaKTHUECKUX 3aHATHH U 1aOOpaTOPHBIX padoT 6
KareropupoBanue nHQOpMAIIMOHHBIX PECYPCOB
Ananu3 yrpo3 6e30nacHOCTH HHPOpPMaLUU
[Toctpoenue monenu yrpo3
Tema 1.4. OcHOBHEIE Coneprkanue 4
MepBbI 3aIUThI OpraHu3anroHHbIe, IPAaBOBbIE, IPOrPaMMHO-AMIAPATHbIE, KPUIITOrpaduUecKre, TEXHUYECKHE MEPhI 3aL[UThI
uHpopMaluu B nH(pOpMalMY B aBTOMATU3HPOBAHHBIX CUCTEMAX.
aBTOMATHU3MPOBAHHBIX HopmartuBHo-1ipaBoBas 06a3a AJis onpeaesieH!sl Mep 3aliThl HHQOpMAIMKY B aBTOMAaTH3UPOBaHHbIX
CUCTEMAxX MH(GOPMALMOHHBIX CHCTEMaX M TpeOOBAHUI K HUM
Tema 1.5. Conepxxanne | Conepxanue 10

1 TIOPSIIOK
skcmutyatanuu AC B
3alIUIIEHHOM
HCITOJITHCHUHN

WNnentudukanus u ayreHTUPUKAUSA CYObEKTOB JOCTyNa U 00BEKTOB AOCTYIIA.
VYnpaBieHue 10CTynoM cyOBbeKTOB JIOCTYyTNa K 00bEKTaM JOCTYHa.

OrpanudeHre nporpaMMHOM cpeibl.
3anra MalIMHHBIX HOcUTeNel nHpopMalu

Peructpanus coOpITuii 6€30MaCHOCTH

AnTHBHUpYcHas 3amuTa. OOHapyXeHHe MPU3HAKOB HAJTMYHUS BPEAOHOCHOTO IPOTPaMMHOT0 00eceueHHsl.
Peanuzanus antuBupycHoi 3amuThl. OOHOBIEHHE 0a3 JAHHBIX IPU3HAKOB BPETOHOCHBIX KOMIIBIOTEPHBIX
IIPOrpPaMM.
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Oo6napyxeHue (IpeIoTBpaIlCHIE) BTOPKEHUN

KonTtposb (aHanu3) 3amuiieHHOCTH HHGOPMAITII
ObecnieueHne 1EIOCTHOCTH UHPOPMALIMOHHONW CUCTEMBI U HH(OpMaIHH
O6ecnieyeHne TOCTYIMTHOCTH HHPOPMAIHH

Texnonoruu Buptyanuzanuu. Lens coznanus. 3agauu, apXuTeKTypa u oOcHOBHBIE pyHkuu. [Ipenmyiectsa ot
BHEPEHUS.

3almTa TEXHUYECKUX CPEICTB.
3amTa HHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepeadn JAHHBIX

Pe3epBHoe KOIIMPOBAHUEC U BOCCTAHOBJICHNEC JaHHBIX.

ConpoBok/IeHUE aBTOMATU3UPOBAHHBIX CUCTEM. Y IPABJICHUE PUCKAMH M WHITUACHTAMHU YIIPABICHHUS
0€30I1aCHOCTBIO.

Tema 1.6. 3amura
nHpopManuu B
pacmpeeIeHHbIX
ABTOMATH3UPOBAHHBIX
CUCTEMax

Coneprxanue

MexaHu3MBI U MCTOABI 3alllMThHI I/IH(I)OpMaI_[I/II/I B pacCiipCACICHHbIX aBTOMATH3UPOBAHHbLIX CUCTCMAX.
ApaneKTypa MCXAaHMU3MOB 3alIMUTEI paCpCaACICHHBIX aBTOMATU3UPOBAHHBIX CUCTCM. Ananus u cuaTe3
CTPYKTYPHBIX U (I)YHKI_[I/IOHEUIBHBIX CXCM 3allMMIICHHBIX aBTOMATH3UPOBAHHBIX I/IH(l)OpMaI_[I/IOHHLIX CHCTCM.

Tema 1.7. OcobeHHOCTH
pa3paboTKu
MH(OPMALIMOHHBIX
CUCTEM MEePCOHATBHBIX
JTAHHBIX

Coneprxanue

O6IJ_II/IG Tpe6OBaHI/I$I 110 3alIUTC NMEPCOHAIIBHBIX JTaHHBIX. CocraB u COACPIKAaHUC OPraHU3allUOHHBIX U
TEXHUYCCKUX MEP IO 3alIUTEC I/IH(bOpMaIII/IOHHI)IX CHUCTCM MEPCOHAIBHBIX JaHHBIX. HOprI[OK BI)I60pa MCDp 110
oOecrneueHNI0 OE30IMaCHOCTH NEpCOHAIIbHBIX JAHHbIX. TpC6OBaHI/I5{ 110 3alIUTC NEPCOHAJIbHBIX NAHHBIX, B
COOTBCTCTBHUH C YPOBHEM 3alUIIICHHOCTH.

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

Omnpenenenust yposas 3amuiieHHoctr MCIT/Ix u Be160p Mep no obOecnieuenuto 6e3omacHoctu [1/1H.

Pazgen 2.3KCHJIyaTaLII/I$I 3alMUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTCM.

Tema 2.1. Ocobennoct
JKCIUTyaTaIluu
aBTOMaTI/ISI/IpOBaHHI)IX
CHCTEM B 3aIIUIIIEHHOM

Coneprxanue

Ananu3 uHPOPMALMOHHOM HHPPACTPYKTYPHI ABTOMATU3UPOBAHHON CUCTEMBI U €€ 0€30IaCHOCTH.

MeTtoasl MOHUTOPpHHTIA U ay/IUTa, BBIABJICHUA YTPO3 HH(I)OpMaHHOHHOﬁ 0e30I1acHOCTH ABTOMATU3UPOBAHHBIX
CHUCTEM.
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HCIIOJITHEHMU. CopneprkaHue U MOPSIOK BBIIOJIHEHUS paboT M0 3a1uTe HHOpMALUK IPU MOACPHU3ALMU
ABTOMAaTU3MPOBAHHOM CUCTEMBI B 3aLUIIICHHOM UCIIOJIHEHUU

Tema 2.2. Conepxanue

AJIMHHHCTPHPOBaHNE 3amaun 1 QyHKIUHM aJMUHUCTPUPOBAHMS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMATU3ALUs YIPABICHUS CEThIO.

aBTOMAaTU3UPOBAaHHBIX Opranu3anus aAIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN MEPCOHAN U paboTa ¢

CHUCTEM II0JIB30BATEIISAMU. YIIPaBJICHNUE, TECTUPOBAHNUE U DKCIUTyaTallksl aBTOMaTU3UPOBAHHBIX cCUCTEM. MeTobl,

CIOCOOBI M CpeJICTBa 00ECIIeYeHUs! 0TKa30yCTOWYMBOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM.

Tema 2.3. JlesTenbHOCTH
TepcoHaia 1o
AKCILTyaTaluu
ABTOMATHU3HPOBAHHBIX
(MHGOPMAITMOHHBIX )
CUCTEM B 3aIUIIICHHOM
WCIIOJTHEHU U

Coneprxanue

Copep:xanue U TOPSAIOK IEATEIBHOCTH MEPCOHANA M0 SKCIUTyaTalluy 3allUIIEHHBIX aBTOMAaTH3UPOBAHHBIX
CUCTEM U TIOJICUCTEM 0€30MaCHOCTH aBTOMATHU3MPOBAHHBIX crcTeM. OOIue 0053aHHOCTH aIMHUHICTPATOPA
nH(OPMALIMOHHON 6E€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

Tema 2.4. 3amura ot
HECaHKI[HOHHUPOBAHHOTO
J0CcTyna K nH(opMaIiu

Coneprxanue

Ocuosuble npuHMbl 3auThl 0T HCJI. OcnoBHble criocoOs HC/I. OcHoBHBIE HanpaBiieHUs o0ecreyeHus
3anmthl oT HCJI. OcHOBHBIE XapaKTEpPUCTHKHN TeXHUYeCKHX cpeacTB 3amuThl oT HCJl. Opranmusanus paboT mo
3amurte oT HC/I.

Krnaccudukanus apromatusupoBaHHbIX cucteM. Tpebosanust no 3ammre nHpopmanuu ot HCJ nis AC

Tpebosanus 3anmmenHocty CBT or HC/I k nndopmanuu

TpeboBanus K cpeCTBaM 3alIUThI, 0OecreynBaroIuM Oe3onacHoe B3aumoeicTaue cereit 9BM, AC
MOCPEJICTBOM YITPABIICHHSI MEKCETEBBIMU TIOTOKaMH WH(POPMAIINH, U PeaTM30BaHHBIX B Buje MO

ITpomexyrounas arrecrauus no M/IK.01.04

Tema 2.5. C3U or HC/]

Coneprxanue

HazHnaueHune 1 OCHOBHBIE BO3MOYKHOCTH CUCTEMBI 3alIUTHI OT HECAHKLIMOHUPOBAHHOIO JOCTYyIa. APXUTEKTypa
U cpeacTBa ynpasieHus. O01muye npuHIUIbl yrpasieHus. OCHOBHbIE MEXaHU3MBbI 3aIUTHL. Y IpaBlIeHUE
ycrpoiictBamu. KoHTpob anmapaTHO# KoHUrypauu komnbrotepa. M30upaTtensHoe pasrpaHndeHue J10cTymna
K YCTpPOWCTBaM.

VYnpasieHue 10CTyIIoM U KOHTPOJIb eyaT KoHpUIeHIManbHoi nHpopmarmu. [1paBuna paboTsl ¢
KOH(UIeHIMaIbHBIMU pecypcamu. HacTpoiika MexaHn3Ma MoJTHOMOYHOTO yIpaBiieHus goctynom. Hacrpoiika
peructpanuu coObITUi. YTpaBieHne pe>KUMOM MTOTOKOB. YTIpaBJiIeHUE PEKUMOM KOHTPOJIS IeYaTu
KOH(UIEHIMAIBbHBIX JOKYMEHTOB. YpaBieHue rpupamMu KOHQHISHINATbHOCTH.
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ObecrieyeHne 11€JI0CTHOCTH HH()OPMALIMOHHON CUCTEMBI M HH(OpMAIHH

I{eHTpasin30BaHHOE YIPABICHNUE CUCTEMOH 3aIIMTHI, ONEPATUBHBI MOHUTOPUHT U ayAUT 0€300aCHOCTH

Temartuka npakTHYECKUX 3aHIATHH U 1a00paTOPHBIX padoT

12

Ycranoska u Hactporika C3U or HC/|

3amuTa BX0oJa B cucteMy (MACHTH(QUKAIUS U ayTeHTU(QUKAIMS M0JIb30BaTelNeH)

PasrpannueHue nocryna K yCTponucTBam

YipasneHue 10CTylIoM

Hcnonn3oBanue IIPUHTCPOB IJId II€YaTU KOH(l)I/II[CHI_[I/IaJ'IBHBIX JOKYMCHTOB. KOHTpOHB neyaTtu

Hacrtpolika cucremsl 11 3a1a4 ayiura

Hactpolika KOHTpOJIs IETOCTHOCTH U 3aMKHYTOM MPOrpaMMHOM CpeJibl

IleHTpanu30BaHHOE yNIPaBICHUE CUCTEMON 3alllUThl, ONIEPATUBHBI MOHUTOPUHT U ayIUT OE30I1aCHOCTH

Tema 2.6.
DKcIutyatauus CpesicTB
3alUThl HH(pOpPMALUY B
KOMITBIOTEPHBIX CETSIX

Coneprkanue

HOprI[OK YCTAHOBKH U BBOJId B 3KCILTYATAlIUKO CPCACTB 3alIIUTHL I/IH(1)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTAX.

HpI/IHIII/IHBI OCHOBHBIX MCTOJIOB OpraHru3anun U NpoOBCACHUA TCXHUICCKOI'O 060JIY)I(I/IB3,HI/I$I BBIYUCIIUTEIILHOM
TCXHUKU U JPYTHUX TECXHUYICCKHUX CPCACTB I/IH(1)OpMaTI/I38.I_[I/II/I

I[I/IaI‘HOCTI/IKa KOMIIOHCHTOB CHUCTCM 3alllUThHI I/IH(i)OpMaIII/II/I ABTOMATU3HWPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B
1 BOCCTAaHOBJICHUC pa6OTOCHOCO6HOCTI/I ABTOMATHU3HWPOBAHHBIX (I/IH(l)OpMaLII/IOHHBIX) CHCTEM B 3allIMIIICHHOM
HUCIIOJTHCHUH

HaCTpOﬁKa " YCTPpaHCHHUC HCUCIIPABHOCTU MPOTrpaMMHO-alIIapaTHBIX CPCACTB 3allIUThL I/IH(bOpMaI_II/II/I B
KOMITBIOTCPHBIX CCTAX IO 3aJaHHBIM IIpaBHJIaM

TemaTuka IMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

YcTpaHeHue 0TKa30B U BOCCTAHOBJIEHHE pab0TOCIIOCOOHOCTH KOMIIOHEHTOB CHUCTEM 3alllUThl HH(OpMaluu
aBTOMATHU3UPOBAHHBIX CHCTEM

Tema 2.7.
JIoKkyMeHTaIus Ha
3aIUIIACMYIO
ABTOMATH3MPOBAHHYIO
CUCTEMY

Conepxanue

OcHoBHbBIE OKCIUTYaTalUOHHBIC JOKYMCHTBI 3allIUIIICHHBIX ABTOMATU3UPOBAHHBIX CUCTCM. Pa3pa60TI<a u
BCACHUC BKCHHyaTaHPIOHHOfI AOKYMCHTAIUHN 3allITUIIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AxT BBOJa B
IKCILTYyaTalluO Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY. TexHuueckuit MMacropT Ha 3alllUIIIacMyro
ABTOMAaTU3WPOBAHHYIO CUCTCMY.

TemaTuka MPaKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

O(bOpM.]'IeHI/Ie OCHOBHBIX 3KCINTYaTAallTUOHHBIX TOKYMECHTOB Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY.

Temaruka camocTodTenbHOU padoTs! npu nzyuennu MJIK.01.04
1. Pa3paboTKa KOHIIENIIMH 3alIUThl aBTOMAaTU3UPOBAHHOM (MH()OPMAITMOHHON) CUCTEMBI
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2. AHanu3 6aHKa TaHHBIX Yrpo3 0e30MmacHOCTH HH(OPMALUH

3. Ananmu3 xxypHana ayaura OC Ha paboyem mecte

4. ITocTpoeHne CBOHOW MAaTPHUIBI YIPO3 aBTOMATU3UPOBAHHON (MH(POPMAIIHOHHOM) CHCTEMBI

5. AHanu3 MOMUTUK 6€30MaCHOCTH UH(POPMALMOHHOTO 00BEKTa

6. M3ydeHne aHaUTHYECKUX 0030pOB B 00JIACTH HOCTPOCHHSI CHCTEM O€30acCHOCTH

7. AHanu3 MporpaMMHOTO 0OeCTIeYeHUsl B 00JIACTH ONpEeAETICHUS PUCKOB HH(POPMAITMOHHOW 6€30MaCHOCTH U MPOESKTUPOBAHHUS
0e30macHOCTH HH(POPMAITIH

ITpomexyrounas arrectauus no MJIK.01.04 2
MJK.01.05. Okcrunyartanus KOMIIbIOTEPHBIX CETEH 105
Pasnen 1. OcHOBBI lepeiaun TaHHBIX B KOMIIBIOTEPHBIX CETIX
Tema 1.1. Coneprxkanue 2
Mopenu ceTeBoro Mogenb OSI. Ypouu monenu OSI. BzaumoaeiictBue Mexay ypoBHIMH. MHKarncymsiius qaHHeIX. Onucanue
B3aHUMOIEUCTBUSA ypoBHel mogenu OSI.
Mopnens u crek nporokonoB TCP/IP. Onucanue yposneit mogenu TCP/IP.
Temarnka MpakTUYECKUX 3aHITHIA U JTA00PAaTOPHBIX padOT 2
N3ydeHue 31eMeHTOB KaOelnbHOI CUCTEMBI.
Tema 1.2. Coneprkanue 2
dusnueckuii ypoBeHb [Tonsitue nuHuu u KaHana cBs3u. Curnansl. OCHOBHBIE XapaKTEPUCTUKH KaHasa CBSI3H.
mozenu OSI Metoabl COBMECTHOTO HUCIIOJIB30BAaHUSI CPE/IbI epeaun KaHana CBsi3u. MyJlbTUIUIEKCUPOBAHUE U METOIbI
MHOECTBEHHOTO JIOCTYTIA.
OnToBOJIOKOHHBIE IMHUU CBA3U
Crangaptsl kabeseil. DnekTpruyeckas MpoBOJIKA.
becnipoBognas cpena nepenaym.
Temartnka npakTHYECKUX 3aHITHIA U 1a00paTOPHBIX padoOT 2
Coznanue ceTeBoro kadels Ha OCHOBE He3KpaHHupoBaHHOH BuToi napsl (UTP)
CBapka onTHYECKOro BOJIOKHA
Tema 1.3. Conepxanue 2
Tomosorus [Tonstue Tonosorun cetu. CeTeBoe 000pyaOBaHue B TOMOJIOTHUA. O030p CETEBBIX TOTOIOTHA.
KOMITBIOTEPHBIX ceTel Temaruka npakTUYECKUX 3aHIATUN U JTAOOPATOPHBIX paboOT 4

Pa3pa60TI<a TOIIOJIOTH CETH HEOOJIBIIIOTO NpCaApuiATUA

ITocTpoeHne 0THOPAHTOBOM CETH
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Tema 1.4.
Texunonoruu Ethernet

Coneprxanue

O030p TEXHOJIOTHI MOCTPOCHUS JIOKATBHBIX CETEH.

Texnomnorus Ethernet. ®u3nveckuii ypoBeHb.

Texnonorus Ethernet. KananbHblil ypoBeHb

Temartuka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX padoT

W3yuenue agpecanuu kaHanbHoro yposss. MAC-anpeca.

Tema 1.5. Texnonoruu
KOMMYTaIlUU

Coneprxanue

AJITOPUTM TTPO3payHOro MocTa. MeToibl KOMMyTaluu. TeXHOJOrMr KOMMYTaluu U Mojieiab OSI.

KonctpykTuBHOE HUCTIOTHEHHE KOMMYTATOpOB. dU3nueckoe CTeKupoBaHue KommyTaropoB. [IporpamMmmuoe
o0ecrnieueHrne KOMMYTaTOPOB.

OOm1re MpUHITUIIBI CeTEeBOTO Au3aiiHa. TpexypoBHEBas HepapXHUuecKasi MOAEIb CETH

Texunonorus PoweroverEthernet

Temarnka MpakTUYECKUX 3aHITHIA U JTa00PAaTOPHBIX padOT

Co31aHre KOMMYTUPYEMO CeTH

Tema 1.6. CereBoii
nporokoi [Pv4

Coneprxkanue

CereBoit ypoBenb. [Ipotokon IP Bepcuu 4. O0mue GyHKIIUN KIIACCOBOM U OSCKIIACCOBOM apecaruu.
Brienenue agpecos.

Mapupyruzanus nakeros [Pv4

HpOTOKOHBI HHHaMquCKOﬁ MapHaIpyTu3danun

TemaTuka IMPAKTUYCCKUX 3aHATUH U J'Ia60paTOpHLIX pa60T

N3yuenue IP-agpecanuu.

Tema 1.7. CkopocTHbIE
1 OECIIPOBOJIHBIE CETH

Conepxanue

Cets FDDI. Cetrs 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETU
becnipoBoaHbIe ceTn

TemaTuka NpakTHUECKUX 3aHATUN U 1a00OPaTOPHBIX paboT

Hacrpoiika 6ecripoBOIHOTO CETEBOTO 000PYA0BAHHUS

Pa3znen 2. TexHonorum KOMMYyTaIlMi U MaplIpyTU3alMu coBpeMeHHbIX ceTeil Ethernet

Tema 2.1.
OCHOBBI KOMMYTaILI1

Conepxanue

OYHKIIMOHUPOBAaHNE KOMMYTAaTOPOB JIOKAIbHON CETH. ApPXUTEKTypa KOMMYTaTOpoB. Tumsl nuHTepdeiicon
KOMMYTaTOPOB.
YrpaBiaeHrue NOTOKOM B MOJYIYIUIEKCHOM U TYIUIEKCHOM PeXHMaXx.
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XapaKkTepUCTUKHU, BIUSIONINE HA IPOU3BOAUTEILHOCTh KOMMYTAaTOpoB. O030p GYHKIIMOHATBHBIX
BO3MOXXHOCTEN KOMMYTaTOPOB

Temartuka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX padoT

PaboTta ¢ OCHOBHBIMH KOMaHJIaMH KOMMYTaTOpA.

Tema 2.2.
Hauanbnas Hactpoiika
KOMMYTaTopa

Coneprxanue

CpenctBa yrpaBieHus KommyTaTopamu. [loaxmroueHne kK KoHcou naTepdelica KOMaHIHON CTPOKU
kommytaropa. [lonkmouenue k Web-unrepdeiicy ynpaieHus KOMMYTaTopa.

HauanbHas koHQUrypanus KoMMyTaTopa. 3arpy3ka HOBOTo MpOrpaMMHOTO 00ecrieueHusI Ha KOMMYTAaTop.
3arpyska 1 pe3epBHOE KOIHUPOBaHHE KOH(UTYpallUd KOMMYTATopa.

Temartuka npakTUYECKUX 3aHIATHH U 1a00paTOPHBIX padoT

Komansl 00HOBIIEHHS TPOrPaMMHOT0 OOECIieueHUs KOMMYTaTopa 1
COXPAHEHHUS/BOCCTAHOBIICHUSI KOHOUTYPALIMOHHBIX (ailioB

Komannp! ynpasnenus tadnunamu kommyTtaiuua MAC- u [P-
aapecoB, ARP-Tabmmipi

Tema 2.3.
Bupryanbaeie

JIOKAJIBHBIC CCTU
(VLAN)

Coneprxanue

Tunet VLAN. VLAN na ocHoBe noptoB. VLAN na ocHoBe ctangaprta IEEE 802.1Q. Craruueckue u
munamuueckne VLAN. TIporoxon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe noptoB u npoTokojoB — cranaapt IEEE 802.1v. ®yukmus
TrafficSegmentation

TemaTuka IMPAKTUYCCKUX 3aHATUH U J'Ia60paTOpHLIX pa60T

Hactpoiika VLAN Ha ocHoBe cranaapra IEEE 802.1Q

Hacrpoiika mporokona GVRP.

Hactpoiika cermenTanuu tpaguka 0e3 ucnonb3oanusi VLAN

Hactpoiika ¢pyakiuu Q-in-Q (Double VLAN).

CamocrosTenbHas pabota no co3ganuto JIBC na ocroe crannapta IEEE 802.1Q.

Tema 2.4.

OYHKIMH TTOBBIIICHUS
HaJEKHOCTH U
MTPOU3BOTUTEIIEHOCTH

Conepxanue

[Iporokon Spanning Tree Protocol (STP). Ya3sumoctu nporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

I[OHOJ]HI/ITGJ'IBHBIC (bYHKI_II/II/I 3allIUThI OT IICTCIIb. ATpeFI/IpOBaHI/IC KaHaJIOB CBA3U.

TemaTnka MpakTHYECKUX 3aHATUN U 1a00OPaTOPHBIX paboT

Hactpoiika npotokosnos cas3yroero nepesa STP, RSTP, MSTP.

Hactpoiika ¢pyHkiuum 3amurtsl ot oOpazoBanus nerenb LoopBackDetection
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ArperupoBaHue KaHAJIOB.

Tema 2.5. Coneprxanue 2
Anpecanys ceTeBoro O0630p agpecanuu cereBoro ypoBHs. @opmupoBanue noacereil. becknaccosas agpecarus [IPv4. Cioco6st
YPOBHS U koHdurypamuu [Pv4-aapeca.
MapuIpyTu3anus [Ipotokon [Pv6. ®opmupoBanue uneHTudukaropa uarepderica.
Cnoco6s1 koHpurypamnuu [IPvb-aapeca.
[Inanuposanue noacereit [Pv6. IIpotokon NDP.
[TonsiTue Mmapurpyruzanuu. JIMCTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MapiipyTusanuu. [Iporokosn RIP.
TemaTHka npakTHUECKUX 3aHATHH U JJaOOPaTOPHBIX paboT 6
OcHOBHbIE KOH(UTypalluu MapIIpyTU3aTOpa.
PacipenHble KOHQUrypanuy MapuipyTu3aTopa.
Pa6ora ¢ mporokoiom CDP.
Pa6ota ¢ mpotokosiom TELNET. Pa6ota ¢ nporokonom TFTP.
Pa6ora ¢ mpotokoiom RIP.
Pa6ora ¢ npotokongom OSPF.
Kondurypuposanue ¢pynkunun mapmpyruzatopa NAT/PAT.
Kondurypuposarnne PPP u CHAP.
[Ipomexxyrounas arrecranus no MJIK.01.05 2
Tema 2.6. Coneprxanue 4
KauectBo Monenu QoS. Ilpuopurezanus nakeroB. Kinaccuduxanus naketo. MapkupoBKa akeToB.
obemyxusarus (QoS) VipaBieHue neperpy3kaMi U MEXaHH3MBbI OOCITYKUBaHUs ouepesieil. MexaHu3M mpeoTBpalleHus
neperpy3ok. Konrpoispb nosocs! nponyckanus. Ilpumep nactpoiiku QoS.
TemaTHka NpakTHUECKUX 3aHATHH U 1aOOpaTOPHBIX padoT 2
Hactpoiika QoS. Ilpuoputnszanus tpaduka. YpasieHHe N0JI0COH NPONYCKaHUs
Tema 2.7. Coneprxanue 2
®ynkiun obecnieuenns | Crimcku ynpasnenust 1octynoM (ACL). DyHKIMU KOHTPOIIS Ha/l MOJKIIOYCHUEM Y3JI0B K TOPTaM
0€30MacHOCTH U KOMMYTAaTopa.
orpaHuveHus nocryna Kk | AyreHtudukanus nonp3opareneit 802.1x. 802.1x Guest VLAN. @yukuuu 3amutsl LHITY kommyTaTopa.
ceTn Temartuka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX paboT 2

Crnucku ynpasneHus noctynom (AccessControlList)

KoHTposb HaJ] OAKIIIOYEHHEM Y3JI0B K opTaM KommyTatopa. @yHkius PortSecurity.

KonTponb Hag noakiatoyeHneM y3ioB Kk nopraM kommyraropa. Oynkuus IP-MAC-Port Binding
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Tema 2.8. Coneprxanue
MHoroangpecHas Anpecanus MHoroasapecHoi IP-pacceinku. MAC-anpeca rpynnoBoi pacChUIKH.
pacchblIKa [Toanucka u oOcIy)XMBaHUE TPYII. YTPaBJICHHE MHOTOQIPECHOMN pacCchUTKOl Ha 2-M ypoBHE Moaenu OSI
(IGMP Snooping) ®yuaxnust IGMP FastLeave.
Temartuka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX padoT
OtcnexxnBanue Tpadrka MHOTOAPECHON PACCHUIKH.
OtcnexuBanue Tpaduka Multicast
Tema 2.9. Coneprxanue
OyHKIUYU yIIPaBICHUS VYrpaBneHue MHOXECTBOM KOMMYTaTopoB. [IpoTtoxon SNMP.
KOMMYyTaTopamMn RMON (Remote Monitoring). ®@yukuus Port Mirroring.

Temartuka npakTUYECKUX 3aHITHI U 1a00paTOPHBIX padoOT

DyHKIMK aHAIHM3a CETEBOTO TpaduKa.

Hacrpoiika nporokona ynpasieHus tonosorueit cetu LLDP.

Pa3znen 3. MexcereBble SKpaHbl

Tema 3.1.

OCHOBHBIE IPUHLUIIBI
CO3/IaHUS HAZICKHOM 1
6e3omacHoit UT-

UH(PACTPYKTYPHI

Conepxxanue

Knaccudukanus cereBbix arak. Tpuana 6e3onacuoit UT-urpacTpyKTypHI.

VYrpasienrne KoHQUTYpanusiMe. YTIpaBlieHUuEe HHIHIeHTaMu. Vcroib30BaHne TpeThel JOBEPEHHON CTOPOHEI.
Kpunrorpaduueckue MexaHu3Mbl 6€30MaCHOCTH.

Tema 3.2.
MesxceTeBble SKpaHbI

Conepxanue

TexHoIOrum MEeXCETEBBIX OKPAaHOB. ITonuTrka MEXKCETEBOIO OKpaHa. MexceTeBbie OKpaHbI ¢ BO3MOKHOCTAMHA
NAT.

Tomnosorus ceT NMpu UCIOJIb30BAHUU MEKCETEBBIX 3KpaHoB. [[TaHupoBaHHe U BHEPEHUE MEKCETEBOTO
JKpaHa.

TemaTuka MPakKTUYECKUX 3aHATUN U JaOOPaTOPHBIX paboT

OCHOBEBI AAMUHUCTPHUPOBAHUA MEIKCETCBOI'O 9KpPaHa

COG,[[I/IHGHI/IC JABYX JIOKAJIBHBIX CEeTeH MEXKCETEBBIMU OKpaHaMH1

Coz/tanue NOJIUTUKHN 0€3 MPOBEPKU COCTOSHUS.

Coznanue MOAUTUK 7S TpaAuIIMoHHOTO (Min ucxozsimero) NAT.

Coznanue nonutuk 11s neyHanpasiaeHHoro (Two-Way) NAT, ucnonssys metoz pinholing

Tema 3.3.
Cuctembl 0OHapyKEHUS
Y TIpEIOTBPAIICHUS

Coneprxanme

OcnoBHoe Ha3zHaueHue IDPS. Cnoco6s! knaccudukaryu IDPS. Beibop IDPS. JlononHuTtensHbie
MHCTPYMEHTAJIbHBIE CPENICTBA.
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MPOHUKHOBEHUI TpebGoBanus opranu3anuu kK GpyHkimonuposannio IDPS. Bosmoxxnoctu IDPS. PasseptriBanue IDPS.

CuspHbIE CTOPOHBI M OrpaHu4eHHOCTH IDPS.

Temaruka npakTHYECKUX 3aHITHI U 1a00paTOPHBIX paboT

OGHapyKeHue U MpeA0TBpaICHUE BTOPKEHUM.

Tema 3.4. Coneprkanue

[Tpuopurtnsanus Cosznlanue albTepHATHBHBIX MapIIPyTOB JIOCTyMNa B MHTepHET. [Ipnoputn3zanus tpaduka.
TpahuKa U co3naHue Temarnka MpakTUYECKUX 3aHITHIA U JTA0OPAaTOPHBIX padoT

AJIBTCPHATHBHBIX Co3nanue albTEPHATUBHBIX MAPUIPYTOB C UCIIOJIb30BAHUEM CTATUUYECKOW MapIIpyTHU3allUU
MapuipyroB

Temartuka camoctosiTenbHON paboTel pu uzydenun MJIK.01.05
dusnueckoe KOAUPOBaHUE C UCIIOJIb30BAHUEM MaHUYECTEPCKOro KO
Jlormueckoe KoAMPOBAaHUE C UCIIOJIB30BAHUEM CKPEMOIMPOBAHUS
[TonkmroueHue KIMeHTa K 6eCIpoOBOIHON CETH B MHPPACTPYKTYPHOM pEXUME
Orenka 0ecripoOBOIHON JTMHUU CBSI3H

ITpoexTrpoBaHus 6ECIIPOBOIHON CeTH

CO6op nHpOpMAIUHU O KITMEHTCKUX YCTPOMCTBAX

[TnanupoBaHue NPOU3BOIUTENLHOCTH U 30HBI IEHCTBUS OECIIPOBOIHOM ceTH
[IpennpoexkTHOE 0OCIEIOBAHNE MECTa YCTAHOBKU OECIIPOBOJHOM CETH
ObecnieueHre 0TKa30yCTONUMBOCTU B OECIIPOBOJHBIX CETSIX

PesxxuMbl paboThI M OpraHu3aIys MMTaHUS TOYEK JIOCTYTIa

CerMeHnTanus 6ecripoBOIHOM ceTH

Hactpoiika QoS

[ToctpoexTHOE 0OCIEe10BaHNE U TECTUPOBAHUE CETH

Coznmanne ACL-croucka

Habnronenue 3a Tpaduxom B cetu VLAN

Omnpenenenre yss3BUMBIX MECT CETU

Peanuzanus ¢pyHkuuit obecrnedeHus: 60€30MacHOCTH MOpTa KOMMYyTaTopa
UccnenoBanue tpaduka

Co3aaHue CTpYKTYphl CETH OpraHU3alUuH

Omnpenenenre TeXHUYECKUX TpeOOBaHUM

MOHUTOPHUHT IPOU3BOAUTEIBHOCTH CETU

Co3maHue muarpaMMebl JJOTHYECKOW CeTH

[TonroroBka k 00cI€10BaHNIO0 OOBEKTA

OO6cnenoBanne 30HbI OECITPOBOTHOM CBSI3H
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dopMyHpoBKa OOITUX IIeJIeH TPOEKTa

Pa3paborka TpeboBanuii k cetu

AHaJN3 CyIIECTBYIONIEH CETU

OrmpeneneHre XapakTePUCTHK CETEBBIX MPUITOKEHUM

Amnanus cereBoro Tpadukxa

OmnpeneneHre NPUOPUTETHOCTH Tpaduka

N3ydenue kauecTBa 00CIy)KMBaHUS CETU

HccnenoBanue BIUsHUS BUAEOTpadUKa HA CETh

Omnpenenenre NOTOKOB Tpaduka, IOCTPOCHHUE JUarpamMm IMOTOKOB Tpaduka
IIpuMeHeHne IPOEKTHBIX OIrPaHUYEHUN

Omnpenenenre NPOEKTHBIX CTPATErHi TSl TOCTHXKEHUS MacIlITAOUPyeMOCTH
Ornpenenenue cTpaTeruii MOBBIIIEHUS JOCTYITHOCTH

Omnpenenenue TpeboBaHM K 0OecrieueHIIO O€30MacCHOCTH

Pazpaborka ACL-crinckoB [i1st peau3aiiyi HabopoB MPaBHII MEKCETEBOTO SKpaHa
Ucnons3oBanue CIDR mist obecrieueHust 00beIMHEHUST MapLIPYTOB
Onpenenenue cxemsl [P-anpecanun

Onpenenenue konndectBa [P-cereit

Coznanue TaOauIBI 71 BBIICTICHUS aIPECOB

CocraBiieHHE CXEMBI CETU

AHanu3 1iaHa TECTUPOBAHUS U BBITIOJTHEHUE TECTa

Co3znanue miaHa TECTUPOBAHMS IS CETH KOMILIEKCA 3aHu i
[IpoekTupoBaHue BUPTYaJbHBIX YACTHBIX CETEN

be3onacHas nepenada qaHHBIX B 0ECIPOBOAHBIX CETAX

[Ipomexyrounas arrecranus no MJIK.01.05

Bunbl caMmocToATeNbHBIX pabOT MPU U3YYEHUH pa3zena 2 MOAYIs

CucrtemaTtndeckasi mpopabOTKa KOHCIIEKTOB 3aHATUN, yUeOHOH U CHIEIIUAbHON TEXHUYECKOH JInTepaTyphl (110 BOIIpocaM K naparpadam,
rJ1aBaM y4eOHBIX TOCOOUM, COCTABICHHBIM PETOIaBaTEeIIeM )

[ToaroroBka kK MpakKTUYECKUM pabOTaM C UCIIOIH30BAHUEM METOJUYECKUX PEKOMEH AN MpernoaaBaTes, opopMIeHUE TPAKTUUECKUX
paboT, OTUYETOB K UX 3aIUTE.

VYyeOHast mpakTHKa

Bunst pabot:

YcTraHoBKa MPOrpaMMHOTO 00ECTIEYCHHUST B COOTBETCTBHH C TEXHUYECKOW JOKYMEHTAIHEH.

Hacrpoiika mapameTpoB pabOThI MPOrpaMMHOI0 0O€CIIeUeHus], BKJIIOYasi CHCTEMBbI YIpaBJIeHUs 0a3aMU JaHHBIX.
HacTtpolika KOMIIOHEHTOB ITOICUCTEM 3alIUTHI HH()OPMAIIMH OTIEPAIIMOHHBIX CHCTEM.
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VYnpaiieHue y4eTHbIMU 3alIUCAMU TOJTb30BaTENEH.

Pabora B omepanmoHHBIX CUCTEMAX C COOJIIO/ICHUEM ACUCTBYIONMX TpeOOBaHUI MO 3aIuTe nHOOPMALIUH.

YcTaHoBKka OOHOBIIEHUSI IPOIPAMMHOTO 0OeCTIeYeHUSI.

KoHTpoJb 1€I0CTHOCTH MOICUCTEM 3aIIUTHI HHPOPMALIUU ONIEPALMOHHBIX CUCTEM.

Brinonnenue pe3epBHOro KOMUPOBAHUS U aBAPUITHOIO BOCCTAHOBJICHHS paO0TOCTIOCOOHOCTH ONEPALlMOHHON CUCTEMbI M 0a3bl TaHHBIX
Vcnonp30BaHue MpOrpaMMHBIX CPEICTB Ui apXUBHPOBAHUS HHPOPMALIUH.

[IpoBenenue ayaura 3alUIeHHOCTH aBTOMAaTU3UPOBAHHOM CHCTEMBI.

VYcraHoBKa, HACTPOMKA U AKCIUTyaTallysl CETEBBIX OMEPALMOHHBIX CUCTEM.

JlnarHocTuka COCTOSIHUS ITOJICUCTEM 0€30M1aCHOCTH, KOHTPOJIb HATPY3KU U PEKUMOB pabOThI CETEBOM ONEpallnOHHON CUCTEMBI.
Opranuszanus padoT ¢ yalIeHHBIMU XPaHWIUIIAMH JJAHHBIX ¥ 0a3aMU JaHHBIX.

Opranuzanys 3allMIEeHHON Iepeiayu JaHHBIX B KOMIIBIOTEPHBIX CETSX.

BrimonHeHne MOHTaXa KOMIIBIOTEPHBIX CETEH, OpraHu3anys 1 KOHPUTypHpPOBaHWE KOMITBIOTEPHBIX CETEH, YCTaHOBIICHHE U HACTPOIKa
MapaMeTpPOB COBPEMEHHBIX CETEBBIX MTPOTOKOIIOB.

Ocy1ecTBiIeHHE TUarHOCTUKHA KOMITBIOTEPHBIX CETEH, ONpeAeIICHNe HEUCTIPABHOCTEN U COOEB MOJICUCTEMBI O€30MaCHOCTH U YCTPAHCHHUE
HEUCIIPABHOCTEH.

3anojaHeHne OTYETHOW JJOKYMEHTAIMH 110 TEXHUYECKOMY 00CIIY)KMBAaHHIO M PEMOHTY KOMITbIOTEPHBIX CETEH.

[IpousBocTBEHHAs MpaKTHUKA

Bunel pabor:

VYyactue B ycTaHOBKE U HACTPOMKE KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3AIIMILIEHHOM HUCIIOJHEHUU B
COOTBETCTBHUH C TPEOOBAHUSAMH IKCIUTYaTallMOHHOW JOKYMEHTAIHH

OO6ciyXMBaHUE CPENICTB 3AIUTHI HHPOPMALIUHU MPUKIATHOTO U CUCTEMHOT'O ITPOrpaMMHOTO 00ecredeHust

HacTtpoiika nporpaMMHOro obecrneueHus ¢ co0J0IeHueM TpeOOBaHU MO 3aluTe UHPOPMAIH

Hactpolika cpeacTB aHTUBUPYCHON 3aLUTHI ISl KOPPEKTHOM pabOThl MPOrpaMMHOI0 o0ecriedeHts o 3aJaHHbIM 1a0I0HaM
HNHcTpykTax nmosb3oBaTeniei 0 COOMI0IeHNN TPEeOOBaHM MO 3amuTe nHPOpMaIuy Mpu padoTe ¢ MPOrPaMMHBIM 00€CTICUeHUEM
Hactpolika BCTpOEHHBIX CPEICTB 3aIIUThHl HHPOPMALIUU POTPAMMHOI0 00eCTIeUeHUs

[IpoBepka GyHKIIMOHUPOBAHUS BCTPOSHHBIX CPEICTB 3aIIUTHI HHPOPMAIIUK TPOTPAMMHOTO 00€CTICUeHUS

CBoeBpeMeHHOE 0OHapyKEeHNE MPU3HAKOB HAJTMYMS BPEIOHOCHOTO IPOrPaMMHOT0 00eCIeyeHHs

OO6cmyXKuBaHuEe CPECTB 3aLIUTHl HHPOPMAIIUN B KOMIIBIOTEPHBIX CUCTEMAX U CETAX

OOcinyXxMBaHUE CUCTEM 3alUTHl MH()OPMAIMK B aBTOMAaTH3UPOBaHHBIX CHCTEMax

VYuyacTtne B MPOBCACHNH PETITAMCHTHBIX pa60T I10 OKCITyaTaluu CUCTEM 3alllUThI I/IHCI)OpMaI_[I/II/I ABTOMATU3HUPOBAHHBIX CUCTEM
ITpoBepka paboOTOCTIOCOOHOCTH CUCTEMBI 3aLTUTHI HH(OPMAIIMKA aBTOMAaTH3UPOBAHHON CUCTEMBI

KoHTposib cooTBeTCcTBHS KOH(UTYpaIlK CUCTEMBI 3alIUThl HH(OPMAaLMK aBTOMATU3HUPOBAHHON CUCTEMBI €€ IKCIITyaTalluOHHON
JOKYMEHTaluu

KOHTpO.]'II) CTaOMIILHOCTH XapPaKTCPUCTHK CUCTEMBI 3allIUTEI I/IH(bOpMaIII/II/I aBTOMaTI/ISI/IPOBaHHOfl CHUCTEMBI
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Benenue TexHMueCKOM JOKYMEHTAIMH, CBA3aHHOMN C 3KCIUTyaTaluell CuCTeM 3aluThl UH()OPMAIMY aBTOMAaTU3UPOBAHHbBIX CUCTEM
VYdacTre B paboTax 1mo 00ecneueH o 3aiuThl HH()OPMAIMK ITPH BBIBOJIE U3 SKCILUTyaTAIlMH aBTOMATU3UPOBAHHBIX CUCTEM

Bcero
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4. YCJIOBUS PEAJIMBALIUA ITPOI'PAMMBI IPO®ECCHUOHAJIBHOTI'O MOYJIA

4.1. HamMeHOBaHMe M XapaKTepHCTHKAa Yy4eOHBIX ayauTopuil (Jadoparopwuii),
nepeyeHb 000PY10BAHUS U TEXHUYECKHX CPeACTB 00y4eHHs
Peanuzanuss mporpaMMbl TpeanoyiaraeT HanuuMe y4deOHoro kabuHera, JabopaTopwuii
MHGOPMALIMOHHBIX TEXHOJIOTHH, NMpOorpaMMHpOBaHUs U 0a3 JAaHHBIX, CET€H U CHCTEM Iepeaayu
nH(pOpMaIKH, TPOTrPAMMHBIX U IPOTPAMMHO-ANIAPATHBIX CPEACTB 3alIUTHI HHPOPMALIUH.
O06opynoBaHue y4eOHOro KaOMHEeTa U pabovrx MECT KaOWHeTa:
— pabouee MeCTO MPEToIaBaATENs;
— TI0CA/I0YHBIE MECTa JJIsl O0YJarOIIUXCS;
— ayJIMOBHU3YaJIbHBIN KOMILJIEKC;
— KOMIUIEKT 00y4arolero Matepuaia (KOMIUIEKT IPE3eHTaL1H).

O06opynoBanue J1a00paTopuu U pabourx MecCT JJ1abopaTopuu HHPOPMAIIMOHHBIX TEXHOJIOTHUH,
POrpaMMUPOBaHUS U 0a3 TaHHBIX

— paboune MecTa Ha 0a3e BBIYMCIUTEIHHON TEXHUKH, TIOKITIOUYEHHBIE K JIOKATbHON
BBIUUCIIUTENILHON CETH ¥ MH()OPMAIIHOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn VHTepHeT;
— AucTpuOYTHB YCTaHABIMBAEMOU OTMEPAIIMOHHON CHCTEMBI;
— BUpTYyaJbHasi MalllMHA JUIs pabOThI ¢ ONEPALIMOHHOM CUCTEMOH (TUIIepBU30D);
- CVYbB/;
— CASE-cpencrtBa a1 npoeKTUpOBaHUs 0a3bl JaHHBIX;
— UHCTpYMEHTaJbHas cpejia MIPOrpaMMHUPOBAHUS;
— TaKeT MPUKJIAIHBIX IPOTPaMM.
O6opynoBanue 1a00paToOpru U pabounX MECT JIA0OPATOPUU CETEH U CUCTEM Tepeiaun
uHbOpMalUu:
— paboure MecTa Ha 0a3e BBIYHCIUTEIHHON TEXHUKH, TIOAKITIOUEHHBIE K JIOKATbHON
BBIUUCIIUTENILHON CETH U MH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTn VIHTepHeT;
— CTEH[BI CeTel mepeiayn JaHHbIX;
— CTpPYKTypUpOBaHHas KaOelbHasi CUCTEMA;
—  BMYJATOP (AMYJIATOPHI) AKTUBHOT'O CETEBOI'0 000PYA0BaHMS;
— IporpaMMHOE oOecreyeHne CeTeBOro o0opy10BaHu .

Ob6opynoBanue 1abopatopuu U pabounx MeCT J1abopaTOPUU MIPOrPaMMHBIX U POTPaMMHO-
anmapaTHbIX CPE/ICTB 3aIIUTHI HHPOPMALIUU:

— paboune MecTa Ha 6a3e BBIUMCIUTEIbHON TEXHUKH, TOJAKIIOUEHHBIE K JIOKAJIbHON
BBIYHCIUTENHHOM ceT U MHPOPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHOU ceTn HTepHeT;

— AHTUBUPYCHBIN IIPOIrPAMMHBIN KOMIUIEKC;

— TporpaMMHO-almapaTHbIE CPEACTBA 3aLIUTH HH(YOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO
J0CTyna, OJIOKUPOBKHU JOCTYIA U HAPYILIEHUS LIEIOCTHOCTH.

4.2. UndopmanmnoHHoe obecrniedeHHe peajin3aluu NpPorpaMmmbl
4.2.1. OcHOBHbIE IeYaTHbIEC HCTOYHUKH
1. Knanos C.A., IBanosa H.IO., Mansixuna B.I'. OnepauyioHHble CUCTEMBI, CETH U UHTEPHET-

TexHoJioruu — M.: 3narenbckuil eHTp «Akaaemus», 2017.

2. Koctpos b. B., Pyukun B. H. Cetu u cucrems! nepegaun uapopmaruu — M.: M3naTenbekuii
HeHTp «Akagemusi», 2019.

3. Kypuno A.Il., Munocnasckas H.I'., CenatopoB M.IO., Toncroit A.W. YopasieHnue puckaMu
MH(POPMAIMOHHOM 0€30MacHOCTH - 2-¢ u3a.- M.: ['opsiaas nunus-Tenekom, 2018.

31



4. MenwsaukoB /. UadhopmarmonHas 6€30macHOCTh OTKPBITHIX CUCTEM - M.: ®opym, 2018.

5. Omudep B., Omudep H. Kommbrorepubie cetu. [IpHHIHUIBI, TEXHOJIOTHH, MPOTOKOIIBI.
VYuebnuk, 5-e¢ uzganue — [lurep, 2017.

6. Cununbin  C.B., baraes A.B., Hamorun H.}O. Omnepamumonnsie cucremsl — M.:
W3narenbckuit nenTp «Akagemusi», 2018.

7. Ckpunauk J[. A. Obmue Bompockl TEXHUUECKON 3aluThl HHGOpMaIuu: yueOHoe mocoowue /
Ckpunnauk /1. A. —M.: Untepuet-YHauBepcutet Muadopmarnmonnsix Texnonoruit (MHTYUT), 2018.

8. Tanenbaym 3., Yazeponn JI. Komnbrorepusie cetu. 5-¢ u3a. — [lurep, 2017.

4.2.2. JlonoJTHUTEIbHbIE IeYaTHbIE HCTOYHUKH:
1. be36oroB A.A., flkosie A.B., MaprembsiHoB FO.®D. be3onacHOCTh onepanmoHHBIX CUCTEM.

M.: I'enmimoc APB, 2008.

2. bopucoB M.A. OcoOeHHOCTH 3aIIUTHl MEPCOHAIBHBIX JAHHBIX B TPYJOBBIX OTHOIICHHSX.
M.: JIubpokowm, 2012. — 224 c.

3. Bpoiino B.JI. BeraucnureabHbIE CUCTEMBI, CETH M TEJICKOMMYHUKAUU: YUeOHUK IS BY30B.
2-e u3a. - CII6: ITutep, 2006 - 703 c.

4. I'yoenxoBA.A.MHpopmanrionHass 0€30MaCHOCTh BBIYMCIUTENBHBIX ceTel: yuel. mocobue /
A. A. I'yGenkos. - Capatos: CI'TY, 2009. - 88 c.

5. Heiren X. M., Heiiren I1. k., Yoduec /1. P. Onepanuonnsie cuctemsl. Yacth 1. OCHOBHI 1
npuHiumnel — M.: bunom, 2011. — 1024 c.

6. Heviten X. M., Heviren II. k., Yodpuec /I. P. Onepanmonnsie cucrembl. Yactp 2.
Pacnipenenennsie cucremsl, ceTH, 0e3omacHocTb — M.: bunowm, 2011. — 704 c.

7. UBanos B.U., 'opnuenko B.H., [lonos I'.H. [{u¢poBbie n aHanoroBbie CUCTEMBI NEPEIAYU:
VYueOnuk -M.: I'opsiuas nunus-Tenexom, 2008

8. Kodnep M., Linux. [TonHoe pykoBoacTBo — [Tutep, 2011. — 800 c.

9. Kynako  B.I., Tarapun M.B., wu gp. HHdopmamuonHas  06e300acHOCTb
TEJICeKOMMYHUKAIIMOHHBIX cucTeM. YueOHoe nocodue - M.: Panno u cBs3b, 2008

10. Jlanonnna O.P. OcHOBBI ceTeBOM 0€30MacHOCTH: KpHUNTOrpaduyeckre aaropuTMbl H
IIPOTOKOJIbI B3aUMOAEHCTBUS: YueOHoe mocodue - 2-e u3n., ucnp. - M.: VIHTepHeT-YHuBepcUTeT
WUT; BUHOM. Jlabopatopus 3nanwuii, 2007- 531 c.

11. Mak-Knap C., Ckemoperr k., Kypru JI. Cekpersl xakepoB. be3zomacHocTh cerenr —
rOTOBBIE peleHus, 4-e uszg. — M.: Bunbsamc, 2004. — 656 c.

12. Mamok A.A., Ilasusun C.B., Iloroxxun H.C. Benenue B 3amuTy uHpOpManuud B
aBTOMAaTH3MPOBAHHBIX cucTemax: Yuel6. [TocoOue misa By30B - 3-e u3n., crep. M.: ['opsuas nuHus,
2005 - 147 c.

13. Mapteixa T. JI., [TonoB U. . OnepannoHHble CHCTEMBI, Cpeabl U 000JI0UKU: yued. Toc.
st ctyneatoB CITO — M.: @opywm, 2013. — 544 c.

14. Ilnatonos, B. B. IIporpamMHo-anmapaTHbie cpenctBa oOecriedeHHs] MHPOPMAIMOHHOM
0€30MacCHOCTH BBIYMCIUTENBHBIX CeTei: Yuel. mocobue st CTy/. BhIcHI. yueO. 3aBenenuii / B. B.
ITmaTonoB. — M.: Akagemust, 2006. — 240 c.

15. PyccunoBuu M., Conomon JI., BHyTpennee yctpoiictBo MicrosoftWindows. OcHoBHbIE
MOACUCTEMBI ONepaliMoHHON cuctemsl — [Iutep, 2014. — 672 c.

16. Cesepun B. Kommiekcnas 3ammra napopmanuu Ha npeanpustud. M.: T'opogern, 2008. —
368 c.

4.2.3. IlepnoanyecKue U31aHNUS:
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http://www.ozon.ru/brand/4006831/
http://irbis.sstu.ru/cgi-bin/irbis64r_72/cgiirbis_64.exe?Z21ID=&I21DBN=IZDUN&P21DBN=IZDUN&S21STN=1&S21REF=10&S21FMT=fullw&C21COM=S&S21CNR=20&S21P01=3&S21P02=0&S21P03=A=&S21COLORTERMS=0&S21STR=%D0%93%D1%83%D0%B1%D0%B5%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%90.%20%D0%90.
http://www.ozon.ru/brand/858561/

1. XKypnanst Chip/Yun: XXypHasm 0 KOMIBIOTEpHON TEXHHKE I MPOodecCHOHAIOB |
OITBITHBIX MOJIB30BATEIICH;

2. Kypuanst 3ammra nadopmarnuu. Uucaiin: MapopManmoHHO-METOAMUECKUI KypHAT

3. Nudopmanmonnas 6e30MacHOCTh peruoHOB: HaydHO-TpakTHUeCKUi sKypHa

4. Bonpocel  kubepOe3zomacHoctu.  Hayuwwlid, mepuoguueckuii,  HUH(OPMAIIMOHHO-
METOJIMYeCKull KypHasl ¢ 0a30BOl cneruanu3zanueid B o01acTu HHPOPMAIIMOHHON 0€30MacHOCTH.
URL: http://cyberrus.com/

5. bezonacHocTh MHPOPMANMOHHBIX  TeXHOJOTWUU. lleproguyeckuii  peneH3UpPyEeMbId
HayuHbli xKypHaa HUSAY MU®U. URL: http://bit.mephi.ru/

4.2.4. Dj1eKTPOHHbIE HCTOYHUKU:
1. HMHdpopManmoHHO-CIIPaBOYHAsI CHCTEMa IO JOKYMEHTaM B OOJACTH TEXHHYECKOHW 3allUThI

uHpopmanun www.fstec.ru

Wudopmannonsslii moprai mo 6ezonacHoctn www.SecurityLab.ru.

OOpa3zoBarenbHbIC TMOPTANBl 1O pa3IMYHBIM HANpaBICHUSM OOpa30BaHUS W TEMATUKE
http://depobr.gov35.ru/

Poccutickuit OmoMerpuyeckuii moprag www.biometrics.ru

w N

Caiit xxypnana Madopmanmonnas 6e3onacHocTs http://www.itsec.ru —
Caiit HayuHoli snekTpoHHON 6ubnroTeku www.elibrary.ru
CrnpaBouHo-nipaBoBas cucrema «l'apanT» www.garant.ru
CrpaBouno-npaBoBas cucrema «Koncynprant [Tmrocy www.consultant.ru

A e

@enepanbHas ciy)k0a Mo TEXHHYECKOMY W 3kcrmoptHoMmy KoHTponto (PCTOK Poccum)

www.fstec.ru

10. ®enepanpupiii  moptan  «MHGOpPMaMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJIOTUU B
oOpazoBanum» htpp//: ict.edu.ru

11. ®enepanbHblit moptan «Poccuiickoe obpazoBanne www.edu.ru
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5. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHUSA TPO®ECCHUOHAJIBHOI'O

MOJIY.JISA

Kox n HanmMeHOBaHuE
npodecCHOHABLHBIX U
001X KOMITIETECHIIUH,
(dhopMupyeMbIe B paMKax
MOJTYJIsS

Kputepuu oneHku

MeTtonab! onieHKH

[IK 1.1. ITpousBoauts
YCTaHOBKY U HACTPOIKY
KOMIIOHEHTOB
aBTOMaTU3UPOBAHHBIX
(uH(pOPMAITMOHHBIX )
CHCTEM B 3allUIIEHHOM
WCTIOJTHEHUH B

JleMOHCTpUpOBaTh YMEHUS
YCTAHOBKH U HACTPOUKHU
KOMIIOHEHTOB
aBTOMAaTH3UPOBAHHbIX
(uH(MOPMAITMOHHBIX) CHCTEM
B 3aIIUIIEHHOM HUCIIOJHEHUHU
B COOTBETCTBUHU C

TECTUPOBaHUE,

JK3aMeH
KBTU(DUKAITMOHHBIH,
SKCIIEPTHOE HAOJIOICHHE
BBITIOJTHEHUS MPAKTUYSCKUX
pabor,

OIICHKA PEIICHHUS

COOTBETCTBUH C TpeOOBaHUSIMU CUTYallMOHHBIX 3a/1a4,
TpeOOBaHUAMU AKCILTyaTallMOHHON OLICHKA Ipoliecca U
IKCILTyaTallMOHHON JIOKYMEHTAIluU PE3yNIbTAaTOB BBHIIOJIHEHUS
JIOKYMEHTAI1H. BUJIOB pabOT Ha NMPAKTUKE
K 1.2. [IposiBneHue ymenus u TECTUPOBAaHUE,
AJIMUHUCTPUPOBATH IIPAKTUYECKOI0 ONbITa 9K3aMeH

MIPOrpaMMHBIE U aIMUHUCTPUPOBAHUS KBaJTU(DUKAIIMOHHBIN,
IIPOrpaMMHO- IIPOrPaMMHBIX U HKCHEPTHOE HAOIIOIEHHE
anmnapaTHbIe MIPOrpaMMHO-AIaPaTHBIX BBITIOJTHEHUSI PAKTUYECKUX
KOMITOHEHTbI KOMIIOHEHTOB pabor,
aBTOMATHU3UPOBAHHOU ABTOMATU3UPOBAHHOM OIICHKA PEeIICHUS
(MHpOpMAIMOHHOI) (uHpOpPMAaIOHHOI) CUTYallMOHHBIX 33]1a4,
CHCTEMBI B 3aIIMILEHHOM | CUCTEMBI B 3aILULICHHOM OLICHKA Ipoliecca U
WCIIOJIHEHUH. MCIIOJTHEHUH PE3yJIbTaTOB BBIIIOJIHEHHUS

BUI0B pa60T Ha IIPAKTHUKE

[IK 1.3. ObecnieunBaTh
6ecniepeboitHyI0 paboTy
aBTOMAaTH3MPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CHCTEM B 3aIUIIIEHHOM
UCTIOJIHEHUH B
COOTBETCTBHUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JOKYMEHTAI1H.

[IpoBenenue nepeuns padot
1o 00eCreyeHHIo
Oecriepe0oitHON padoTHI
ABTOMATHU3UPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM
B 3aIIMIIEHHOM UCIOJIHEHUHU
B COOTBETCTBHH C
TpeOOBaHUSIMU
AKCIUTyaTaIl[MOHHON
JIOKyMEHTAIUU

TECTHPOBaHUE,
9K3aMeH
KBaJIM(DUKAIIMOHHBIN,
SKCIIEPTHOE HAOIOICHHE
BBITIOJTHEHUS MPAKTUICCKUX
paoor,

OIIEHKA PEIICHUS
CUTYaIlMOHHBIX 3a/1a4,
OIICHKa IMpoliecca u
PE3yIbTATOB BBHIIOJHEHUS
BHJIOB pabOT HA IPAKTUKE
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[IK 1.4. OcyiiecTBasiTh
MIPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHHYECKOE
00CITy>)KUBaHHE U
TEKYIIUHA PEMOHT,
yCTPaHSTh OTKA3bI U
BOCCTAaHABIIMBATh
paboToCIIOCOOHOCTh
aBTOMATHU3HPOBAHHBIX
(uH(pOPMAITMOHHBIX )
CHCTEM B 3alllUIICHHOM
WCTIOJTHEHUH.

[IposiBNISITE 3HAHUA U
YMEHHSI B IPOBEPKE
TEXHUYECKOT'0 COCTOSIHUS,
MIPOBEJICHUH TEKYIIETO
PEMOHTA ¥ TEXHUYECKOTO
00CITy>)KMBaHUs, B
yCTpaHEHUH OTKA30B U
BOCCTAHOBJICHHUH
paboTOCIIOCOOHOCTH
ABTOMATHU3UPOBAHHBIX
(MHGOPMAIIMIOHHBIX ) CUCTEM
B 3aIIUIIICHHOM HCIIOJTHCHUN

TECTUPOBAHUE,

IK3aMEH
KBaTU(DUKAIIMOHHBIH,
SKCIIEPTHOE HAOIIOICHHE
BBITTOJTHEHUSI TPAKTUUECKIX
pabor,

OLICHKA PEIICHUS
CUTYyallMOHHBIX 3aj/1a4,
OLICHKa IpoIiecca u
pE3yIbTATOB BBIIIOJIHEHUS
BHUJIOB pabOT Ha MPaKTHKE
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