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5.

BCI{OMOCTB K 3K3aMCHY KBaJ'II/I(l)I/IKaI_II/IOHHOMy



O01mme moJ1okeHus

PesynbraTroM ocBoeHHs MPO(GECCHOHATBFHOIO MOAYJIS SIBISETCS TOTOBHOCTh OOYYalOMIErocs K
BBIMOJIHEHUIO ~ BHJA  NMpO(ecCHOHANIBbHOM  JedTenbHOCTH  3ammra  MHPOpMaLuud B
aBTOMATH3MPOBAHHBIX CHUCTEMaxX MPOTPaMMHBIMH M HPOTPAMMHO-ANNApaTHBIMH CPEICTBAMH H
COCTABJIIOLIMX €ro NpOo(ecCHOHANbHBIX KOMIETEHLUH, a Takxke oO0Iiue KOMIETCHIUH,
(bopmupyroLIHecs B MPOIEcce OCBOCHUSI OCHOBHOM 00pa30BaTeIbHOM MPOrpPaMMBI B LIETIOM.

dopmoii arTecTanyu 1Mo NpopheCCHOHATLHOMY MOIYJIIO SIBIISIETCS SK3aMeH (KBaTU(UKAITMOHHBIN).
HTorom sk3ameHa sBJISETCA OJHO3HAYHOE PEIICHHE:

«BUJ TPo(hecCHOHANTBHON eI TETLHOCTH OCBOSH/HE OCBOCH.

Ok3aMeH (KBalU(UKALMOHHBIN) IPOBOJUTCA B (hOpPME BBINOIHEHUS MTPAKTUKOOPUEHTHPOBAHHBIX
3aJlaHuM.

1. @®opMBbI KOHTPOJISI M OLIEHMBAHMS 3J1EMEHTOB MPO(PECCHOHAIBLHOT0 MOTYJIsI

JJIeMeHT MOaYIst @dopMa KOHTPOJISI U OLlEHUBAHUS
IIpomexyTounast PyOexubiii Texkymuii KOHTPOJIb
aTrecranus KOHTPOJIb
MJIK.02.01. Ox3ameH (7 ceMectp) Kontponbshas Y CTHBIE OTBETHI,
HpOFpaMMHBIe u pa60Ta; q)OpMaJ'II/ISOBaHHOG
IpOrpaMMHO- HaOJII0IeHHE U OLICHKA

anaparHele CPEeCTBa BBIIIOJTHCHUA M 3alIIUThI

MIPaKTUIECKOH pabOTHI;
3aIuThl HH(OPMALIUU

TectupoBanue;
KoHTponb BEIOTHEHUS

CaMOCTOSTEJIbHOI
paboTsr;
MJIK.02.02 Dk3ameH (6 cemecTp) VY CTHBIE OTBETHI;
Kpunrorpapuueckue dopman3oBaHHOE VY CTHBIE OTBETHI,
CpElICTBA 3allHTHI HaOJII0/IeHue U dopmannu3oBaHHOE
MHbOpMAITIH OLICHKA BBINIOJIHEHUS|  HAOIOZCHUE U OlIEHKA
1 3aIINATHI BBITIOJIHEHHS M 3QIUTHI
NPaKTHYECKOM HpaKTHYeCKOU paboTHI;
paboTHI; KoHTposb BEITIOIHEHHS
CaMOCTOSITEJIbHOMI
paboTsr;
OueHka pe3ynbTaToB
BBITTOJTHEHHUS

KOHTPOJIBHBIX paboT;
3armuTa KypcoBoil paboThI

(KypcOBOTO IIPOEKTA);

VII. 02 JlnddepeHurpoBaHHbII —
3aueT (7 ceMecTphl) O1ieHKa pe3yJbTaToOB
BBITTOJIHEHUS 3aJaHUI U
oopmIIeHHs OTYETHOI
TTOKYMEHTAIIH T10
yueOHOIl paKTHKe

[111 02 JlnddepeHnnpoBaHHbII — OLieHKa BBIMOJTHEHUS




3aueT (8 cemectp)

pabot u oopmieHus
OTYETHOMN
TTOKyMEHTAIH Ha
POU3BOACTBEHHON
HpaKTHKE

[TpodeccronanbHbII
Moy [IM.02

Dk3aMeH (KBATH()UKAITMTOHHBIH )

2. Pe3yJ’ILTaTbI OCBOCHHUSA MOAYJIfA, MMOAJICIKAINMUE IPOBEPKE HA IK3AMEHE

(KkBaTU(PUKATMOHHOM)

2.1. B pe3ynbrare arrectalyu o npoecCUHOHAIBHOMY MOAYJIIO OCYIIECTBISACTCS

KOMIUJICKCHAs IMPOBEPKaA CICAYHOUIUX HpO(l)CCCI/IOHaJ'IbeIX u O6H_II/IX KOMITETCHIIUM:

IIpodeccnonanbHbie U 001ME KOMIIETEHIMH

Iloka3aresn oueHKH pesyJjbTartra

[1K 2.1. OcyuiecTBisATh yCTAaHOBKY M HACTPOUKY
OTIEJbHBIX IPOrPAMMHBIX, IPOTPAMMHO-
anmnapaTHbIX CPeACTB 3alllUThl HH(OpMALUU

YCTaHaBJIMBAET IPOrPAMMHBIE U IIPOIPAMMHO-
armapaTHbIC CPENICTBA 3allUThl HH)OpMAIIHH;
HACTPaMBACT MPOTPAMMHBIC M TPOTPAMMHO-
armapaTHbIE CPEeNICTBA 3alIMThl HH(OpMAIIHY;
[PUMEHSIET TIPOTPAMMHBIC U MPOTPAMMHO-
aHHapaTHI)IC Cpe[LCTBa 3alIUThI I/IH(bOpMaHI/II/I, B TOM
qHCJIC, B OHCpa]_[I/IOHHLIX CHUCTEMAX, KOMHBIOTCpHBIX
ceTsx, 0azax JaHHBIX.

[1K 2.2. ObecnieunBaTh 3aIMTy HHPOPMALIUU B
ABTOMAaTU3MPOBAHHBIX CUCTEMAX OTAEIbHBIMU
[IPOrpaMMHBIMH, TIPOTPAMMHOAIIAPATHBIMU
CpeICTBaMU.

yCTaHABIMBACT CPEACTBA AaHTUBUPYCHOH 3aIl[UTHI;
HAaCTpanBaeT CPEACTBA aHTUBUPYCHOMU 3aIUTHI B
COOTBETCTBHU C TPEIbSBIIEMBIMU TPEOOBAHUSIMH;
yCTaHAaBIUBAET MPOTrPaMMHEIE U TIPOTPAMMHO-
armapaTHBIC CPEACTBA 3aIIUTHl HH(pOpMAaLUH;
HACTPanWBaeT MPOrPaMMHBIE U TIPOTPAMMHO-
armapaTHbIC CPEACTBA 3aIIUTHl HH(pOpMAaLUH;
MIPUMEHSIET CUCTEMBI KOHTPOJISL M YIIPABICHHS
TOCTYIIOM JIJISl 3aIIUTHI HHPOPMAIIUH;

MPOBEPSET BHIIOJTHEHHE TPEOOBAHMUIT 1O 3aIUTe
MHQOPMAIUK OT HECAHKITHOHMPOBAHHOTO JIOCTYTIA
[pH aTTECTAIMU 00BEKTOB MH(POPMATU3AIINHY TIO
TpeOoBaHMSIM 0€30IaCHOCTH NH(POPMAITHH;

[1K 2.3. OcyuiecTBiATh TECTUPOBAHUE (PYHKIIHIMA
OTJENbHBIX MPOTPAMMHBIX U IPOrPaMMHO-
anmapaTHbIX CPEACTB 3aIUThl HH(POPMAIUU

[IPOBOJIUT JHATHOCTUKY MTPOTPAMMHO-AINIapaTHBIX
CPEICTB 3aIIUTHI NHPOPMAITHH;

yCTpaHseT 0TKa3bl B paboTe MporpaMMHOANTIAPATHBIX
CpEJICTB 3aIUTH HHPOPMAIINK, 00eCTICUNBACT
paboToCIOCOOHOCTH MPOrPaMMHOAMTIAPATHBIX
CPEACTB 3aIlUTHl HH(OpMALINY;

TecTupyeT (YHKIIUHU MPOrPAaMMHO-ANIaPaTHBIX
CPEACTB 3aIlUTHl HH()OpMAIINY;

BOCCTaHABIUBAET PAOOTOCIIOCOOHOCTh MPOTPAMMHBIX
1 IPOTrPaMMHO-aNIapaTHBIX CPEJICTB 3aLIUTHI
nHpOPMALIUH.

[1K 2.4. OcymiecTBisaTh 00pabOTKY, XpaHEeHHE

MPUMCHACT CUMMCTPUYIHBIC 1 aCUMMCTPUYIHBIC




1 niepenady MHQOpMaIi OrpaHUYeHHOT O
nocryna

KpunTorpaMuecKue ajJropuTMbl U CPEICTBA
MU(pPOBaHUS TaHHBIX;

[IPUMEHSIET TIPOTPAMMHEBIE U MPOTPAMMHO-
anmapaTHbIC CPEACTBA JJIs 3alUThl HH(QOpMaIuu B
0a3ax JaHHBIX;

[IPOBEPSET BHIMOJIHEHHE TPEOOBAHUI 1O 3aIUTe
MHPOPMALIMN OT HECAHKLIIMOHUPOBAHHOTO IOCTYTIa
MPH aTTECTANH 00bEKTOB HHPOPMATH3AIIHNH 10
TpeOoBaHMSIM 0€30MacHOCTH HH(POPMALIUH;
MpUMEHSIET MaTeMaTHICCKUAHN anmapaT JUis
BBITTOJTHCHHSI KPUMITOTpaQUISCKUX TTPeoOpa3OBaHMIA;
HCIIOJIb3YET TUTIOBBIC MPOTPAMMHBIC
KpunTorpadhuieckue cpecTBa, B TOM YHCIIC
PIIEKTPOHHYIO MOAIHUCH.

[1K 2.5. YHNuTOX)aTh HHPOPMALIUIO U HOCUTEIH
MH(GOPMAIINY C UCIIOJIB30BAHUEM MPOTPAMMHBIX
1 IPOrPaMMHO-ANIAapaATHBIX CPEIACTB

BeeT YU€T nH(OpMAaIHK, Uil KOTOPOH YCTaHOBJICH
peXuM KOHGHUACHINATBHOCTH; 00pabaThiBaeT
nHGOPMALIUIO, U1 KOTOPOH YCTaHOBJICH PEKUM
KOH(HICHINAILHOCTH; 00eCTIeYHBaET HAZEKHOE
XpaHeHue nHpOopManuy, 1151 KOTOPOH YCTaHOBJICH
pPeXHUM KOH(MUACHIINATBHOCTH;

nepenaeT HHGOPMAaLHIO, [UII KOTOPOH yCTaHOBJIEH
[peXUM KOH(MUACHINATHHOCTH, C COOI0OICHIEM
YCTAHOBJICHHBIX TPEOOBAHHMIA;

[IPUMEHSIET CPEICTBA rapaHTUPOBAHHOTO
YHAYTOXKEHHSI MHPOPMAIIUH.

[1K 2.6. OcymiecTBIsATh PETUCTPALIMI0 OCHOBHBIX
COOBITHII B aBTOMaTH3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMaX, B TOM YHUCIIE C
VCTIOJIH30BaHUEM MTPOTPAMMHBIX U TIPOTPAMMHO-
anmapaTHbIX CpEICTB OOHAPYXKEHHUS,
MPEIYNPEXKACHUS U JTUKBUIALUY TTOCIEACTBUI
KOMIIBIOTEPHBIX aTaK

paboTaeT ¢ MOJCUCTEeMaMH PETHCTPAIIMU COOBITHH;
BBISIBJISIET COOBITHS M HHIUCHTEI O€30IIACHOCTHU B
ABTOMAaTU3UPOBAHHOU CHCTEME;

YCTaHABIMBAET MTPOTPaMMHBIE U IIPOTPAMMHO-
arnmapaTHbIE CPEACTBA 3alIUThl HH(OpMaIInK;
HACTPAUBaCT MPOrPAMMHBIC U IPOTPAMMHO-
arnmapaTHbIE CPEACTBA 3alIUThl HH(OpMaIInK;
[IPUMEHSET IPOTPAMMHBIC U TIPOIPaMMHO-
arnmapaTHbIE CPEACTBA 3alIUThl HH(OpMaInK;
OCYIIECTBIISIET MOHUTOPUHT U PETUCTPAIIHIO
CBEIEHUI, HEOOXOAUMBIX JIJIS 3AIUTEI 00HEKTOB
nH()OPMAaTU3AIUH, B TOM YHCIIE C UCTIOIb30BaHHEM
[IPOrPaMMHBIX M ITPOrPaMMHO-AIMIMapaTHbIX CPEICTB
0OHAPYKCHHUS, IPEAYIPEIKIACHUS U JINKBUIAIIUH
[TOCIICAICTBHI KOMITBIOTEPHBIX aTaK.

OK 01. BeiOupath criocoObl pemieHus 3aau
MpoeCCUOHAITBHON EATETHHOCTH,
[IPUMEHUTEIHHO K Pa3IMUHbIM KOHTEKCTaM

pacro3Haet 3a/1a4y u/min npodieMy B
npodeccHOHAILHOM KOHTEKCTE,

AHATM3UPYET 3aJ1a4y H/WIH TpoOJIieMy U BBLIEISET eé
COCTaBHbIC YaCTH;

OIIpEACIISIeT ATANbl PELICHUS 3a1a4H1;

BbISABJIACT U OCYIIECTBIIACT ITOUCK I/IHq)OpMaIII/II/I,
HEOOXOAMMOIT ISl pelIeH s 331441 W/
[poOIIeMBI;




COCTABJISICT IUIAH JCHCTBUS; OTIPEACIISICT
HEOOXOIMMBIC PECYPCHI;

BIIAJICCT aKTyaJbHBIMU METOJaMU PaOOTHI B
poeccnoHaIbHON M CMEXHBIX chepax; peann3yeT
COCTaBJICHHBIHN IIJIaH;

OIICHUBACT PE3YJIbTAT U MOCIEACTBUS CBOUX
efcTBHUH, BBIIEISET B HEM CHIIbHBIE U CJIa0bIe
CTOPOHBI

OK 02. Ocy1iecTBisTh MOUCK, aHATIN3 U
WHTEPIPETAINIO HHPOPMAIIHH, HEOOXO0IUMOM
TUTSE BRITIOJTHEHUS 337124 TPO(eCCUOHATLHOM
e TeIbHOCTH

OTIpEIeIIAET 33]]a9M MOMCKa HH(POpMAIHH;
oIpeeNseT He0O0X0AMMbIC HICTOYHUKU HHPOpMALIUH;
[TAHUPYET MPOLIECC MOUCKA;

CTPYKTYpHUPYET MOJTydacMyro HH(GOpMALHIO B
COOTBETCTBHU C MapaMeTPaMH MOUCKA;
BBIJICIISICT HANOOJIEE 3HAYMMOE B TIEpeUHE
UH)OPMAIHH;

OLICHMBACT MPAKTHYECKYIO 3HAYUMOCTb
pe3yJIbTaTOB MOUCKA;

MHTEPIPETUPYET NOIYUYCHHYIO HH(OpMAIIHIO B
KOHTEKCTE MPOGECCUOHATBHON AEATEILHOCTH;
o opMIISIET pe3yJIbTaThl TOUCKA

OK 03. IlnanupoBaTh U peann30BbIBATH
coOCTBEHHOE MTPO(HECCHOHATTLHOE U TMYHOCTHOE
pa3BHUTHE

MCIIOJIb3YET aKTyaIbHYI0 HOPMAaTHBHO-TIPABOBYIO
TTOKYMEHTAIINIO 110 CTICHATEHOCTH;

MIPUMEHSET COBPEMEHHYIO HayIHO
NpoQeCCHOHATBEHYIO TEPMHUHOJIOTHIO;

OIIpeeIsIeT aKTYalIbHOCTh HOPMAaTHBHO-TIPABOBOM
TOKYMEHTAIMU B MPO(ECCHOHATBHOM
NIeATeTbHOCTH;

BHICTPAMBACT TPACKTOPHUHU MPOPECCHOHATEHOTO H
TTMYHOCTHOTO Pa3BUTHS;

y4acTBYeT B KOHKYpcaxX MpophecCHOHATBHOTO
MacTepCTBa;

Y4acTBYeT B MEPOIPUSATHSIX MPO(HECCHOHATBHOM
HarpaBJIeHHOCTH (BEOMHAPHI, CEMUHAPEI,
KOH(EPEHIINH, KPYTIIbIe CTOJBI, POPYMBI U T.11.)

OK 04. PaboTaTh B KOJJIEKTHUBE X KOMaH/IE,
A PEeKTUBHO B3aUMOICHCTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KJINEHTaAMH

Y4acTBYET B JICJIOBOM OOIIEHHH s 9P PEKTUBHOTO
peIIeHHs AETOBBIX 3a/1a4; INIaHUPYET
po(heCcCHOHANIBHYIO AEATEIbHOCTD; OPraHU3yeT
paboTy KOJJIEKTHBA U KOMaH Ibl; B3aUMOAEHCTBYET C
KOJIJIETaMH, PyKOBOJICTBOM, KIIHEHTaMH;

[IpH TPYIITIOBOM OOCYJICHHH 331a€T BOIPOCHI JUIsT
[MOHUMAaHUS HJIeH Jpyrux;

[P TPYIIIOBOM OOCYKICHUU: YOEKIaeTCs, 9YTO
KOJIJIETH 110 TPYIIE MOHSIH MPEIJIOKEHHYIO HACIO;
Y4acTBYET B IEATEILHOCTH IO BBISIBJICHUIO PECYPCOB
KOMaH/IbI;

AHaJTM3UPYyeT paboTy WICHOB TPYIIIIb;

AHATM3UPYET PE3yIbTAThI BBITOIHEHHOTO 33/IaHUS;
[IPE3CHTYET Pe3yIbTaThl pA0OTHI TPYIIIILI;




3alIUIIACT MOJYYCHHBIC KOMaH,Z[Oﬁ PE3YJIbTAThI.

OK 05. OcyiecTBisTh YCTHYIO U MTUCbMEHHYIO
KOMMYHUKAIIWIO HA TOCYAAPCTBCHHOM A3BIKC C
Y4EeTOM OCOOEHHOCTEH COIMATBLHOTO U
KYJIbTYPHOT'O KOHTEKCTA

TPaMOTHO (YCTHO W MTUCEMEHHO) M3JIaraeT CBOU
MBICJIH [0 IPO(ecCHOHATIBHOM TeMaTuKe Ha
FOCYJapCTBEHHOM SI3BIKE;

[IPOSIBJIIET TOJCPAHTHOCTh B pa00UYeM KOJIJIEKTUBE;
M3BJIEKAeT U3 YCTHOM peyr (MOHOJIOT, IHAJIOT,
IMICKYCCHS) HY>KHYIO0 HH(QOPMAIHIO U JIOTHUECKHIE
CBSI3U, OPTaHU3YIOLIHE 3Ty HH(OPMALIUIO;
rpaMOTHO 0(OpMIISET JOKYMEHTHI Ha
rOCYJapCTBEHHOM SI3BIKE;

KOPPEKTHO 00IIaeTCsl ¢ MPenoAaBaTeNs MU 1
OJTHOTPYIIITHUKAMHU;

cOOJIIOZaeT 3a1aHHbIH KaHP BbICKa3bIBAaHUS
(crmy»&eOHBIN TOKIIa, BHICTYIUICHHE Ha COBEIIAHUH /
coOpaHHH, Ipe3eHTAIHs TOBapa / yCIyT);
KOPPEKTHO OTBEYAET Ha BOIPOCHI, HAPaBJICHHbBIC Ha
BBISICHEHHE MHEHMS (TIO3UIINN);

3a1aeT 4eTKO C(OPMyINPOBaHHBIE BONIPOCHI,
HalpaBJICHHBIC Ha MOJyYeHnEe He00OX0AUMON
nH(bOpMAITUH.

OK 06. IIposiBIsATh rpakJ1aHCKO-
MaTPUOTHYECKYIO MTO3UIUIO, JEMOHCTPUPOBATD
O0CO3HAHHOE IOBEJICHUE Ha OCHOBE
TpaJULIMOHHBIX 00IIEYEIOBEYECKUX LIEHHOCTEH.

co0JII0/]aeT HOPMBI IOBEACHUS BO BpeMsI yUeOHBIX
BaHATHN 1 IPOXOXKACHUS yUeOHOH 1
[IPOU3BOJICTBEHHOMN IIPAKTUK;

[MOHMMATh 3HAYMMOCTb CBOEH CITEMAIBHOCTH;
IEMOHCTPUPYET MOBEJICHNE HAa OCHOBE
0011Ie4YeTI0BEYeCKUX [IEHHOCTEH

OK 07. ConelicTBOBaTh COXPaHEHUIO
OKpY>KaloIllel Cpe/ibl, pecypcocOepeKeHnIo,
B PEeKTUBHO NEHCTBOBATH B UPE3BBIYANHBIX
CUTYalUsX.

P (HEeKTUBHOCTH BHITIOJHEHUS TIPABUIT TEXHUKHU
0e3011acHOCTH BO BpeMsl YU€OHBIX 3aHATHIA, IPU
MPOXOXKICHUU YICOHOM U TPOU3BOICTBEHHON
[PaKTUK;

HCIIOJIb3YET pecypcocOeperarolye TeXHOJIOT UM B
rpoeccnoHaIbHOMN IEATENBHOCTH, Ha pabodyeM
MecTe.

OK 09. Ucnonb3oBaTh HHPOPMALIMOHHBIE
TEXHOJIOTUH B MPO(HECCHOHAIBHON AEITETbHOCTH

OPHEHTUPYETCS B UHPOPMAITHOHHO
KOMMYHHUKAIIMOHHBIX TEXHOJOTHSIX, TPUMEHICMBIX B
po(heCCUOHATBHON IEATEIIbHOCTH;

[IPUMEHSIET CpeICTBA MH(GOPMATU3AINY U
MH(QOPMAITMOHHBIX TEXHOJIOTHH TS pean3aliu
PO ECCHOHATTEHOM NeSITeTFHOCTH;

B ITpo(heCCUOHATBHOMN IEATEIIEHOCTH UCTIONb3YET
COBpEMEHHOE IIPOTrPaMMHOE 00eCIICUCHHE;
peacTaBisieT HHOOPMAIIUIO B Pa3THYHBIX GOopMax ¢
HCII0JIb30BAHUEM Pa3HOOOPa3HOrO MPOrPaMMHOTO
oOecIIeueHus;

CIOCOOCH aIanTHPOBATHCS B HOBBIX IMTPOTPAMMHBIX
MPOLYKTaX.

OK 10. ITonp30BaTbcs mpodeccnoHaIbHOM
NTOKYMEHTAIe Ha TOCY/IapCTBEHHOM U
MHOCTPAHHOM SI3BIKE

IIOHUMATh O6IIIPII>'I CMBICJI YETKO INPON3HECCHHBIX
BBICKA3bIBAHHI HA W3BECTHBIC TEMbI
(podeccroHalibHbIC U OBITOBBIE);

[MOHUMAET TEKCTHI Ha 0a30BbIe TIPO(eCCHOHATBHEIE




TEMBbI,

SI3BIKE;

Mo eCCHOHANBEHON IEATENbHOCTH;
MTUIIET MPOCThIE CBA3HBIC COOOIEHMS HA 3HAKOMBIC

MPUMCHSCT B HpO(bGCCHOHaHLHOfI JACATCIBHOCTHU
MHCTPYKIIMH Ha roCyA1apCTBEHHOM M HHOCTPAaHHOM

CTPOUT MPOCTHIC BHICKA3bIBaHMUS O ceOe U O CBOEH

WM HHTEPECyIoIne MpodecCHOHaTbHBIC TEMBI.

2.2. O6ume/npodeccuoHaabHble KOMIETEHIIMH, TPOBEPsIeMbI€ TOMOIHUTEIBHO:

OCHOBHBIE TOKA3aTEN

Jononuurenbabie (GOpPMBI KOHTPOIIS

WH(POPMAIIMOHHBIC
TCXHOJIOTUU B
podeccnoHanbHOM
eI TeIbHOCTH

- B IIpOIlecce MOATOTOBKU
[OSICHUTENIBHOM 3alMCKU
b hekTUBHO
HCII0JIb30BAJINCh
pa3nuuHble O(UCHBIE

TIPUJIOKCHUSA JJIsL

pe3yJiibTaTta [Moprdommo| KypcoBoe
OK npoektup | [Ipomexxyrou
OBaHUE |HAs aTTeCTalus
110 IIPAKTHKE
OK 01. Beibupats criocoOsl - + -
peLIeHN 3a1a4 - BBIOpaHHBIN CIIOCOO
IPOQeCCHOHATBHOM pelienys 3a1aun
ACATCIIbHOCTH, apryMeHTHPOBAH;
IMIPUMCHUTCIIBHO K - JOKa3aHa
Pa3JIMIYHBIM KOHTCKCTaM OIITUMAJIPHOCTD
BBIOPAHHOTO CTIOC00a
pelLIeHHS] TPUMEHUTETBHO
K KOHTEKCTY TeMaTHUKH
KYpCOBOI'O IIPOEKTA
OK 03. IlitanupoBats u - HaIMYHe IUILIOMOB, + - +
[PCATH30BbIBATD rpaMoT U cepTU(UKATOB
COOCTBEHHOE y4acTUsl B MEPOIIPUATHSX
npodeccuoHaIbHOE U 110 CIICIIHAILHOCTH;
ITUYHOCTHOE Pa3BUTHE - HAJMYHeE JUMLIOMOB,
rpaMoT U CepTU(PUKATOB
Y4acTHsI B MEPOIIPUATHUAX
110 GOPMHUPOBAHUIO
SoftSkills;
- TIOJIOXKUTEIBHBIA OT3bIB
PYKOBOAMTEIS
[MPOU3BOJACTBEHHOMN
[PAKTHUKU.
OK 05. OcymiecTBisTh - + -
YCTHYIO ¥ TUCEMEHHYIO
KOMMYHHUKAIMIO HA - MOSICHUTEJIbHAS 3aMKCKa
rOCYJapCTBEHHOM SI3bIKE ¢ |0popMIIeHA TPaMOTHO Ha
y4eTOM 0COOEHHOCTEH rOCyJapCTBEHHOM SI3bIKE; -
COIIMAIHBHOTO U BBIZICP)KaH HAYIHBIA CTUITH
KYJIbTYPHOT'O KOHTEKCTA M3JI0KEHUSI MaTepHaa;
OK 09. Ucnonb3oBath - + -




00pabOTKH TEKCTOBOM,

Y CII0OBOI MH(pOpMAINH;

- 3aIIMTa KypcOBOTO
[IPOEKTa OCYIIECTBIISIIACH C
MCTI0JIb30BaHUEM
MPe3eHTAMOHHOM
rpaduKu.

OK 10. ITons30BaThCA - + -
N - CITUCOK JIUTEPATYPHI
podeccunoHaTbHOM

o COACPKUT NCTOYHUKHU KaK
JOKYMCHTAIIMCU HA

Ha PYCCKOM, TaK U Ha
roCyJapCTBEHHOM U

MHOCTPAHHBIX SI3BIKAX.
MHOCTPAHHOM $I3bIKE

2.3. Tpebosanus k noptdonmo

Tun noprdoamo: cMemaHHbIN.

CoctaB moptdoamo:
- JIMIUIOMBI, TPAMOTHI U CEPTU(HKATHI yIACTHS B MEPOIIPUATHSX MPOPECCHOHATBLHOM
HaIpaBJICHHOCTH;
- JIMTUIOMBI, TPAMOTHI U CEPTU(HHKATHI yIACTHS B MEPOIIPUATHSX 10 (HOPMHUPOBAHHIO
SoftSkills;

- OT3bIBbI, XapaKTCPUCTUKHU C IPOU3BOJACTBCHHBIX IMTPAKTUK

3. OuneHka ocBOeHHS l'lpO(l)eCCI/IOHaJ'II)HOFO MOayJisd

3.1. Tunossle 3aanus 175 Tekyuero koutposs no M/IK.02.01. IlporpaMmHbie 1
NPOrpaMMHO-aNNapaTHble CPeACTBA 3aLUTHI MHGOPMAaLUK

1) Tect
1) NudopmarronHas 6€30MacHOCTh - 3TO COCTOSHHE

Kon¢uaenuuansHoCcTH, HENPEPHIBHOCTH, JOCTYITHOCTH
JIoCTyMHOCTH, 1I€TI0OCTHOCTH, KOH(UICHIIMATEHOCTH
HenpepsiBHOCTH, TOCTYITHOCTH, IIEJIOCTHOCTH
[lenocTHOCTH, HATEKHOCTH, KOHPUACHIIMATIBHOCTH

PN E

2) TexHuveckoe, MPOrpaMMHOE CPEJICTBO, BEIIECTBO U MaTepHall, IPeIHa3HAYCHHbIC W
HCIOJIb3YEMbIE IS 3alllUThl HH(OpMALIUK

1. Cucrema 3amuThl HH(OPMAIIMKA ABTOMATH3UPOBAHHON CHCTEMBI
2. Cucrema 3amMThl HH(GOPMALIUU
3. CpencTBo 3auUThl HH(OPMALUU

3) Iporemypa MpoOBEPKH MOATHHHOCTH
1. Unentudukanus
2. Ayrentudukanms

3. ABropuzamus

4) Cucrema, COCTOSAIIAS 3 MEPCOHANA M KOMILJIEKCA CPEICTB aBTOMATU3AIMU €T0 JICATSIbHOCTH,
peanuzyronas THGOPMAITMOHHYIO TEXHOJIOTHIO BBIITOJIHEHUS YCTaHOBICHHBIX (PYHKIINH.



ABTOMaTHUECKas CHCTEMa
ABTOMAaTH3WpOBaHHAs CUCTEMA
WNudopmannonnas cucrema

Cucrema KOHTPOJIS ¥ YIIPaBIEHUS JOCTYIIOM

el e =

5) OObekToM 3aIUTHl HHPOPMAIIMH MOTYT SIBJISTHCS
1. KommnbroTep, KOMIBIOTEpHBIE CETH, 0a3bl JaHHBIX
2. WudopmanroHHbIE CUCTEMBI, ICUXOJIOTUYECKOE COCTOSIHHE TI0JIh30BaTeIeH
3. busHec-opHeHTHpPOBaHHBIC, KOMMEPUYECKUE CUCTEMBI
6) HcTouHHK necTaOMIN3UPYIOIIEro BO3ACHCTBHSI HAa HH(OPMAITUIO
1. bymaxHbie HOCUTEIN HHPOPMAITIH
2. USB -yctpoiicTBa

3. TpynoBoii goroBop paboTHUKA

7) K BHemHeMy HapyHIUTEIIO OTHOCSTCS

1. CryneHTbl, NIPOXOISIIUE IPAKTHKY
2. TlocraBmmku 000pyIOBaAHUS
3. PykoBoaurenu
4. Ortnen kaapos
8) HC/] - ato

1. Hoctyn k uHdopMaiuu, ocylecTBIsSEMbIH ¢ HapyIlIEHUEM YCTaHOBJICHHBIX IIPaB U MPaBHII
JOCTyIa.

2. PazpymieHne uiu NoBpeXxaeHUe OMELEHNs U1 TPOTUBO3aKOHHOTO IPOHUKHOBEHUS B
HUX WM BBIXOJIa U3 HUX.

3. B03M0OXHOCTh NPOHUKHOBEHUS B COOTBETCTBUH C YCTAHOBJICHHBIMU IIPAaBUIIAMU U
HOpMaMH.

4. CocrosiHue UHPOPMALIUH, TPU KOTOPOM CYOBEKTHI, UIMEIOIIHE MTpaBa JOCTYIa, MOTYT
peann30BbIBaTh UX OECIPENSITCTBEHHO.

9) TunepBu3op - 3T0

1. Dto MexaHu3M co37aHus BUPTYaJIbHOTO MPEJCTABIEHUS PECYPCOB O€3 MPUBS3KU K
anmapaTHoMy 00ecIeUeHuIO.

2. TexHomoTHs pa3BepTHIBAHUS POTPAMMHOTO 00ecTieyeHHs Ha (PU3MIecKOM 000pyI0BaHUU
C MCIIOJIb30BaHUEM BUPTYaJIU3aLUH.

3. BrimeneHHbIl WK CIENUAM3UPOBAHHBIA KOMITBIOTED ISl BBITOJHEHHS CEPBUCHOTO
MPOTrpaMMHOTO 00eCTIeUeHUS

10) Yo sBiIsIeTCSs M3 MEPEUUCICHHOTO BpeAOHOCHBIM 10

Backdoors, Pytkur
Pyrtkur, daemon tl
3arpy3unk, Metasploit
Tposia, Nmap

el N =

11) Ckounbko cymecTByeT KiaccoB AC
1. 8
2. 9



12) IlpuBeauTe MpUMEPHI IPOrPAMMHBIX, AlMapaTHBIX M POrPAMMHO-AIIAPATHBIX CPEACTB
3aIuThl HH(OPMAaLIUU

13) Hamummmre, Kak IPOUCXOJUT MPOLIECC ayTCHTU(PHUKALUY, UICHTU(UKAIINHT, ABTOPU3AIHH

14) Hamummre OCHOBHBIE JOKYMEHTBI B 00J1aCTH 3aIIUTHl HHPOPMAIIUU

15) HanummTte OCHOBHBIC MOETH 0€30MaCHOCTH HH(OPMAIIUU U OTIIMIHS MKy HUMU

16) Omummre Ha BIOOp 3 M00BIX BpeaoHOCHBIX 10 (4To U3 cebs mpeACcTaBiseT, 4YeM OaceH) U
KaK OT HUX 3alUTHTHCS

2) Bonipochl 1151 YCTHOTO ONPOCa MO TeMaM

Kpurepun oueHkun

«OTIHUYHO» CTaBUTCS, €CJIN:

JaH HOHHBIﬁ, paSBepHYTBIﬁ OTBET Ha MOCTaBJICHHBIN BOIIPOC, ITOKa3aHa COBOKYITHOCTb

OCO3HAHHBIX 3HAHHUH O MaTcpuaiax, TCXHOJOTUAX U3YUCHU,

A0Ka3aTC/IbHO PACKPBLITBI OCHOBHBIC IIOHATHUA, TCPMHUHBI U JIP.;

B OTBCTC OTCJIC)KMBACTCA YCTKAA CTPYKTYpa, BEICTPOCHHAA B JIOTHYCCKOH IOCICA0BATCIBbHOCTH,
OTBCT HU3JIOKCH I'PAMOTHBIM A3bIKOM;

Ha BO3BHUKIIKUEC BOITPOCHI JAaBAJIMCh YCTKHUEC, KOHKPETHLIC OTBCTHI, ITOKA3bIBask YMCHUC BBIACIIATH

CYIICCTBECHHBIC U HECYIICCTBCHHBIC MOMCHTEI MaTCpHaJia.

<<X0p0HIO)) CTaBUTCA, €CJIN:

JaH HOHHBIﬁ, pa3BepHYTBII>'I OTBET Ha MOCTABJICHHBIMN BOIIPOC, IMTOKa3aHO YMCHUC BbIACIATH

CYIICCTBCHHBIC 1 HECYIICCTBCHHBIC MOMCHTEI MaTCpuraiia,

OTBCT YCTKO CTPYKTYPUPOBAH, BBICTPOCH B JIOTUYECKOM IOCICI0OBAaTCIbHOCTH,
H3JI0KCH T'PaMOTHBIM A3BIKOM;
OJJHaKO ObLIU AONYIICHBI HETOYHOCTH B OIMMPCACIICHUN HOHSITI/II\/'I, TCPMHUHOB U Jp.

<<YJ10BJ'IGTBOpI/IT€J'II>HO» CTaBHUTCA, €CJIN:

JlaH HEIOJIHBIN OTBET Ha IMOCTaBJICHHBIN BOIIPOC, JIOTHUKA U IMMOCJICAOBATCIIBHOCTD U3JIOKCHU A

MMEIOT HEKOTOPBIE HAPYLICHUS;

AONYIICHBI HCCYIIECCTBCHHBIC OIINOKH B U3JIOKECHUH TCOPCTUUCCKOTO MaTCpHralia U

yHnoTpeOJIeHUU TEPMHUHOB;

3HaHUS TTOKa3aHbl C1ab0, peub HErPaMOTHAS.

«Hey,ZIOBJ'I CTBOPUTCIILHO» CTaBUTCS, €CJIIN:

JlaH HEIOJIHBIN OTBET Ha IIOCTaBJICHHBIN BOIIPOC, JIOTUKA U IMMOCJICAOBATCIIbBHOCTDb U3JIOKCHUSA

HMCIOT CYIICCTBECHHBIC HAPYIICHUA

JIOTYILIEHbI CYIIECTBEHHbIE OMMOKH B TEOPETUUECKOM MaTepuaie (MOHITHSIX, TEpPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HETPAMOTHAs

Tema 1.1 Ilpeamer u 3a1a4u NPOrpaMMHO-ANNAPATHON 3aIMTHI HHPOPMALIUH.

1. TIpeamer u 3a1a4u IpOrpaMMHO-aNapaTHON 3aIIUTHl HHPOPMALIUH.

2. OCHOBHBIE TIOHSTHS POTPAMMHO-AIIIAPATHON 3alIUTHI HH(POPMAIIHH.

3. Krnaccudukarus MeTo0B U CPEACTB IPOrPAMMHO-ANMApaTHON 3aIUThl HHGOPMAITIH



Tema 1.2 CTangapTbl 0e30MaCHOCTH.

1. HopmatuBHBIE IIPaBOBBIE aKThl, HOPMAaTHUBHBIE METOANYECKHE JAOKYMEHTBI, B COCTaB KOTOPBIX
BXOOAT Tpe6OBaHI/I$I U PCKOMCHAAIWH II0 3alIuTC I/IH(bOpMaI_H/II/I nporpaMMHbBIMUA U MPOTPpaMMHO-
anmnapaTHbIMU CPEICTBAMHU.

2. Tlpodwmnm 3amuTsl TPOrPAMMHBIX U MPOTPAMMHO-AaNIAPATHBIX CPEJICTB (MEXKCETEBBIX IKPAHOB,
CPEACTB KOHTPOJISI ChEMHBIX MAIlMHHBIX HOCUTENEH MH(pOpMalUU, CPEACTB JIOBEPEHHOH 3arpy3ki,
CPEICTB aHTUBUPYCHOM 3aIUTHI).

3. CranpapTsl 1O 3a1iUTe HHPOPMALIUHU, B COCTaB KOTOPBIX BXOJAT TPEOOBAaHUS U PEKOMEH AU 110
3anuTe HHPOPMALMU IPOrPaMMHBIMU U IIPOrPAMMHO-aNapaTHBIMK CPEICTBAMHU.

Tema 1.3 3amunieHHasi aBTOMATU3MPOBAHHASA CHCTEMA.

ABTOMaTH3anus mnporecca o0padboTku HHPOPMAIIHH.

IlonsiTHE aBTOMAaTU3UPOBAHHON CUCTEMBI.

Oco0eHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM B 3AIUIIICHHOM HCITOJTHCHHH.
OcuoBHbIC BHAB AC B 3alIAIIICHHOM UCIIOJHCHUH.

MeTtonnl co3maHus 0€30MacHbIX CHCTEM.

Metoaosnorusi pOEeKTUPOBAHUS FapaHTUPOBaHHO 3amuieHHbIX KC.
JIMCKpeMOHHbBIE MOJICIIH.

MangaTHbele MOJIEIIH.

ONoGa~wdE

Tema 1.4 Jlectrabuim3upyroniee Bo3/ielicTBHE HA 00bEKThI 3alIIUTHI.

1. HcrodHuKH EeCTaOUIU3UPYIOMIETO BO3ACHCTBHS Ha OOBEKTHI 3AIIUTHI.

2. CrocoObl BO3/IeHiCTBHS Ha HH(POPMAIIHIO.

3. Tlpu4mHBI U yCIOBUS NeCTAOMITM3UPYIOLIETO BO3CHCTBHS HAa HH(OPMAIIHIO.

Tema 1.5 IMpuHOMTIBI NMPOrpaMMHO-aANNAPATHOMN 3aIUTHI uHpopManun oT
HECAHKIIHOHMPOBAHHOIO 0CTYyIA.

1. TloHsiTHE HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HH(GOpMAIUH.

2. OcHOBHBIC TOAXO0BI K 3amuTe nHpopmaruu ot HC/I.

3. Opranmzarus goctyna K ¢aiinam, KOHTPOJIb TOCTyIa H pa3rpaHUYeHHe TOCTYIa, HepapXUIeCKUil
noctyn K Qaitnam. Gukcanus noctyna K gainam.

4. JlocTym K JaHHBIM CO CTOPOHBI IIpoIiecca.

5. OcobeHHOCTH 3aIUThI JaHHBIX OT u3MeHeHus. [lludpoanue.

Tema 2.1 OCHOBBI 321U THI ABTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM.

1. PabGora ¢ aBToHOMHO# AC B 3aIIMIIIEHHOM PEXUME.

2. Anroputm 3arpy3ku OC. llITaTHble cpefcTBa 3aMbIKaHUSI CPEIBI.

3. Pacmmpenne BIOS kak cpeacTBO 3aMbIKaHUS IPOTPAMMHOM CPEJIBIL.

4. CucreMsbl TUTAa DIEKTPOHHBINA 3aMOK. 33 ¢ MTPOBEPKOH IIETOCTHOCTH MPOTPAMMHOM CpeIbl.
[Tonsitue AM/I3 (moBepeHHas 3arpy3Ka).

5. IlpumeHnenwue 3aKinagoK, HAMPaBICHHBIX HA CHIDKEHUE d(PGEKTUBHOCTH CPEIICTB,
3aMBIKAIOLIUX CPELY.

Tema 2.2 3amura nporpaMm oT M3y4YeHHUs.
1. Usyuenwue u oOpatHoe npoektuposanue I[10.

CnocoOs1 u3ydenus [10: craTuueckoe U TMHaAMUYECKOE N3YUYECHHUE.
3a1auu 3aIUThl OT U3YYEHHSI U CIIOCOOBI UX PEIICHHUS.

3amura OT OTJIagKH.

3ammra oT Au3acceMOIMPOBAHUS.

3amuTa OT TPaCCUPOBKH 10 IIPEPBIBAHUAM

ocouakrwnN

Tema 2.3 BpenonocHoe nmporpaMmMHoe obecrnieyeHue.
1. BpenoHocHOe mporpaMMHOE 0OecTieueHne Kak 0COOBIN BU pa3pyIIalONInX BO3ICHCTBUM.



Knaccugukaius Bpei0HOCHOTO IPOTPaMMHOTO 00ecrieueHHs.

Cxewma 3apaxxenus. CpenctBa Herpanuzanuu BpenoHocHoro [10. IIpodunaktuka 3apaxeHusl.
ITouck crnenoB akTuBHOCTH BperoHocHOro 110.

Peectp Windows. OcHOBHBIE BETKH, coaepkaniie nHGopMaluio o BpegoHocHoM I10.

Jlpyrue o0beKThI, copepikaliue napopmaiuto o BperonocHom [10, daitnsr prefetch.
borners!. [Ipunnun ¢pyHkiuonupoBanusa. MeTosl 0OHapYKEHHUS.

Knaccudukanus aHTI/IBI/IpyCHBIX CpeI[CTB CurHaTypHbIi U 3BpUCTUYECKUI aHATIU3.

3almura OT BUPYCOB B "pydyHOM pexume".

10 OCHOBHBIE KOHUEIINN TOCTPOEHUS CHCTEM aHTUBUPYCHOM 3aIUThI HA MPEAIPUATHH.

CoNOR LN

Tema 2.4 3ammTa NnporpaMMm M JaHHBIX OT HECAHKIIMOHUPOBAHHOI0 KONIMPOBAHUS.

1. HecankuuoHupoBaHHOE KOnUpoBaHue nmporpamMm kak turn HCJI.

2. IOpuanueckue acieKThl HECAHKIIMOHUPOBAHHOTO KOMMPOBaHUs rporpamm. Oobiiee moHarue
3aLIUTHI OT KOITUPOBAHMUS.

3. Ilpussska [1O k anmapaTHOMY OKPYXEHHUIO U HOCHUTEIISIM.

4. 3anmTHBIC MEXaHM3MbI B COBPEMEHHOM IporpaMMHOM obecrieueHnn Ha npumepe MS Office.

Tema 2.5 3ammrTa nHpopMaALMU HA MAIUIMHHBIX HOCHTEJISIX.

1. TIpoGnema 3amuThl OTUYXKIaeMbIX KoMIoHeHTOB [[9BM.

2. Mertoap! 3amuThl HHGOPMAIIMH HA OTYYXKJaeMbIX HocuTensix. Lludpoanue.

3. CpexacrBa BOCCTaHOBJIECHUS OCTaTOYHOM HH(popmaru. Co31aHue OCEKTOPHBIX 00pa3oB
HXMU.

4. TlpumeHeHUE CpeJICTB BOCCTAHOBIIEHUS OCTATOUYHON HHPOPMALIUU B CY1€OHBIX
KPUMUHAJIMCTUYECKUX SKCIIEPTU3aX U IIPU pacciieioBaHuu HHIUAeHToB. HopmaruBHas 0aza,
JOKYMEHTUPOBaHUE PE3yJIbTaTOB.

5. besBo3BparHOe ynaneHue JaHHbIX. [[pUHIUIBI U aITOPUTMBIL.

Tema 2.6 AnnapatHsble cpecTBa HACHTHPUKANNH U ayTeHTU(PUKALMY [10JIb30BaTeJIei.

1. TpeOGoBaHus K anmapaTHBIM CpeJICTBaM UACHTU(DUKAIINY U ayTeHTU(UKAIIUY [T0JIb30BaTeNeH,
npumensieMbM B O3 u AIIM/13.

4.Ycrpoiicrsa Touch Memory.

Tema 2.7 Cucrembl 00HApyKeHHUsI ATAK U BTOPKCHHU .

COB u COA, otinuus B pyHkuusix. OcHoBHbIe apxuTekTypsl COB.

Hcnonb3oBanue cereBbix cHUuGGepoB B kauectBe COB.

Anmnapatsbiii komnoneHT COB.

ITporpammusiii komnoneHT COB.

Mopnenu cucteMbl 0OHAPYKEHUST BTOPKEHH.

Knaccugukarus cucrem oOHapyxeHus: BTopxkeHuid. OOHapyxeHue curnatyp. O6Hapyx eHue
aHOMAaJIUi.

7. Jpyrue meronbl OOHapy>KE€HUSI BTOPKEHUI.

ocoarwnE

Tema 3.1 OcHOBBI NOCTPOEHHS 3alIMILECHHBIX CeTeil.
1. Ceru, paGoTaromue 1Mo TEXHOJOTUH KOMMYTAIIUHU MTaKETOB.
2. Crek mpotokosioB TCP/IP. Oco6eHHOCTH MapIIpyTH3AIHH.

3. IlIraTtHbIe cpencTBa 3amuThl HHGOpMALUHU cTeka mpoTokosoB TCP/IP.
4. CpencrBa uneHTU(UKAINY U ayTCHTH(QHUKALUKE Ha Pa3HbIX YpoBHsX mpoTtokona TCP/IP,
JOCTOWHCTBA, HEIOCTATKU, OTPAaHUYCHHS.

Tema 3.2 CpencrBa opranu3auuu VPN.

1. BupryanpHas yactHas cetb. OyHKIMH, Ha3HAYCHHE, TIPUHITAIT TOCTPOCHHUS.

2. YcrpoiictBa, obpasyrouiue VPN. KpunromapupyTuzarop 1 KpunToQuibTp.

3. Kpunropoyrep. [IpHHIHATIBL, apXUTEKTypa, MOJIENb HAPYIIUTENS, TOCTOMHCTBA U HETOCTATKH.



4. Kpunrodunstp. [IpuHLIUIIEI, apXUTEKTYpa, MOJENb HAPYUIUTENs, JOCTOUHCTBA U HETOCTATKH.

Tema 4.1 O0ecnieyenne 6e30I1aCHOCTH MeKCETEBOI0 B3aNMO/ielicTBHS.

1. Metonap! 3amuThl HHPOPMAITUU TTPH pabOTE B CETAX OOIIETO JTOCTYIA.

2. Mexcereble dkpanbl Tuna firewall. JlocronncTBa, HeAOCTaTKH, peain3yeMble OTUTHKH
0€30MMacHOCTH.

Ocuosubie Turbl firewall. Cumverpuunbie u Hecummerpuunsie firewall.

VYposens 1. [TakeTHbie QUIBTPHI.

Yposens 2. GuibTpanus ciyx0, TOUCK KIFOUEBBIX CJIOB B TEJI€ TAKETOB Ha CETEBOM yPOBHE.
YpoBenb 3. Proxy-cepsepa npukiIaJHOTO YPOBHSL.

OnnoxocToBble 1 MynbTHXOCTOBBIC firewall.

OCHOBHBIE THITbI APXUTEKTYP MYJIbTHX0CTOBBIX firewall. TpeboBaHus K KaXKIOMY XOCTY HCXO/Is
U3 apXUTEKTYPHI U BHITOTHAEMBIX ()YHKIIUH.

9. TpeOoBanus o cepTUPHUKAIIHA MEKCETEBBIX IKPAHOB.

©NO AW

Tema 4.2 3amura nngopmanuu B 6a3ax JaHHBIX.

OcHOBHbIE TUIIBI YTP03. MoO/ie/Ib HAPYIIUTETIS.

CpenctBa uaeHTH(PUKAIIY U ayTCHTH()UKAITIN. Y TIPaBICHUE JOCTYIIOM.

CpenctBa KOHTPOJIS LENOCTHOCTH UH(OpManuu B 6a3ax JaHHBIX.

CpeactBa aynurta U KOHTpoJIs 6e3omacHocTi. Kputepun 3anuiieHHocTy 6a3 1aHHBIX.
[Tpumenenne kpunTorpapuUecKux CpeACTB 3alUThl HHPOpMauK B 0a3ax JaHHBIX.

agkrowpnE

Tema 5.1 MOHMTOPHHT CHCTEM 3aIIUTHI.

1. Tlonstue n 060CHOBaHME HEOOXOAUMOCTH MCIIOJIb30BaHHUSI MOHUTOPUHIA KaK HEOOXOIMMOM
KOMITOHEHTBI CHCTEMBI 3aIIUTHl HH()OPMAITHH.

2. OcobeHHOCTH (UKCAMU COOBITHH, MOCTPOCHHBIX HA Pa3HBIX MPUHLMIAX: CETH C KOMMYTalMen
COeIMHEHUH, ceTh ¢ KomMmyTanueii makeros, TCP/IP, X.25.

3. Knaccudukanus orcnexxnBaeMbix coObITU. OcOOEHHOCTH MOCTPOEHHS CUCTEM MOHUTOPHHTA.
4. Wcroynuku nH(GOPMAIMHU JJIT MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTHYECKHE
XapakTepuCTUKH Tpaduka yepes MD, mpoBepka pecypcoB 0OIIEro MOJIb30BaHMUS.

5. Knaccudukanus ceTeBbIX MOHUTOPOB.

6. Cucremsl ynpaBieHus: cOObITUAME HH(OPMaIMOHHO#H Oe3omacHocTH (SIEM).

7. O0630p SIEM-cuctem Ha MUPOBOM M POCCHUIICKOM pPBIHKE.

Tema 5.2 U3ydenue mep 3amuThl HHGOpManun B HHPOPMALMOHHBIX CHCTEMAX.
1. TpeGoBanus K 3anuTe HHGOPMALIUK, HE COCTABJIAIONIEH TOCYIapCTBEHHYIO TalHY.
2. Meronnueckue nokymeHTsl @CTOK 110 npuMeHeHnIo Mep 3alUThl.

3.2. TunoBsie 3axanus s pyoesxxknoro koHTpoist mo MK.02.01. [IporpammMuble u
NMPOrpaMMHO-aNNapaTHbie CPecTBA 3aIMThHI MH(popMaun

1) Kontpoasnas padora Ne 1 «3amura nH(PpOPMAIIMOHHBIX CHCTEMY.
3ananue. OTBETUTH MMCBMEHHO HA IIOCTABJIEHHBIE BOIPOCHI

Bapnanr 1

Knaccudukaius METOI0B 1 CPeICTB MPOTPaMMHO-AMIAPATHON 3alUTHl HHPOPMAITUH.
Wcrounnku nectabmIM3upyromero Bo3ACHCTBUS Ha 00 bEKTHI 3aIHUTHI.

OcHoBHbIe TOX0/bI K 3amuTe nHpopmarmu ot HCJI.

Pa6ota aBToHOMHOI AC B 3alTUIIICHHOM PEXUME.

MeTtobl 3amKUTH HH(DOPMALIUK HA OTYYXAaeMbIX Hocutensix. [lludposanwue.

orwdPE

Bapwanr 2
6. OcuHoBHble BUAbl AC B 3alUIIEHHOM UCIHOJHEHUH.



7. TlpuuyuHBI U YCIOBUS JECTAOUTU3UPYIOLIETO BO3ACHCTBHSI Ha WH(DOPMAIIHIO.

8. OcobenHOCTH 3aMTHI JaHHBIX OT u3MeHeHus. Lludposanue.

9. BpenonocHoe mporpaMMHOE obecrieueHre Kak 0COOBIH BUJI Pa3pyLIAOIINX BO3ACHCTBUI.
10. HecankunoHupoBaHHOE KonupoBaHue nmporpamMm kak turm HCJI.

Kpurepun onenkn

OTMETKOM «OTJINYHO» OLIEHUBAIOTCSI OTBETHI, KOTOPBIE MOKA3BbIBAIOT IPOYHBIE 3HAHHUS OCHOBHBIX
MOHATHUH U 33124 U3y4aeMOH JUCHUIUINHBI, OTIMYAOTCS ITyOUHOM U MOJIHOTOM pacKPBITHSI BOIIPOCOB;
BJIAJICHUE TEPMHUHOJIOTMYECKUM  allapaToM; yMEHHE JaBaTb  OIPEAEIEHUs, OIUCHIBATh
MIOCTIeIOBATEIBHOCTh TEXHOJIOTUH MaTepHalioB, UX OCOOEHHOCTH, JIeNaTh BBIBOJABI W 0000IICHNS,
JaBaTh apr'yMEHTUPOBAHHBIE OTBETHI, IPUBOJAUTH IPUMEPHI.

OTMETKOI1 «XO0pOII0» OILIEHUBAIOTCS OTBETHI, 00HAPY>KUBAIOIINE TPOYHBIEC 3HAHNUS OCHOBHBIX IIOHSATHIA
W 3324 W3Yy4aeMOW JUCHUIUIMHBI, OTJIMYAIOTCS TIIYOMHOM W TIOJHOTOH PAacKpBITHS BOIIPOCOB;
BJIaJICHUE TEPMHUHOJIOTMYECKUM  allllapaToM; yMEHHUE JaBaTb  OIPEACIEHHUs, OIUCHIBATh
[I0CJIe/I0BATENbHOCTh TEXHOJIOTUH MaTepualioB, UX OCOOEHHOCTH, JeNlaTh BBIBOABI M 000O0IIEHUS,
IIPUBOIUTH IpuMepbl. OTHAKO AOIYCKAKTCs ABE-TPHU HETOYHOCTH B OTBETaX.

OTMETKOM «yAOBIETBOPUTEIBHO» OLICHUBAIOTCS OTBETHI, CBUIETEIbCTBYIOIINE B OCHOBHOM O 3HAaHUU
MaTepHalioB, UX CBOMCTB, TEXHOJOTHM, HO OTIMYAIOIIMECS HEIOCTaTOYHOM INTyOMHOM W MOJHOTOH
PacKpbITUsl TEMbl; 3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHHM; CJ1ab0 CPOPMHPOBAHHBIMU HaBBIKAMHU
aHajaM3a TEeM M3y4acMOW IUCLHUIIIMHBI, HEJOCTATOYHBIM YMEHHMEM JaBaThb ApryMEHTHUPOBAHHbBIE
OTBETHI U IPUBOANUTH IpUMEpHL. JlomyckaeTcs HECKOIbKO OIIMOOK B COJIEPKaHUU OTBETA.

OTMeTKOMH «HCYHOBJICTBOPUTCIIBHO»  OLCHUBAIOTCA OTBCTHI, O6Hapy>KI/IBaIOH_II/I€ HC3HAaHHC
MaTepuajoB, HX CBOI>’ICTB, TEXHOJIOTHI H3yqaeM0171 HpeﬂMeTHOﬁ 06J'IaCTI/I, OTJINYarOIMKUECA
HGFJ’Iy6OKI/IM PACKpPBITHEM TCMBI, HC3HAHUEM OCHOBHBLIX BOIIPOCOB TCOPHH,
HGC(bOpMI/IpOBaHHI)IMI/I HaBBIKaMH aHaJInM3a TEM H3y‘~IEl€MOI71 JAUCHUIINIMHBI; HCYMCHHUCM OdaBaTb
APTYMCHTUPOBAHHBIC OTBCTHI. HOHyCKaIOTCﬂ CCPHLC3HBIC OImuOKHU B COACPIKAaHUN OTBETOB.

3.3. Tumossie 3axanus s npoMexkyTodroro koutposst mo M/IK.02.01. ITporpamMmmHubie 1
NPOrpaMMHO-aNNapaTHble CPeACTBA 3aIUUTHI HHGOPMALHT

3K3aMeHaHHOHHLIe BOIIPOCHI

1. Ilpeamer u 3a1auu IpOrpaMMHO-aNapaTHOMN 3aIUThl HHPOPMALIUH.

2. Knaccugukanus MeToI0B U CPEACTB MPOTPAaMMHO-AIAPATHON 3aIllIUTHI HHPOPMALINH.

3. HopmartuHbIe TpaBOBbIE aKThl, HOPMAaTUBHBIE METOIUUYECKUE TOKYMEHTBI, B COCTaB KOTOPBIX
BXOJIAT TpeOOBaHMSI U PEKOMEH IAIIUH 110 3alIUTe HH(OPMALIUK TPOrPaMMHBIMH U ITPOrPaMMHO-
anmnapaTHbIMU CPEICTBAMHU.

4. CraHgapTsl 1O 3a11UTe HH(OPMALIMU, B COCTaB KOTOPBIX BXOASAT TPpeOOBAaHUS U PEKOMEH AU
110 3al[UTe UHPOPMALMHU IPOTPAMMHBIMH U IPOTPAMMHO-aIIapaTHBIMK CPEJICTBAMH.

Metobl co3ganusi 6€30acHbIX CUCTEM.

MeTto10510T1s IPOEKTUPOBAHMSI TapAaHTUPOBAHHO 3amuieHHbIX KC.

HcTounuky necTabuin3upyroiero BO31eHCTBUS HA OOBEKThI 3aIUTHI.

[Tpu4uHbI U yCIOBUS A€CTAOUIM3UPYIOLIETO BO3ICHCTBUS HAa MH(OPMAIIHIO.

. TloHsTHE HECAHKIIMOHUPOBAHHOTO J10CTyNa K HHGopMauu. OCHOBHBIE MTOIXO/IbI K 3aIlIUTE
uHpopmanuu ot HC/I.

10. Opranuzanus goctyna K (aiiaam, KOHTPOJIb JIOCTyIa M pa3rpaHWUYCHHE TOCTYTIA,
uepapxudeckuit 1octym K dainam. Gukcarus nocryna K ¢aiiam.

11. OcoGeHHOCTH 3alTuThl JaHHBIX OT u3MeHeHus. [1ludposanue.

© oo



12. Cucremsl THIa DIEKTPOHHBIN 3aMOK. D3 C MPOBEPKOM IIETOCTHOCTH MPOTPAMMHOM CpEJIbI.
[Tonsstue AM/I3 (moBepeHHas 3arpy3Ka).

13. IIpumeHeHue 3aKiIaJ0K, HAPABICHHBIX HA CHIKEHHE Y(PPEKTUBHOCTU CPEACTB, 3aMBIKAIOIINX
cpeny.

14. 3apmaum 3amutel [10 oT u3ydyeHus u crocoOwl ux pemnrenus. 3ammTa [10 ot
IU3acceMOIMpPOBaHMSL.

15. BpenonocHoe nporpaMMHoe o0ecrieyeHre Kak 0COObIi BT pa3pyIIAIONINX BO3ACHCTBHIA.
Knaccugukanus BpeZJOHOCHOTO IPOrpaMMHOr0 00ecrieueHHs..

16. Cxewma 3apaxenusi. Cpencrsa HeiTpanuzanuu BpegornocHoro [10. [Tpodunaktuka 3apaxeHus.
17. Tlouck crnenoB akTuBHOCTH BpeaoHocHOro [10.

18. Peectp Windows. OcHoBHBIC BeTKH, Cojieprkalire nHpopmainio o Bperornoctom [10.

19. botuersl. [Ipuaiun hpyHKIHMOHUPOBaHUSA. MeTOIbI OOHAPYKEHUS.

20. Knaccuduxanust aHTUBHPYCHBIX cpelicTB. CUTHATYPHBIM U 9BPUCTUYECKHUI aHAIU3.

21. 3amuTa OT BUPYCOB B "py4HOM pexuMe".

22. OcHOBHBIE KOHIENIIMY OCTPOCHUS CUCTEM aHTUBUPYCHOH 3aIUTHI HA MIPEIIPUATHH.

23. HecankuuoHupoBaHHOE KonupoBaHue nporpamMm kak tun HC/I.

24. HOpumudeckue acrekThl HECAHKIIMOHUPOBAHHOTO KOMUPOBaHUs porpamMm. OO1iee moHsATHE
3alIUTHI OT KOITUPOBAHMUSL.

25. 3anmTHBIC MEXaHM3MbI B COBPEMEHHOM IporpaMMHOM oOecrieueHnn Ha npumepe MS Office.
26. IIpobGiemMa 3aIuThl OTYYKAaeMbIX KOMIIOHEHTOB [[9BM.

27. Meroapl 3amMTH HHGOPMALIUK Ha OTUYX1aeMbIX Hocutensx. Lludposanue.

28. CpenctBa BoccTaHOBIIEHHs ocTaTouyHON MH(popMaruu. Co3jaHne MOCEKTOPHBIX 00pa30B
HXM/I.

29. IlpumeHeHHe cpeicTB BOCCTAHOBJIECHUS OCTATOYHOM UH(pOpMAIMK B CYyAEOHBIX
KPUMHHAIHCTUIECKUX SKCIIEPTU3aX U IPHU pacciieIoBaHNH WHIMIeHTOB. HopmaTiBHas Oa3a,
JOKYMEHTUPOBAaHHUE PE3YJIbTATOB.

30. Be3Bo3BpaTHOE ynaneHue JaHHBIX. [[pUHINTIBI U alTOPUTMBI.

31. VYcrpoiictea Touch Memory.

32. COB u COA, orinuus B pyHkuusax. OcHoBHble apxutekTypsl COB.

33. Hcnonb3oBanue cereBbix cHU(depoB B kauectBe COB.

34. Amnmapatnsiit komrmorneHT COB. [Iporpammustii kommonenT COB.

35. Knaccuduxamnus cuctem oOHapyxeHus BTopskeHui. OOHapykeHue curHatyp. OOHapykeHue
aHOMAaJIUi.

36. IlltarHble cpencTBa 3aUIMThHl HHPOpMaNUK cTeka mpotokosos TCP/IP.

37. CpenctBa HIACHTH(GUKAIMM W ayTCHTU(PHKAIWU HAa pPa3HbIX ypoBHsIX mpotokoia TCP/IP,
JOCTOUHCTBA, HEIOCTATKU, OPaHUYCHHMS.

38. BupryanbHas yacTHas ceTh. OyYHKINHU, HA3HAYECHUE, TPUHIIUAT IIOCTPOCHUSI.

39. Vcrpoiicta, obpazyromue VPN. Kpunromapupytusarop u KpuntopuibTp.

40. MexcereBbie dkpanbl Thma firewall. locromHcTBa, HemocTaTku, pealn3yeMble TMOIUTHKH
0€30MaCHOCTH.

41. Ocnosubie Tumbl firewall. Cummerpuunbie u Hecummetprunbie firewall.

42. OpHoxocToBbIe U MynbTHUXOCTOBBIC firewall.

43. OCHOBHBIC TUIIBI APXUTEKTYp MyIbTUX0CTOBBIX firewall. TpeGoBanus K KaXXI0OMyY XOCTY, HCXOIS
U3 apXUTEKTYPHI U BHIMOIHAEMBIX (QYHKIIUH.

44. OcHOBHBIE THIIBI yTPo3. Moiens HapyITUTENS.

45. CpenctBa HACHTU(DUKALUHT U ayTeHTU(DUKAIMU. YTIpaBICHUE JOCTYIIOM.

46. CpencTBa KOHTPOJIS IIEIOCTHOCTH HH(MOpMAINK B 0a3ax TaHHBIX.

47. CpenctBa aynuTa U KOHTpoJs OezonacHocTu. Kputepun 3amuiieHHOCTH 0a3 TaHHBIX.

48. TloHaTne W 0OOCHOBaHME HEOOXOIUMOCTH HWCIOIB30BAHUS MOHHTOPWHTA KaK HEOOXOIMMOM
KOMITIOHEHTBI CHUCTEMBI 3allIUThl HH()OPMAIIH.

49. Knaccugukaius ceTeBbIX MOHUTOPOB.

50. Cucrtembl yrpaBiieHHs COOBITHAMEU HHPOPMAIIOHHOM O6e3omacHocTH (SIEM).



Kputepun onenok:

- OLEHKAa «OTJIMYHO», €CIIU CTYIEHT o0siafiaeT riyOOKUMH U MIPOYHBIMH 3HAHUSAMU IPOTrPAMMHOTO
MaTepuala; Ipu OTBETE Ha BOIPOCHI IPOAEMOHCTPUPOBAT UCUEPIBIBAIOLIEE, OCIEAOBATEIBHOE U
JIOTHYECKU CTPOMHOE MW3JI0KEHHUE; MPaBMWIBHO C(HOPMYIUpPOBaJl MOHITUS U 3aKOHOMEPHOCTH II0
BOIIPOCaM; CJIeNall BBIBOJ 10 U3J1aracMoMy MaTepHaiy;

- OLEHKa «XO0poWIO», €CIU CTYIAEHT o0JiafaeT IO0CTaTOYHO IOJHBIM 3HaHUEM IPOTrPAMMHOIO
MaTepuaga; €ro OTBET IPEACTaBIsIeT IPAMOTHOE H3JI0XKECHHE Y4eOHOrO MaTepualla; HO UMEIOTC
CYIIECTBEHHbIE HETOUYHOCTH B (DOPMYIMPOBAHUU MOHATUH M 3aKOHOMEPHOCTEH IO BOIIpOCaM; He
IMMOJIHOCTBIO CACJIaHbl BLIBOLI 110 U3JIaraCMOMy MaTCpUualy,

- OLIEHKAa «YAOBJETBOPUTEJIbHO», €CIIM CTYJIEHT UMeeT 0oOlIMe 3HaHUs OCHOBHOIO Marepuana 0e3
YCBOCHHSI HEKOTOPBIX CYLIECTBEHHBIX IOJIOKEHUI; (GOpPMYyTUpyeT OCHOBHBIC MOHSATHS ¢ HEKOTOPOM
HETOYHOCTbIO; 3aTPyJIHSAETCS B HPUBEICHUU IPUMEPOB, MOATBEPKAAOLUIMX TEOPETUUYECKHUE
I10JIOXKEHUS,

- OLIEHKAa «HEeYJAOBJETBOPHUTEIbHO», €CIIM CTYJCHT HE 3HAET 3HAYUTEJIbHYIO YaCTh IPOrPAMMHOIO
Marcpuraia, 10IMyCTUJI CyleCTBCHHBIC OIIIMOKHU B Mpouecce U3JIOKCHHUA, HC YMCECT BBIICIUTDL I'NIABHOC
U c/ieNaTh BbIBOJ; MPUBOJUT OLIMOOUYHBIE ONPEAETICHUS; HU OAUH BOIIPOC HE PAaCCMOTPEH 10 KOHIIa,
HaBOJIAIIHME BONIPOCHI HE IOMOT'atoT.

3.4. Tunossie 3axanus s tekyniero koutposs no M/IK.02.02 Kpunrorpaduueckue cpeacraa
3amMThI HHGOpMAIIMH:

1) TpebGoBaHusA K KypCOBOMY MPOEKTY/padoTe :

1. KypcoBas pabora momkHa OBITH OQOpPMIIEHA COOTBETCTBYIOIIMM 00pa3oM. B mpoTuBHOM
cllyyae OHa He IPUHUMAETCS MPENoAaBaTesIeM K OLIEHUBAHUIO.

2. Kypcosas pabota g0/mKHa UMETh TUTYJIBHBIHN JUCT (CM. 00paszen).

3. Texkct nevaraercst Ha 0HOM cTOpoHE JMcTa hopmara A 4 Genoro 1Bera 14 keriiem uepes
1,5 unTepBana ¢ nosasMu ciesa 3,5 cM., ciipasa 1 cM., cBepXy U cHU3Y 110 2,25 cM.

4. CHockH mevaTarTcs depe3 1,5 komnbproTepHbIX HHTepBaia mpudrom Times New Roman,,
Kerib 12.

5. Hymepanus crpaHuil CKBO3HAasi, HAUWHAS C TUTYJIBHOTO JIMCTA pabOThI, OJJHAKO HOMEP
CTpaHMIIBI Ha HEM HE CTaBUTCS.

6. BBeneHue, OCHOBHas 4acTh, 3aKJIIOYEHUE U CIIUCOK JIUTEPATYPhl HAUMHAIOTCS ¢ HOBOM
CTpaHMIIBI.

TemaTnka KypCOBBIX IIPOEKTOB:

1. PazpaboTka mporpaMMHOT0 0O€CIeUeHus], PeaTU3yONEro KpUNTO3ALIUTY TaHHBIX C
HCIOJIb30BAaHUEM HECKOJIbKMX METO/IOB.

2. TlpoBenenune aHanM3a MPUMEHEHHSI OJIOYHBIX KPUIITOCUCTEM B CHCTEME 3aIUTHI
uHGbOpMAaIUU TPEATPHUITHS.

3. IlpumeHeHHE aNTOPUTMOB JIEKTPOHHOM TUPPOBOW TIOIHCH B aBTOMATH3HPOBAHHON
CHCTEME YNPAaBIEHUS IEJIONPOU3BOICTBOM.

4. TlpoBeneHue cpaBHUTEIBLHOTO aHaIN3a 3P(HEKTUBHOCTH COBPEMEHHBIX MPOrPAMMHBIX,
IIPOrpaMMHO-aINAPaTHBIX U alllapaTHBIX CPEICTB KPUNITOrpahuIecKoi 3aluThl.

5. Ouenka 3¢ pexTUBHOCTH KpUNTOrpahUuecKux reHepaTopoB, OCHOBAHHBIX Ha aIrOpUTMax

duboHayuu.

[IpoBeneHue cpaBHUTENBHOIO aHAJIM3a aJITOPUTMOB (POPMUPOBAHHUS XA - YHKITHI.

7. HccnenoBaHue MPaKTUYECKOTO IPUMEHEHHUSI KPUNITOTrpahUIeCKUX MPOTOKOJIOB
pacrnpeiesieHus KIII0YeH.

8. Pa3zpaboTka cucTeMbl ayTeHTH(PUKALUN COTPYIHUKOB IPOU3BOACTBEHHOT'O MPEATIPHUATHS.

9. CpaBHHTENBHBIN aHAIN3 ATOPATMOB (POPMHUPOBAHUS XA -(HYHKIINH.

10. CpaBHUTENBHBINA aHATN3 COBPEMEHHBIX KPUIITOCHCTEM C OTKPHITBIM KITFOYOM.

o



11.
12.
13.
14.
15.
16.

17.

18.

19.
20.

CpaBHUTENBHBIN aHATN3 KPUNTOTPaQUIECKUX MMPOTOKOJIOB PACIIPEICTICHIS KITFOUCH.
ANTOPUTM DJIEKTPOHHOH ITU(DPOBOI MOMKMCH Ha OCHOBE PEIICHUS CHCTEMBI CPaBHEHUH.
AHanu3 METOJI0B COKPAIICHUS JTMHBI 3JIEKTPOHHON IIU(PPOBON MOIIHCH.
AJTOPUTMBI KOJJIEKTHBHOM 3JIEKTPOHHOM IU(PPOBON MOAKCH.
AJTOPUTMBI KOMITO3UIIMOHHOH 3JI€KTPOHHON U(PPOBOH MOAHNCH.
CpaBHUTENIBHBIN aHATIU3 COBPEMEHHBIX TPOTPAMMHBIX, IPOrPaMMHO-aNNIapaTHBIX U
anmapaTHBIX CPEJCTB KPUMNTOTPAUIESCKON 3aIUTHl HHPOPMAITUH.
Pa3paboTtka cxembl KpUNTOrpaUyecKoro reHepaTopa, OCHOBAHHOTO Ha KOMOMHUPOBAHHUH
LFSR-renepaTopoB, ¢ OIIEHKOI ero KayecTBa.
Pa3paboTka cxembl KpunTorpagpuueckoro reueparopa, OCHOBaHHOTO Ha KOMOMHUPOBAHUHU
KOHI'PY3HTHBIX T€HEPAaTOPOB, C OLIEHKON €ro KauecTBa.
[IporpamMmHas peanuzanus mudpa Xusia.
Pazpabotka mmdpa, OCHOBAaHHOTO Ha KOMIIO3ULIMH IH(pa 3aMEHBI M IEPECTAHOBKH, C
OLICHKOM €ro KpUIITOCTOUKOCTH.

2)BoIpochl 111 YCTHOTO OMpoca Mo TeMam

Bormpocs! 110 cpaBHEHUAM

1.

~No

10.

[Mokaxwute paznuune Mexay Z u Zn. Kakoe 13 3THX MHOYECTB MOXKET COJICPIKATh
OTpHIIaTeNIbHBIC TieibIe uncia? Kak Mbl MOYKEM OTOOPA3UTh 1EI0€ YUCIIO B Z B IIEJI0€ YHUCIIO0
B Zn?

[epeuncanTe YeThIpe CBOWCTBA TEOPUH ICIUMOCTH, 00CYKIEHHO B jtekuuu. [IpuBenure
IPUMED IIEJIOT0 YUCIIA C SAMHCTBEHHBIM JienuTesieM. [IpuBeuTe mpuMep 1eIoro yucia
TOJIBKO C ABYMS aenutessiMu. [IpuBeanTe mpuMep 1enoro 4ucia ¢ 6osee ueM IByMs
JEIUTENISIMH.

Omnpenenure HauOOIBIINN OOIIMI JENUTENb IBYX LEIbIX uncen. Kakoi anroputM Moxer
3¢ (HeKTHBHO HANTH HAUOOIBIIHA 00U NeTUTeNns?

UYro Takoe nuHEHOE 1M0(paHTOBO ypaBHEHUE IBYX NepeMeHHbIX? CKOIBKO PEelIeHUH MOXKET
uMeTh Takoe ypaBHeHue? Kak MoxeT ObITh HaiiieHo pereHue(s)?

UYro Takoe omnepaTop IO MOAYJIIO U KaKUe Y HEro UMeroTcs npuiioxenus? [lepeuncoure Bee
CBOMCTBA, KOTOPBIE Mbl YIIOMMHAJIU B 3TOH JIEKLIUU JJIs OTIEpALIMi 10 MOZYJIIO.
Onpenenure CpaBHEHHUE U COMIOCTABBTE €IO CBOICTBA CO CBOWCTBAMHU PaBEHCTBA.
Onpenenure cUCTEMY BBIYETOB M HAMMEHBIINI BBIYET.

KakoBa pa3HuIia Mex 1y MHOXKECTBOM Zn © MHOKECTBOM Zn*? B KakoM MHOMECTBE KaXK IbIi
JJIEMEHT UMEET aJINTUBHYIO MHBEPCHIO? B KaKOM MHOKECTBE KaXJIbIil 2JIEMEHT UMEET
MYJIbTUIUITMKATUBHYIO HHBepcuto? Kakoi anroputM HCMoib3yercs, 4To0bl HalTu
MYJIbTUTUTUKATUBHYIO HHBEPCHUIO IENOT0 uncia B Zn?

JaiiTe onpenenenue matpuibl. YTo Takoe maTpuia-crpoka? Uro Takoe MaTpuiia- croioen?
Uro Ttakoe kBagpatHas matpuna? Kakas matpuna umeer nerepmuHant? Kakas matpuna
MOYKET UMETh UHBEPCHUIO?

Omnpenenure nuHeitHOE cpaBHeHKE. Kakoi alropuTM MOXET UCTIOIb30BaThCS, YTOObI

119 m 7

pEeLInTh ypaBHEHHE ?'"" " ? Kak MBI MOKEM peluTh HabOp THMHEHHBIX

YpaBHEHUU

BOHpOCLI 110 IIOJISAM

1.

Omnpenenurte areOpandecKkyro CTPYKTYPY U HA30BUTE TPU allre0pandeckux CTpYKTYpHI,

00CYX/ICHHBIC B 9TOH JICKITUH.

2.

Omnpenenure rpynny v NpUBEAUTE pa3anuns MEXAy IPYIIION U KOMMYTaTUBHON



IPYIIIOHN.

3. Onpenenure KONbIO U NPUBEIUTE PA3IUUNAL MEXKAY KOJIBLIOM U KOMMYTATHBHBIM
KOJIBLIOM.

4. Omnpeaenure noje U IPUBEANUTE Pa3IMUUsI MKy OECKOHEUHBIM I10JIEM U KOHEUHBIM
IIOJIEM.

5. ITokaxxute 4nCII0 2JIEMEHTOB B 110JIe 'amya [y IpoCcTOro Yucia.

6. JlaiiTe OJIMH IpUMEp TPYMIIbI, UCIOJIB3YIOIIEH MHOKECTBO BHIYETOB (OIepanuii 1o
MOJYJIIO).

1. JlaiiTe o1MH IpUMeEp KOJIbLia, UCIOJb3YIOIIEr0 MHOKECTBO BBIUETOB (ONepaluii o
MOJYJIIO).

8. JlaiiTe o1MH IpUMEp MOJIsl, UCIIOJIb3YIOLEr0 MHOKECTBO BHIYETOB (OIIEpaLMii 110
MOJYJIIO).

9. [TokaxkuTe, Kak MOJTMHOM MOXKET MPEACTaBUTH N-OUTOBOE CIOBO.

10.  Ompenenurte HEPUBOIUMBIH ITOJIUHOM.

Bonpoce! o cuMMeTpuuHOMY HIU(PPOBAHUIO

Omnpenenure mudp ¢ CAMMETPUYHBIM KIIFOUOM.

[TosicauTe OTIMYUS MEXIY MH(PPOM ITOJACTAHOBKH U IU(PPOM IEPECTAHOBKH.
[TosicHuTe OTIMYMS MEXIY MOHOATI(PABUTHBIM U MHOTOQJI()aBUTHBIM IIU(PAMHU.
[MosicauTe OTIMYMS MEXAY IH(PPOM MTOTOKA M OJIOYHBIM IUPPOM.

Bce mu mmgps1 moToka sBisitoTes MoHoanpaBuTHeIME? [TosicHuTe.

Bce nu 6mounblie mmdpsl aeisroress MEoroandasutabiMu? [losicHure.
[epeuncnure Tpu MOHOAT(PABUTHBIX MHUPA.

[Tepeuncnure Tpr MHOTOAN(ABUTHBIX MIA(DPA.

[lepeuncnure aBa mmdpa nepecTaHOBKH.

10 [lepeuncnure yeTbipe BUa aTaKk KPUIITOAHAIN3

CoNoR~LNE

Bomnpocsl 1o notouHoMy mu(poBaHUIO

1. bnok tpancno3uuuu umeer 10 BxonoB u 10 BeixoaoB. KakoB nmopsiaiok rpymnmsl
nepectaHoBku? KakoB pazmep KIIIOUEBOM MOCIEI0BATETLHOCTH?

2. bnok noacranoBku nmeer 10 BxogoB 1 10 BbixoaoB. KakoB nopsiiok rpymnimsl
nepectaHoBku? KakoB pazmep KIIIOUEBOM MOCIEI0BATETLHOCTH?

3. YeM noTouHbIN MUGP OTIANYAETCSA OT OJIO0YHOTO?

4. Kaxum 06pa3om opranusyercs mu@poBaHUE MOTOKA TaHHBIX IEPEMEHHOM UIMHbI?
5. Kaxkue uncna HazpiBatot "nceBgocaydaiiHbiMu"?

6. Kakumu cBoiicTBamu J0HKEH 001a1aTh TeéHEpaTOp MCEBIOCTYYalHBIX YUCEN TS
WCIOJIb30BaHUs B KpUNITOrpapUUECKUX emnsix?

1. Kakue reneparopsl ncepociiydaiiHbIX yrices Bel MoxkeTe Ha3BaTh?

8. [lepeunciute OCHOBHBIE XapaKTEPUCTUKH, TOCTOMHCTBA M HEIOCTATKH KaXKJ10T0 U3

PaCCMOTPCHHLIX B JaHHOM JEKLHNU TCHCPATOPOB HCCB,Z[OCquaf/'IHBIX YHUCCII.
BOHpOCLI o CUMMCTPHUYHBIM CUCTCMaM IJ.IPI(prBaHI/I}I

1. Vkaxure paznuuus MEXIY COBPEMEHHBIM M TPAJAULMOHHBIM MIM(pamMH ¢ CUMMETPUYHBIM
KITFOUOM.

2. OObsAcHUTE, TNOYEMY COBpPEMEHHbIe OJO4YHbIE MMU(PHI CIPOEKTUPOBAHBI Kak IMIH(PHI

MOJICTAHOBKH BMECTO TOTO, YTOOBI MPUMEHSTH MNPl TPAHCTIO3HUIINH.

OOmpscHuTE, MoYeMy MK (P MOJICTAHOBKU MOKHO MPEICTAaBUTh ce0e Kak MU p TPAaHCIIOZULHH.

[epeuncnure HEKOTOPBIE KOMIIOHEHTHI COBPEMEHHOTO OJIOYHOTO mIHdpa.

Omnpenenure P -0j0k W mepeuncnaure ero Tpu BapuaHta. Kakoil BapuaHT sBiseTcs

o0paTuMbIM?

6. Omnpexnenute S -0J0K U MOKaXXUTE HEOOXOUMOE YCIOBHE 00paTUMOCTH S -0JI0Ka.

ok w
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11.
12.

Omnpeznenute cocTaBHON MU U MEPEUNCIUTE J1Ba KIacca COCTaBHBIX MIM(POB.
VYKa)uTe pazindue MexXay pacCeMBaHUEM U NIEPEMEIINBAHNEM
VYxaxure pazauuue Mexay 0nounsiM mmdpom Paiicrens u He-Daiicrens.

. Ykaxute paznuure Mexay nuddepeHanbHbIM U JIMHEHHBIM KpuniToaHanuzoM. Kakoit u3

HUX HCHOJB3YeT aTaKy BEIOOPKU MCXOAHOTO TekcTa? Kakoii n3 HUX HCIONB3YET TaKXKe aTaKy
3HaHUS UCXOJHOIO TEeKCTa?

VYKaxuTe pazarnuue MeX1y CHHXPOHHBIM M HECHHXPOHHBIM MU(pPaMHU MOTOKA.
Onpenenure perucTp caBUra ¢ OOpPaTHOM CBSI3bI0 U IEPEUMCINTE JBa BapUaHTAa,
UCIOJIb3YeMbI€ B IIM(PE MOTOKA.

Bormpocs o cranmapry mudposanust DES

1.

Kaxkos pa3mep 6510ka B DES? Kako pa3zmep kimroua mmdpa B DES? Kakos pazmep

kimoveid paynga B DES?

2.
3.

KaxkoBo uncino payngos B DES?
CKOJIBKO CMeCUTeIeH B yCTPONCTB 3aMEHBI HCIIOIB3YETCs B IEPBOM CIIOCO0E

mudpoBanus u oopatHoro nemudpoBanusn? CKOIbKO UX UCHOIB3YETCS MIPU BTOPOM criocobe?

4. CKOJIBKO TIepeCTaHOBOK UCIOJB3yeTcs B anroputme mmdpa DES?

5. Ckonpko onepanuii UCKIIIOYAIKIIEE NN ucnons3yercs B DES-mmdpe?

6. [Touemy DES-¢pynkimm Heo6xoanma pacmupsronas nepectaHoBka?

7. [Touemy renepatop KJItoueil payHaa HyX/1aeTcs B yaleHUU IPOBEPOUHBIX OUT?

8. KakoBa pa3HOCTh MEXIy CIIaObIM KIIFOUOM, ITOTYCIIA0BIM KIIFOUOM M BOBMOKHO CI1a0BIM
KJIFOUOM?

9. UYro takoe nBykpaTtHbiii DES? Kakas araka nsykpataoro DES cnenana ero

Oecrone3HbIM?

10.  Yro takoe TpexkparHeiii DES? Uro takoe Tpexkparubiii DES ¢ nByms kimrouamu? Yrto takoe

Tpexkpartublii DES ¢ Tpems kimrouamu?



1.

Bomnpocs! no cranaapry mudposanust AES

1.
2.

3.

10.

[Tepeunciure kpurepuu, onpenencHasie NIST mis AES.

[Tepeuncnure mapameTpsl (pazmep 0J0Ka, pa3Mep KJItoya U YUCII0 PayHOB) AT TpeX
Bepcuii AES.

CkonbKko ipeodpa3zoBanuii mmeercs B kKaxaon Bepcun AES? Ckonbko Kirodeit
HEOOXOMMO ISl KayKJI0M Bepcun?

Cpasuaure DES n AES. Kakoii u3 HUX OpHeHTHPOBaH Ha paboOTy ¢ OMTOM, a KaKOi — Ha
pabory c 6aiitom?

Omnpenenure Matpuily coctostauii B AES. CKOIbKO MaTpHI] COCTOSIHHI UMEETCS B
kaxnoi Bepcuu AES?

Kakue u3 geTsipex npeodpazoBaHuii, onpenaeneHHbIX it AES, n3MeHsI0T conepxaHue
0alTOB, a KAKHE — HE U3MEHSIIOT?

Cpasuure noacranoBky B DES u AES. Ilouemy MBI IMeeM TOJIBKO OJHY TaOJIHILy
nepectaHoBkH (S -0510k) B AES u Heckonbko — B DES?

Cpasuure nepecranoBku B DES u AES. Tlouemy Haio IMETh pacIIMpPEHUE U CKATUE
nepectanoBku B DES u He Hano — B AES?

Cpasnure xiroun payaaa B DES u AES. B kakom mm¢pe pa3mep kinroua payHaa paBeH
pa3mMepy 611oka?

[Toyemy cmemmBarotiee npeodpazosanue ( MixColumns ) myxxno B DES, HO He HYXHO B
AES?

Bomnpockl o accuMeTpruYHBIM CHCTEMaM MU(pPOBAHHS

1.

2.

No ok

2

10.

Haiinure paznuuus Mexy KpUOTOCUCTEMaMH ¢ CUMMETPUYHBIMH KIIFOYaMU U
ACUMMETPUYHBIMU KIHOYaMH.

HaiinuTe pa3znuuust MeX1y OTKPBITBIMU U CEKPETHBIMH KJIFOUaMH B KPUIITOCUCTEME C
aCUMMETPUYHBIMU Kirogamu. Haiinure coBnaeHus U pa3imyue KiIroden

B KPUIITOCUCTEMAX C CHMMETPHUUYHBIMU KJIFOUYAMH U C ACUMMETPUYHBIMU KITFOUAMH.
Omnpenenure "mazelky" B 0JJHOCTOPOHHEH (PYHKIINN U OOBSICHHUTE €€ MCIOIh30BAHUC B
KpUNTOTrpapuu ¢ aCHMMETPUYHBIM KITIOYOM.

Jnist KakuX 1enei MOXKeT MPUMEHSThCs anroputM RSA?

Onwumute nmporecce MmMuGpoBaHUs ¢ UCOIb30BaHUEM anroputMa RSA.

J1st kakux 1enei MoXKeT npuMeHsaThes anroput™ Juddu-Xemnmmana?

OnwumuTe nocae10BaTeIbHOCTh JEMCTBUH MPH UCIOIB30BaHUU anroputma Judou-
Xennmana.

JIig Kakux 1enei MOXKeT MPUMEHSTHCS anropuTM Dib-I"amans?.

OnummMre nocnea0BaTeNbHOCTh ASUCTBUN MTPU UCIIOJIB30BAHNH anroputMma Dinb-I"amans.
Kakune aTaky BO3MOKHBI IIPU MCIIOJIb30BAaHUH AITOPUTMOB IU(GPOBAHUS C OTKPBITHIM
KIIFOUOM?

3.5. Tunossle 3aaanus A pyoesxxnoro kontposst no MAK.02.02 Kpunrorpaguueckue

CpeAcTBa 3alUThl HH(pOpMALKH:

1) TectupoBanue mo TeMe «OCHOBBI KpUNTOrpadum»
Mudposanue - 3710...

A) crocod n3mMeHeHust COOOIIEHHS WK IPYroro TIOKYMEHTa, 00€CTIeunBaroIee HCKaKEHHE ero
COJIEPKUMOTO

B) COBOKYITHOCTB T€M WJIM MHBIM CIIOCOOOM CTPYKTYPHUPOBAHHBIX JAHHBIX U KOMIIEKCOM
anmapaTHO-IPOTPAMMHBIX CPEICTB

B) y,Z[O6HaSI cpcaa i BBIYUCIICHHUA KOHCYHOTI'O IMOJIb30BATCIIA

Koauposanue - ato.

A) mnpeobpa3oBaHKe OOBIYHOIO, TOHATHOTO TEKCTA B KO/
b) npeobpazoBanue



10.

11.

12.

B) mammcanue nmporpamMmbl

Uro TpeOyercst 17151 BOCCTAaHOBJICHUS 3aIM(POBAHHOTO TEKCTa
A) ximrou
b) marpuna
B) Bektop

Korna nosiBmiiocs mudpoBanme
A) deTbIpe ThICSYH JIET Ha3a]l
b) nBe ThICSYM NEeT Ha3axa
B) mATh THICSY JIET Ha3a]

[TepBbIM M3BECTHBIM MPUMEHEHUEM IH(Pa CUNTACTCSI
A) erumnercKkuii TeKCT
b) pycckuii
B) Her nmpaBHJIBHOTO OTBETA

Kakyto cekpetHyro napopmarmo xpanut Windows
A) mapoiu as T0CTyIa K CeTEBbIM pecypcam
b) maponu nyst nocryna B IHTepHET
B) ceprudukaThl 415 10CTYyMa K CETEBBIM PeCypcaM M 3alli(ppOBAaHHBIM JaHHBIM Ha CAMOM
KOMIIBIOTEPE

Andasur - 310...
A) KOHEYHOE MHOXECTBO HCIIOIb3YEMBIX [UISl KOAUPOBaHHs HH(POPMALIUK 3HAKOB
b) 6ykBnbI TekcTa
B) Her nmpaBHJIBHOTO OTBETA

Texkcer - aT0.
A) ymopsgoueHHbII HAOOP U3 AIEMEHTOB anpaBuTa
b) KxoHeYHOE MHOKECTBO UCTIONB3YEMBIX ISl KOAUPOBAHUS HH(POPMAITUH 3HAKOB
B) Bce npaBwIbHBIC

[Tpumeps! angaBuTOB:
A)  Z2s6 - cumBOITBI, BXOasmume B ctanaapTabie kKoasl ASCI u KOU-8
b) BocbMepryHBIN U 1I€CTHAALIATEPUYHBIHN anpaBUThI
B) AEE

HIudposanue - 3t0.
A) mnpeobpa3oBaTEIbHBIN MPOLECC UCXOTHOTO TEKCTA B 3aII(pPOBAHHBIH
b) ynopsinodennsiit HaOop U3 37€MEHTOB andaBuTa
B) Her nmpaBHIBHOTO OTBETA

JeummdpoBanue - 3T0.
A) Ha ocHOBe KJIF04a MU(GPOBAHHBIN TEKCT MPE0OPa3yeTcsi B UCXOTHBIH
b) naponu u1s1 octyna K CETEBBIM pecypcaM
B) ceprtudukarsl 11 10cTyMa K CETEBBIM pecypcam U 3aIiiu(ppoBaHHBIM JAHHBIM Ha CAMOM
KOMIIbIOTEpE

Kpunrorpaduueckas cuctema npeacTaBisieT COOOH.

A) cemeiictBo T mpeoOpa3oBaHMil OTKPHITOTO TEKCTA, YWICHBI €T0 CEMEHCTBA HHIECKCHPYIOTCS
cuMBOJIOM K

b) nporpammy

B) cucremy



13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

[IpoctpancTBo Kitoueii K - 3to...
A) Hab0p BO3MOXKHBIX 3HAYCHUH KITFOYa
b) nnuna xmroua
B) Her nmpaBWIBHOTO OTBETA

Kpunrocucremsl pazaenstorcs Ha:
A) cuMMeTpUUHbIE
b) accumerpuunsle
8) C OTKpBITHIM KIFOYOM

CKOJIBKO UCTIONIB3YETCSI KITF0Uei B CHMMETPHYHBIX KPUIITOCHCTEMAX JUIsl INU(POBAHUS U
nemuppoBaHU
A 1
b)2
B) 3

CKoJib KITH0YeH UCI0JIb3YETCsl B CUCTEMAX C OTKPBITHIM KIIFOUOM
A) 2
b)3
B) 1

Kakue ki1r04n CIONIb3YIOTCS B CUCTEMAX € OTKPBITHIM KIFOUOM
A) OTKPBITHII
b) 3akpbIThIit
B) HeT npaBuibHOrO OTBETA

Kak cBsi3aHbl KJIIOUU APYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
A) maremaTuyecku
b) noruuecku
B) anroputmuuecku

DJEeKTPOHHOM MOJIIUCHIO HA3bIBAETCS.
A) mpHcoeIuHsIEMOE K TEKCTY ero Kpunrorpaduyeckoe npeodpazoBaHme
b) Texct
B) 3ammdpoBaHHBIi TEKCT

KpunrocToikocTs - 310.
A) xapakTepucThKa mpu@Ta, ONPEACISIONas ero CTONKOCTh K Aemn(poBaHmI0 0€3 3HAHUS
KITI04a
b) cBolicTBO rammBl
B) Bce oTBeTHI BEpHBI

ITokazarenu KpUNTOCTOMKOCTH:
A) KOJIHYECTBO BCEX BO3ZMOXKHBIX KITFOUEH
b) cpennee BpeMs, He0OX0uMOE TSI KPUTITOAHATTN3A
B) KkoaM4ecTBO CHMBOJIOB B KIIIOUE

J171st COBpeMEHHBIX KpUNITOrparUecKUX CHCTEM 3alIUThl HH(POPMAITUU
chopMyTUpPOBaHBI CIAEAYIOIINE OOIICTIPUHSITHIC TPEOOBAHMS:
A) 3HaHHe anropuTMa MU(PPOBAHUS HE TOJHKHO BIUSATH HA HAJIE)KHOCTD 3aIIUTHI
B) cTpykTypHBIE 35IeMEHTBI anropuTMa UG POBAHUS JOHKHBI OBITh HEM3MEHHBIMU
B) He 10MKHO OBITH MPOCTHIX M JICTKO YCTAHABIMBAEMbIX 3aBUCHMOCTBIO MEXKTy KITFOYaMHU
MOCIIE0BATEIHHO UCIIOIB3YEMBIMU B TIpollecce MudpoBaHus

JU1s COBpEeMEHHBIX KPUNITOrpahUUIEeCKUX CUCTEM 3aIHUThI HH(OpMAIU



24,

25.

26.

27.

28.

29.

30.

31.

32.

chOopMyITUPOBAHKI CIEAYIONINE OOMICTIPUHSATHIC TPEOOBAHMS:

A) mHa mruppPOBAHHOTO TEKCTa M0JKHA OBITh PABHOM JIMHE HCXOAHOTO TEKCTa

b) 3ammppoBanHOE cOOOIIEHNE TOMKHO MOAIABATHCS YTEHUIO TOIBKO IPU HAJTMYUH KITI0Ya
B) Her nmpaBHJIBHOTO OTBETA

OCHOBHBIE COBPEMEHHBIC METOIbI IN(PPOBAHHUS:
A) airopuT™Ma raMMHPOBAHHS
B) airopuT™mBl CI0KHBIX MaTEeMaTHYECKUX PEOOPa30BaHMA
B) anroput™ nepecraHoBKH

CHMBOJIBI HCXOIHOTO TEKCTA CKJIA/IbIBAIOTCS C CUMBOJIAMH HEKOH ci1y4aiHOM
[I0CIIEI0BATENBHOCTH - 3TO...
A) anropuT™M raMMHUPOBAHUS
b) anroput™m nepectaHoBKU
B) anroputM aHanMTHYECKHX MPEoOpa3OBaHU

CHMBOJIbI OPUTHHAIBHOTO TEKCTa MEHSIIOTCS MECTaMH I10 OTPEICICHHOMY MPUHIIMITY,
SIBJSIFOIIIEMYCSI CEKPETHBIM KJTFOUOM - 3TO.
A) aJIropuT™m NepecTaHOBKU
B) anroputm moacTaHOBKH
B) amroput™ ramMmpoBaHHUsI

Camoii mpocToil pa3HOBHIHOCTH IMOJACTAHOBKH SIBIISICTCS
A) mnpocras 3aMeHa
b) nepecranoBka
B) mpocras nepecraHoBka

M3 ckonbKy MOCIEI0BATEILHOCTENH COCTOUT paciIi(poBKa TeKcTa 1o Tabnuie
Buwxunepa
A) 3
b) 4
B) 5

Kakue TaGnuipl BuxknHepa MOKHO MCTIOIBb30BATh /ISl MTOBBILIEHUS] CTOMKOCTH
1 ppoBaHus
A) Bo Bcex (KpoMme IepBoii) CTpoKax TaOJHUIIbI OYKBBI PACIIONIATAFOTCS B TIPOU3BOIEHOM
nopsiike b) B kauecTBe Kit0Ya UCTIONB3YETCS CITy4aifHOCTh TOCIEI0BATEIIBHBIX YHCEI
B) Her nmpaBHJIBHOTO OTBETA

B 4em cyTh MeTO/1a IepeCTaHOBKH
A) cuMBOIIBI IIH(PYEMOro TEKCTa MEPECTABISIFOTCS MO OMPEICICHHBIM [TPABHIaM BHYTPU
mudpyemMoro 6J10ka CUMBOJIOB
b) 3amena andasura
B) Bce npaBumiIbHBIC

CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHPOBAHHMS
A) 2
b)5
B) 3

Uem onpenensercs CTOMKOCTh MH(PPOBAHUS METOIOM FraMMHUPOBAHUS
A) CBOHCTBOM raMMbl
b) nnuna xmroua
B) Her nmpaBUIBHOTO OTBETA



33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

YTo MOKET UCIIOIb30BaThCI B KAYECTBE TaMMBI

A) mobast MoCIe0BaTeIbHOCTh CITy4aiiHbIX CHMBOJIOB
b) uucno
B) Bce oTBeTHI BepHEI

Kakoit meron ucnonb3yercs npu mudpPOBaHUH ¢ TIOMOIIBIO AaHATUTUYCCKHX
npeoOpa3oBaHMiA
A) anreOpsl MaTPHII
b) marpuna
B) dakropuan

Yro HCIIOJIB3YCTCA B KAYCCTBEC KJIKO4a IIpH H_II/I(I)pOBaHI/II/I C IIOMOIIIBIO aHAJIMTHYCCKUX

npeoOpa3oBaHMA

A) wmarpuna A

b) BekTop

B) o6parnas marpuna

Kak ocymecTBisiercs nemmdpoBanue TeKCTa Mpu aHATUTHIECKUAX TPE0Opa30BAHUAX

A) yYMHOXCHUE MATPUIIbI HA BEKTOP
b) nenenue matpuipl Ha BEKTOP
B) mnepemHOXeHHE MAaTpHIL

KoMOuHamm KOMOMHIPOBAHHOTO METO/1a IH(PPOBAHUS:
A) 1oJCTaHOBKA+tTaMMHUPOBAHKE
b) rammupoBanue+raMmMupoBaHue
B) mnoxcranoBkatmepecTaHOBKa

Jis gero ucrionb3oBaiicss DES-anroputm u3-3a HEOOIBIIOro pa3Mep KIIro4da
A) 3aKpBITHS KOMMEPYECKON HHPOPMALIUH
b) mmdposanus cexperHoil uHGpOpMaLK
B) Her nmpaBWIBHOTO OTBETA

OcnoBHbIe obnactu npuMeHeHust DES-anroputma
A) XpaHEHHe TaHHBIX Ha KOMIBIOTEPE
b) snextponnas cucrema ruiarexen
B) ayrentudukanus cooOIeHui

Korna 6511 BBeaeH B aetictere 'OCT 28147-89
A) 1990
b) 1890
B) 1995

JocrouncrBa 'OCTa 28147-89
A) BBICOKast CTOMKOCTh
b) uena
B) rubkocth

Yem orinyaercs 61ok-cxema anroputma ['OCT ot 6mok-cxembl DES-anropurma
A) OTCyTCTBHEM HAayalIbHOM MMEPECTAHOBKH U YKCIIOM IUKJIOB MH(PPOBAHHSI
b) nnuHoM Kkiroua
B) meromom mmdpoBanus

Kirou anroputma 'OCT - 370...
A) MaccuB, COCTOSIIHI U3 32-MEPHBIX BEKTOPOB



44,

45.

46.

471.

48.

49,

50.

51.

52.

53.

b) nmocnenoBaTenbHOCTD YnCen
B) angasut

Kaxoit ximtou ucnonp3yercs B mmdpe 'OCT
A) 256-0uTOBBII
b) 246-6uToBHIii
B) 356-6uToBbIit

[Tpumepbl porpaMMHBIX HIH(PPATOPOB:
A) PGP
b)BestCrypt 6.04
B) PTR

[Tinrockl MporpaMMHBIX MIH(PATOPOB:
A) nena
b) rubkocTh
B) GwicTpoaciicTBue

VK3/]] - ato.
A) ycTpoiicTBO KpUNTOrpaduuecKoil 3aIUThl JaHHBIX
B) ycTpoiicTBo kpunTorpaduueckoi 3alaHHOCTH JaHHBIX
B) Her nmpaBHJIBHOTO OTBETA

biok ynpasienus - 3t1o.
A) OCHOBHOI MO/YJIb IIKU(pPATOPa, KOTOPBIN «3aBeAyeT» pabOTON BCEX OCTAIbHBIX
B) ycTpoiicTBo kpunTorpaduueckoi 3aJaHHOCTH JaHHBIX
B) mpoxoanoii mmdpaTtop

Breraucnourens - 70.
A) HaboOp perucTpoB, CyMMaTOpPOB, OJOKOB MMOJICTAHOBKH, CBSI3aHHBIX COOOH MIMHAMHM TIepeIaun
JTAaHHBIX
b) ¢aiinbl, ncnonp3yomue pa3iuyHble METO bl KIIIUPOBAHUS
B) s3bIK OomMcaHMs JaHHBIX

bnox ynpasneHus - 371o.
A) anmapaTHO peaar30BaHHas MPOrpaMMa, YIIPABIISIOIIAs BEIYUCIUTEIEM
b) s3Ik onmcaHus TaHHBIX
B) mporecc onpeeneHus OTBeYaeT Ha TEKYyILee COCTOSHUE Pa3pabOTKU TPeOOBAHHSIM JTaHHOTO
JTana

Kakoii mmdparop MOXXHO HCIIONIB30BATh IS 3aIIMTHI epeaaBaeMoii B CeTh
uHpopManuu
A) 00BIYHBIN MU(pATOp
b) nmpoxoanoii mudparop
B) Ttabmuunblit mmdparop

Erunerckuii TEKCT JOTUPOBAJICS TPUMEPHO...
A) 1900r. 1. H.5.
b) 1890 r. 1. H.5.
B) 1990r.

OnMH U3 CaMbIX U3BECTHBIX METO/I0B IHU(POBAHMS HOCHT MMS.
A) Llesaps
b) I'eitna
B) Buwxunepa



o4, W3 KakuX CTPYKTYPHBIX €AUHHI] COCTOUT MHU(POIIPOIIECCOp
A) BBIYHCITUTEIH
b) 610k ynpaBienus
B) Oydep BBOa-BBIBO/IA

55. Kpunrorpaduieckue neiicTBUS BBITOTHSET.
A) BBIUHUCIUTEIH
b) 6ydep BBOma-BBIBOIA
B) 610k ynipaBnenus

56. HaunGosee n3BecTHbIC pa3HOBUAHOCTH MONMHaI(paBuTa:
A) OJIHOKOHTYpPHBIE
b) MHOTOKOHTYpHBIE
B) nonukpHTypHBIE

57. 3ammppoBaHHBIN (aiii, XpaHSIIUIiCS Ha JTOTHYECKOM JIUCKE, KOTOPBIN IMOJKIIOYACTCS K
CHCTEME KaK €IIe OJIH JIOTUIECKHUH JUCK - ITO.
A) BHpPTYyaIbHBI KOHTECHHED
b) daiin
B) mnporpamma

58. YeTpolcTBO, 1aroniee CTaTUYECKU CIIy4anHbIM IIyM - 3TO.
A) TeHepaTop CIydalHBIX YHCEI
b) koHTpOJIH BBOIA HA KOMITBIOTEP
B) VK3]

59. Kakue nomomHuTEIBHBIC TOPTHI BBOJIa-BBIBOAA COMEep kT Y K3/1:
A) COM
b) USB
B) FGR

60. CKOIBKO CYIIECTBYET MepecTaHOBOK B cTanAapTe DES
A) 3
b) 4
B) 2

61. Kakwue mepectaHoBKH CyIIecTBYIOT B cTrangapte DES

A) pocTsie
b) pacuupennsie
B) cokpariennbie

62. Kak nazpiBaercs mogandukanus DESa
A) Triple Des
b) M-506
B) Deh

3.6. TunoBsie 3aaHus AJISI IPOMEXKYTOUHOTO KOHTpoJia mo M/IK.02. 02
Kpunrorpadpuueckne cpeacrsa 3ammrbl HHPOPMALMH

1. Ilpeamer u 3amaun kpunrorpaduu. Mcropus kpuntorpadun. OCHOBHbIE TEPMUHBI.
2. DJeMeHTHl TEOpUU MHOXKECTB. [ pyIIITbl, KOIbIIa, OIS,



b ow

NGO

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.
20.
21.

22.
23.

24,

25.

26.

217.

28.

29.
30.

31.
32.

33.
34.
35.
36.
37.

38.

Hemumocts uncen. [Ipusnaku nenumoctu. IIpocTeie u cocTaBHbIE YKCIIA.
OcHoBHas Teopema apudmernku. HanbGompmmii oOmuii aenutens. B3auMHO mpocThie
yucna. Anroput™ EBknuna nns naxoxnaenus HO/JL.
OtHomeHus: cpaHUMOCTH. CBOMCTBA cpaBHEeHU. MoaynsapHas apudmeTuka.
Knaccsl. [lonnas u npuBeneHHas cucrema BelueToB. OyHKIus Diiepa.
Teopema depma-Diiniepa. AITOpUTM OBICTPOTO BO3BEACHHS B CTEIIEHB 11O MOTYJIIO.
CpaBHeHusi mepBoil creneHu. JluneitHple TuUO(AaHTOBBI ypaBHEHHs. PacimmpeHHBIN
anroputm EBkiupa.
Kuraiickast Teopema 00 ocraTkax.
[IpoBepka yucen Ha MPOCTOTY. AJITOPUTMBI T€HEPALIMH MPOCTHIX YUCEL.
MeTton npobHbIX fnenenuid. Pemero Dparocdena.
Pa3noxxenue yncna Ha MHOXKHUTETH. AnroputMbl Gaktopuzanuu. daxkropuzamus depma.
Meron [lonnapna.
AnropuTMmbl TucKpeTHOTo JorapudmupoBanus. Merox [lomnapaa. Meton Illoppa.
Apudmerndeckre ornepanu Haj OOJbIIMMHU YHCIaMU.
DUIUNTHYECKUE KPUBBIC U X MPUIIOKEHUS B KpUITOrpaduu.
Knaccuukanmss OCHOBHBIX  METOJOB  KpUNTOrpadU4ecKodl  3amuThl.  MeTonbl
CUMMETPUYHOTO MIHU(PPOBAHUS
[udpei 3amensl. [Ipocras 3ameHa, MHOroaipaBUTHASI [10ICTAHOBKA, IPONOPLIMOHATBHBIN
mudp.
MeTtopl nepecTaHoBKU. TabauuHas epecTaHoOBKA, MaplIpyTHas epecTaHOBKa
I"ammupoBanue. ['aMmmupoBaHue ¢ KOHEYHON M OECKOHEUHOI raMMamMu
OcHoBHbIE METObI KpunToaHanu3a. Kpunrorpagpuueckue ataku.
Kpunrorapuyeckas cToiKoCTb. AGCOTIOTHO CTOMKHE KPUITOCUCTEMBI. [[pUHIIUTIBI
Kupxkxoddca.
[lepcnexkTUBHBIE HANPABIECHUS KPUNITOAHAIN3A, KBAHTOBBIM KPUITOAHAIINS.
OcHoBHBIE IPUHIMIIBI TOTOYHOTO HH(poBanus. [Ipumenenue reaeparopos [1CY B
Kpunrorpaduu.
Mertoapl oTy4eHHs TICEBIOCTYYaiiHbIX TTocnenoBatenbHocTel. JIKT, meTon ®dubonauyw,
meton BBS.
Koauposanue nnpopmanun. CuMBOIbHOE KOAUpoBaHue. CMBICIOBOE KOJIMPOBAHHUE.
Mexanuzanus mmdposanus. [IpeacraBnenue napopmanyy B ABOMYHOM Koze. Tabnuua
ASCII.

Komnerorepuszanus mudposanus. AnmnapaTtHoe U IporpaMMHoe mudpoBaHue
CranpapTuzanus NporpaMMHO-aMapaTHbIX KPUNITOrpaUYecKUX CUCTEM U CPEACTB.
N3ydyeHne coBpeMEHHBIX TPOrPaMMHBIX U allapaTHBIX KPUNTOrpaduIecKuX CPesICTB.
O6ume cBenenus. CTpyKTypHasi cXxeMa CUHMMETPHUYHBIX KPUIITOrpahuIeCKUX CUCTEM
OteuectBenHble anropuTMbl Marma u Kysneuunk u cranaaptsl OCT P 34.12-2015 u I'OCT
P 34.13-2015.

Cummerpuunbie anroputMbl DES, AES, TOCT 28147-89, RC4

Kpunrocucremsl ¢ OTKpBITBIM KitouoM. HeoOGpatumocts cucteM. CTpyKTypHas cxema
IU(PPOBAHUS C OTKPHITHIM KIIFOUOM.

DJeMEeHTBl TEOPUH YUCEIl B KPUNITOTPA(UU C OTKPBITHIM KIIFOUOM.

Aytentuduxanus naHHbix. O6mume mnouatusa. OII. MAC. OnHoHamnpaBieHHbIE Xelll-
(GyHKIMU. ATTOPUTMBI IIM(PPOBOI MOATIHUCH

AJTOpUTMBI pacrpesielieHns KIo4Yel ¢ IpUMEHEHHEM CUMMETPUYHBIX U aCHMMETPHYHBIX
cxeM [IpoTokosbl ayTeHTU(DUKAITUH.

Bsaumnas ayrentudukanus. OTHOCTOPOHHSS ayTeHTUDUKAIHS

AbonenTtckoe mudppoanue. [lakeTHoe mudpoanue. 3amuTa HEHTPa TeHEPALIUH KITIOYEH.
Kpunromapmpyrtuzarop. [laketHbiit puabtp

Kpunrorpaduueckas 3ammura OecripOBOJHBIX COEIUMHEHUH B ceTsix cranaapra 802.11 c
ucnosbs3oBanueM npotokonaos WPA, WEP.

[TpuHuMnBl  (QYHKIMOHMPOBAHUS JIEKTPOHHBIX IUIATEKHBIX CHCTEM. OJIEKTPOHHbBIE



4.

TUTACTUKOBBIE KapThl. [lepcoHanbHbIN NIEHTH(PHUKALIMOHHBIH HOMEP

39. [Ipumenenne KpuUNTOrpauUYecKUXx MPOTOKOJOB Juisi obecrieueHuss OE30MacHOCTH
3JIEKTPOHHON KOMMEPLIHH.

40. CxpsITas nepenada MHGOPMaIMKA B KOMIIBIOTEPHBIX cucTteMax. [Ipobiema ayreHTudUKaIIN
MYJIbTUMEINHHON nH(pOopManuy. 3amuTa aBTOPCKUX MPaB.

41. Metoasl kommbloTepHON creraHorpaduu. LludpoBbie BOASHBIE 3HAKU. AJITOPUTMBI
BcTpauBanus [[B3

Kpurepun oueHok:

- OLEHKA «OTIMYHOY, €CIIU CTYAEHT 001a1aeT ryOOKUMH U IPOYHBIMU 3HAHUSIMU IPOTPAMMHOTO
Marepuana; Ipyu OTBETE Ha BOIIPOCHI IPOJAEMOHCTPUPOBAII HCUEPIIBIBAIOLIEE, IIOCIEI0BATENIBHOE U
JIOTHYECKU CTPOMHOE H3JI0KEHUE; MPaBWIBHO CHOPMYIMPOBAT MOHATHA U 3aKOHOMEPHOCTH 110
BOIIPOCAM; CJieJlajl BBIBOJ 10 U3JIaraéMOMY MaTepuaiy;

- OLEHKa «XOpOLIO», €CIU CTYIEHT 00J1aJaeT JOCTaTOYHO IOJHBIM 3HAHHUEM HPOTrPaMMHOIO
MaTepuasa; ero OTBET IPEICTaBIsIeT TPAaMOTHOE M3JI0KEHUE y4eOHOro MaTepuana; HO UMEITCS
CYIIECTBEHHbIE HETOYHOCTH B (POPMYIUPOBAHUM MOHATUN M 3aKOHOMEPHOCTEH IO BOINpOcaM; He
ITOJIHOCTBIO CJIEJIaHbI BBIBOJIBI 10 U3JIara€MOMY MaTepHaIly;

- OLEHKA «YyJOBJIETBOPUTEIBHO», €CIH CTYICHT UMeeT O0IIMe 3HaHUsI OCHOBHOIO MaTepuaia 0e3
YCBOEHHS HEKOTOPBIX CYIIECTBEHHBIX MOJI0KEHUH; HOPMYyTHpPyeT OCHOBHBIE IOHSATHS C HEKOTOPOI
HETOYHOCTBIO; 3aTPyIHSETCA B IIPUBEICHUM IPUMEPOB, IOATBEPXKAAOIMUX TEOPETUUYECKUE
ITOJIOYKEHNS,

- OLIEHKA «HEYIOBJIETBOPUTEIBHOY, €CIIM CTYIEHT HE 3HAET 3HAYUTEIbHYIO YaCTh IPOrPaMMHOI0
MaTtepuaia; AONYCTUI CYLUIECTBEHHbIE OIIMOKM B IMPOLECCE H3JIOKEHUS, HE YMEET BBIIEIMUTH
IJIABHOE U C/I€JaTh BBIBOJ; IPUBOAUT OLIMOOUYHBIE ONpPENEIeHUs; HU OJUH BOIIPOC HE PaCCMOTPEH
710 KOHIIA, HABOJAIIME BOIIPOCHI HE TIOMOT'AIOT.

TpeboBanus k nupdepeHINPOBAHHOMY 3aUeTy 10 YueOHOM 1 (1JIM) NPOU3BOJACTBEHHOM
NMPaKTHKe

JudpdepeHunpoBaHHbIN 3aueT M0 y4eOHOW M (WJIM) MPOU3BOJICTBEHHOM MPAKTHKE BBICTABIISETCS C
Y4ETOM JIaHHBIX AaTTECTALlMOHHOTO JHMCTa (XapaKTepUCTHKH MPOPECCHOHATBHON esTeTbHOCTH
00ydJaromerocs/cTy/ieHTa Ha IPaKTUKE) ¢ YKa3aHUEM BUJIOB PabOT, BHITIOJHEHHBIX 00yUYaIOIUMCS BO
BpeMs MpaKTHKH, UX 00beMa, KauecTBa BBIOJHEHHUS B COOTBETCTBUU C TEXHOJOTMeW W (MJIH)
TpeOOBaHUSAMH OpraHU3aluy, B KOTOPOH MPOXOANIa MPAKTUKA.

4.1. OueHouyHBbIE MaTEpUATIBI

HepequL BOIIPOCOB K CO6CCCI[OB8_HI/IIO 10 HpOPI3BOI[CTBCHHOI>i IMPAKTHUKE

CoNoUR~WNE

KpaTkas xapakTepucTHKa MeCTa IPAKTHUKU

TpeGoBaHus 10 3aIIUTE NEPCOHANBHBIX JTaHHBIX

TpeboBaHus 110 3aUTe KOHPHUICHIMATBHBIX JAHHBIX MPEANPHUITUS
CucreMbl KOHTPOJIS M YIPABIEHUS JOCTYIIOM Ha MPEANPUATHI
Crioco6bl orpaHMyeHHs AOCTyNa K HH(OpMaIK

[Tpu3Haky HANUYUS BPEIOHOCHOTO MPOTPaAaMMHOI0 00€CTIeYeHUSI
CpencTBa 3amuThl HHPOPMAIIUN B KOMIIBIOTEPHBIX CETSIX

CpenctBa 0OHapyKeHUSI KOMIIBIOTEPHBIX aTaK

Crioco0bI penynpeskIeHus KOMIBIOTEPHBIX aTaK

10 [TporpaMmMHo-arnapaTHble CpeACTBa YHUUTOKEHUS HH(OpMaLUK U HocuTellel nHpopMauu



4.2. dopma aTTeCTaIMOHHOTO JIUCTA (U3 THEBHUKA I10 MPAKTUKE)
ATTECTAIIMOHHBIN JIUCT IO YYEFHOM/ITPOU3BOJCTBEHHOM ITPAKTUKE

@UO obyuarowezocs

obyuaronuiics (ascs) Ha Kypce no crnenuaibHocTd CITO 10.02.05 Ob6ecnieuenrne nHGOPMAITMOHHON
0€30IaCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM YCIEIIHO mpoiien(yia) y4eOHY0/IpOu3BOACTBEHHYIO
MPaKTUKY 10 npodeccunonanbHomMy Moy IIM.02 «3amura undopmanuu B aBTOMATH3MPOBAHHBIX

CHCTeMaxX NPOrPaMMHBIMH U MPOrPaAMMHO-ANNAPATHBIMH CPeACTBAMI»
B 00BEME C « »20 I. 110 « »20 I.

B OpraHu3alluy /Ha IPEATNPUITHH
HAUMeHOBAHUEe OP2AHU3AYUU/NPEONnPUANUL, TOPUOUYeCKUli aopec

Buabl 1 Ka4eCcTBO BHINOJTHEHUA paGOT

Busl paboT, BEITOTHEHHBIX 00ydaromumcsi(eiicsa) | O0bem padoT KavecTBo BbImonHeHHsT paboOT

BO BpeMs IIPAKTHKH (onTUMAaNBEHBINA/CpeTHUH/ TOTTYCTHUMBII
YpOBEHD)

Hroro

PykxoBoauTens oT npeanpusaTus

(OondicHocmb, amunus, ums, Omyecmaso)

Jlara /1

(noonucw) Pacuugposka noonucu

PykoBogutens npaktuku ot I'TIOY TO «TKCuOT»

(mOIKHOCTD, (haMUITHS, UM, OTIECTBO)

Jlata 1

(noonucw) Pacwugposka noonucu



5. BenoMocTh K 3Kk3aMeHYy KBATH(UKALNOHHOMY

CrnenmajabLHOCTh

IIpodeccuonaabLHBIH MOLYIb

I[aTa MnmpoBeaCHUSA

DUO odyyaromerocs

ATTECTAIIMOHHAS BEAOMOCTD

10.02.05 O6ecneucHre HHOOPMAITMOHHOMN 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM

1IM.02 3aHII/ITa I/IHd)ODMaIII/II/I B aBTOMATU3HWPOBAHHBIX CUCTCMAX NIPOrpaMMHBIMHU U IIPOrpaMMHO-allnapaTHbIMU CPCACTBAMHU

Koasbl nposepsieMbIxX
KOMIIeTeHI Uit

OcCHOBHBIE IOKA3aTeJIN OLEHKH pe3yJbTaTa

DopMBbI M METOABI
KOHTPOJISI M OLIEHKHU

CooTBeTcTBHE/
He COOTBETCTBHE
nokasarenao (+/-

)

Ouenka (3auTeHo /
He 32YTEeHO)

TIK 2.1. OcymecTBusTh
YCTaHOBKY U HACTPOUKY
OTJEIBHBIX IPOTPAMMHBIX,
[IPOrPaMMHO -alMapaTHBIX

CpPE/CTB 3aIlUThl HH(POPMaUU

yCTaHaBJIMBAET IPOrpaMMHbIE U IIPOrPaMMHO-aIlNapaTHbIe CPeCTBa
3alIUTHl HHPOPMAIIKK;

HacTpauBaeT MPOrpaMMHBIE H IPOrPaMMHO-aIIapaTHbIE CPECTBA 3aLUTHI
HHPOpPMALINY;

NPHMEHSET IPOrpaMMHBIE M IIPOrPAMMHO-aIIIIapaTHBIE CPENICTBA 3AILUTHI
uH(bOPMALUH, B TOM YUCTIe, B ONIEPALMOHHBIX CHCTEMaX, KOMIBIOTEPHBIX
ceTsix, 0a3ax JaHHBIX.

O1eHKa Pe3yIbTaTOB
BEITTOJTHEHHS 3aJaHUN
DKCHepTHas OLIEHKa
IOKyMEHTOB
[IPOU3BOICTBEHHOU
IPAKTUKU

[1K 2.2. O6ecnieunBaTh 3aIUTY

MHQOPMALIH B
AQBTOMAaTH3HPOBAHHBIX
CHCTeMaX OTAEITbHBIMH

[IPOrPaMMHBIMU, IPOrPAMMHO
-alnapaTHbIMU CPEICTBAMU.

yCTaHaBJIMBAET CPEIICTBA aHTHBUPYCHOW 3aIIHUTHL;

HACTPaWBAaET CPEICTBA AaHTHBUPYCHOW 3aIIUTHI B COOTBETCTBHH C
MPEIbIBISICMBIMHI TPEOOBAHUSIMH;

yCTaHABJIMBACT MPOrPAMMHBIC U IPOTrPAMMHO-AMIaPaTHBIC CPEACTBA
3alUThl HH(POPMAIIHH;

HACTpPaMBaeT MPOrPaMMHbIC U IPOTPAMMHO-AIIIAPATHBIC CPEICTBA 3AIIUTHI
nHpOpMaLNY;

MPUMEHSIET CUCTEMBI KOHTPOJIS U YIPABJICHHUS TOCTYIIOM ISl 3aI[UThI
nHpopmanuy;

MPOBEPSICT BBIIOJIHEHUE TPEOOBAHUI O 3amuTe HHPOPMAIIUH OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA TIPU aTTECTAIUH OOBEKTOB
WHPOPMATU3AIIH [0 TPEOOBAHUIM OE30MACHOCTH HHPOPMALIUY;

OneHKa pe3yabTaToB
BBINOJIHEHHS 3aJaHUI
OKCIIEpTHAs OLICHKA
TOKYMEHTOB Y4e€OHOH U
[IPON3BO/ICTBEHHOU
[PAKTUKU

T1K 2.3. OcymecTBisTh
TECTHPOBaHUE ()yHKIIHA

OTACJIbHBIX IPOrPAMMHBIX U

MNPpOTrpaMMHO -allllapaTHbIX

MPOBOJIUT JIMArHOCTHKY MPOTPaMMHO-ANIaPATHBIX CPEJICTB 3AIUTHI
nHpopmanuy;

yCTpaHseT 0TKa3bl B pad0Te NpOrpaMMHO-aIIIaPaTHBIX CPEACTB 3alHUThI
nHpopmanuy;

OreHKa pe3yIbTaToB
BEITTOJTHEHUS 3aJaHUI
DKCIIEpTHAs OI[CHKA

JTIOKyMEHTOB y4eOHOH 1




CPEICTB 3alIUTH HHPOPMALIUN

obecrieunBaeT pabOTOCIOCOOHOCTH MPOrPaMMHO-AINAPATHBIX CPEICTB
3alIUTHl HHPOPMAIINK;

TecTUpyeT QYHKIMHU NPOrpaMMHO-ANINAPATHBIX CPEACTB 3alUThI
nHpopmanuy;

BOCCTaHABIIMBAeT pabOTOCIIOCOOHOCTH MPOTrPaMMHBIX U ITPOIPAMMHO -
aNmapaTHIX CPEICTB 3alIUThl HHYOPMAIUHL.

[MPON3BOICTBEHHOU
MPaKTUKA

[1K 2.4. OcymecTBiiTh
00paboTKy, XpaHCHUE
nepeaady HHPOpMaIun
OrpaHMYECHHOTO OCTYIIA

NPHMEHSeT CHMMETPHYHBIE U aCHMMETPHYHBIE KpHITOrpaduueckue
AJITOPUTMBI M CPEICTBA IU(PPOBAHNS JAaHHBIX;

NPHMEHSEeT IPOrpaMMHbIE M IIPOIPAMMHO-aIIIapaTHBIC CPEICTBA I
3alMTHl HHpOpMaIMU B 0a3ax JaHHbBIX;

MPOBEPSIET BHINOJHEHUE TPEOOBAHUM IO 3alUTe HHPOPMAIMU OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA MPH aTTECTalluU 0OBEKTOB
nH(opMaTu3anuy 1o TpeOOBaHUsIM 0€30MACHOCTH HHPOPMAIINY;
NPUMEHSET MaTeMaTHYECKUH armapar JUisl BBIIOJIHEHUS
KpHNTOrpaduuecKux npeodpazoBaHmii;

UCIIONIB3YeT THIIOBBIE IPOrPaMMHBIE KpUIITOrpadUuecKue CpesicTBa, B TOM
YHCIIE DJICKTPOHHYIO MOAIHCH.

OreHKa Pe3yIbTaTOB
BBITIOJTHEHUS 3aJaHUN
DKCIIepTHas OI[CHKA
TOKYMEHTOB Y4eOHOH H
[IPOU3BOJICTBEHHOM
[PAKTUKU

[IK 2.5. YHHuTOXAaTh
MH()OpPMALUIO 1 HOCUTEIH
MHQOPMALIIH C
HCIIOTIb30BaHHEM
[POTrPaMMHBIX U IPOTPAMMHO -
annapaTHBIX CPEJCTB

BesieT yu€r nH(OpMaLUH, JUI1 KOTOPOH YCTAaHOBIIEH PEXKUM
KOH(UICHIIMAILHOCTH;

o0pabaTbIBaeT MHPOPMALIHIO, Ul KOTOPOI YCTAaHOBIICH PEXKUM
KOH(UICHIIMAILHOCTH;

obecrieunBaeT HaIe)KHOE XpaHeHHe HHPOPMALINH, JJIsl KOTOPOU
YCTaHOBIICH PEKUM KOH(PUICHIHATbHOCTH;

nepenaet HHPOPMAIHIO, JUI KOTOPOH YCTAaHOBIICH PEXHUM
KOH(U/ICHIINAIBHOCTH, ¢ COOJIIO/IEHNEM YCTaHOBIIEHHBIX TPEOOBAHUH;
MPUMEHSIET CPEJICTBA TapaHTHPOBAHHOTO YHUUTOXEHUsI HHPOPMaIHH.

OLeHKa pe3yJIbTaToB
BBITIOJTHEH M 3alaHUN
DKCIEpTHAas OLIEHKA
TOKYMEHTOB Y4eOHOH H
[MPOU3BO/ICTBEHHON
[IPAKTUKHU

TIK 2.6. OcymecTBisTh
[PETHCTPAIMI0 OCHOBHBIX
coObITHiI B
ABTOMAaTH3HPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEMAX,
B TOM HHCIIE C
MCIIOJIE30BaHIEM
[POTPAMMHBIX U IPOTPAMMHO -
AIIapaTHBIX CPEICTB
0OHapyKeHMUS,
MpeaynpexIeHUs U
ITMKBUAALNH TIOCIIEICTBUI
KOMITBIOTEPHBIX aTaK

paboTaer ¢ mocucTeMaMy PErHCTpaui COOBITHI;

BBISBJIICT COOBITHS M MHIMACHTHI O€3011aCHOCTH B aBTOMAaTH3UPOBAHHOM
CHCTEME;

yCTaHaBJIMBaeT IPOrpaMMHBIE U IPOTrPaMMHO-aNIapaTHbIE CPEACTBA
3aMUTHl HHPOPMAIIHH;

HACTpaWBaeT MPOrPaMMHBIE U IPOTPaMMHO-AIIapaTHRIE CPEACTBA 3AIIUTHI
nHpOpPMALNY;

MPHUMEHSET IPOTrpaMMHBIE B TPOTPaMMHO-aIIapaTHBIE CPEACTBA 3AIUTHI
nHpOpPMAaLNH;

OCYIIECTBJISIET MOHUTOPHHT U PETHCTPAIMIO CBEJICHUH, HEOOXOIUMBIX JUIS
3aUThl 00bEKTOB MH(YOPMATH3ALNH, B TOM YHCIIE C CIIOIb30BaHUEM
MPOTPAaMMHBIX U ITPOTrPaMMHO-ANIaPaTHBIX CPEJCTB OOHAPYKEHHUS,
OpeayNnpexAeHUs U IMKBUJALMY TOCIEACTBUI KOMIIBIOTEPHBIX aTak.

O1eHKa pe3yJIbTaToB
BBITTOJTHEHHS 33/1aHUH
DKCIEepTHas! OLIEHKa
TOKyMEHTOB y4eOHOH 1
[IPON3BO/ICTBEHHOU
[PaKTHKA

OK 01. Beibupats crioco6st
peieHus 3a1a4
mpodeccnoHaTLHOM

pacmo3HaeT 3ajauy u/win npoosieMy B podeCCHOHATBPHOM KOHTEKCTE;
aHAJIM3UPYET 3a/lauy W/1iK npoOJieMy U BbIACISET e€ COCTaBHbIC YacTH;
OTIpeIeIISIeT TAIbI PEIICHH S 33/1a4H;

Habnronenue 3a
00yJaromuMcs BO BpeMs
TEOPETUYECKOTO




ACATCIBHOCTH,
IMPUMEHUTEIIBHO K Pa3JIMIHBIM
KOHTCKCTaM

BBISBIISICT M OCYLIECTBIISIET MOMCK HH(POPMALMH, He0OOX0IUMOH 11t
pemIeHns 3aJa9d W/ WA IPOOIIeMET;

COCTABIISIET IUIAH ACHCTBHS; ONPEAENsieT HeOOXOAUMEBIE PECYPCHI;
BJIQJICET aKTYaJIbHBIMH METOJAMHU PaOOTHl B IPO(ECCHOHANBHON 1
CMEXHBIX chepax;

peann3yer cOCTaBJICHHBIN IIJIaH;

OLICHMBAET Pe3yJbTaT U IOCIIEICTBUS CBOMX ACHCTBUI, BBIACIIET B HEM
CHJIbHBIE U CJIa0ble CTOPOHBI

00ydeHHS U TIPOXOKICHUL
y4eOHOI MPaKTUKH.
Bornpocsl 1o penieHuto
CUTYaIllMOHHBIX 33724
DKCIepTHas OLIEHKa
TOKyMEHTOB 110 y4eOHOI1 1
[PON3BOJICTBEHHOM
MpaKTHKE DKCIepTHAs
OILIEHKA KypCOBOTO MPOEKTA

OK 02. Ocy1ecTBiaTh MOUCK,
QHAIN3 U HHTEPIIPETAINIO
WHQOpPMALIIH, HEOOXO0IUMON
UL BBITIOJTHEHUS 337124
npodeccrnoHanbHOM

eI TeIbHOCTH

ompenersieT 3a1a4i oUcKa HHPpOpMaIuy;

omperernseT Heo0X0JUMBble HCTOYHUKH HH(POPMAaLVH;
IUIAHUPYET MPOLIECC TTOKCKa;

CTPYKTYPHPYET MOTydaeMyto HH)OPMALIUIO B COOTBETCTBHH C
napamMeTpaMu IOUCKa;

BBIJICIISIET HauboJiee 3HaYMMOE B IepeYHe HH(POPMAIHH;
OLICHMBAET IPaKTHYECKYI0 3HAUUMOCTh Pe3yJIbTaTOB MOUCKA;
HHTEPIPETHPYET MOTYyYCHHYIO HHPOPMAIIHIO B KOHTEKCTE
npo¢eCCUOHATBHOM NeSITeIBHOCTH;

oopMIISIeT Pe3yNbTaThl MOKCKA

Haomronenue 3a
00yJaromuMcs BO BpeMs
TEOPETHICCKOTO OOYICHUS U
MIPOXOXKICHUS yaeOHOU
[IPAKTUKU.

Bormpocel 10 peneHuo
CUTYallMOHHBIX 3a7a4
DKCIepTHas OLIEHKa
TOKYMEHTOB I10 y4eOHOIl U
[IPOU3BO/ICTBEHHOU
[IpaKTUKE

OK 03. [TnanupoBats u
[peann3oBBIBaTH COOCTBEHHOE
npodeccronanbHOE U
JIMTHOCTHOE pa3BUTHE

UCIIOJIb3YeT aKTYaJIbHYI0 HOPMAaTHBHO-TIPABOBYIO TJOKYMEHTAIHIO MO
CIEUATBHOCTH;

MPUMEHSET COBPEMEHHYIO HayYHO MTPO(ECCHOHANBHYIO TEPMUHOJIOTHIO;
OTIpeZIeNsIeT aKTyaIbHOCTh HOPMAaTHBHO-TIPABOBOM JIOKYMEHTAINH B
npodeccrnoHaNBbHOH NesTeNIbHOCTH;

BBICTPaMBACT TPACKTOPUH NPO(ECCHOHATBLHOTO U IMYHOCTHOTO Pa3BUTHS;
y4acTBYET B KOHKypCax MpoQecCHOHaNIbHOTO MacTepCTRa;

Y4YacTBYET B MEPOIPUSITUAX TPO(ECCHOHAIBHO HANPABICHHOCTH
(BeOMHApBI, CEMUHAPBI, KOHPEPEHIMH, KPYTJIbIE CTOJIbI, (POPYMBI U T.JI.)

HaoOmronenue 3a
00yJaroImuMCs BO BpeMs
TEOPETHIECKOTO OOYICHUS U
MIPOXOXKICHUS yaeOHOU
MPAaKTHUKU.

DKCTepTHAas OLIEHKA
nopTdomo.

DKCTepTHAas OLIEHKA
TOKYMEHTOB T10 Y4e0HOI1 1
[IPON3BO/ICTBEHHON
[PAKTHKE

OK 04. Paborats B
KOJUICKTHBE M KOMaH/ie,

B dexTnBHO
B3aMMOJICICTBOBATH C
KOJIEraMH, PYKOBOJICTBOM,
KITHCHTAMH

Y9acTBYeT B JIEJIOBOM 00mIeHNH A1 3(h(HEKTHBHOTO PELICHNUS IETOBBIX
3ajady;

IUIaHUPYET IPO(ECCHOHANIBHYIO JIESITEILHOCTD;

OpraHu3yeT paboTy KOJUIEKTHBA M KOMaH/IbI;

B3aUMOJICHCTBYET C KOJUIETaMu, PYKOBOJCTBOM, KIIMEHTAMU;

P IPYNIOBOM 00CY>K/IEHHH 33/1a€T BOIPOCHI JJIsl IOHUMaHHS UIeH
APYTrHX;

P TPYNHOBOM O0CYKACHHHN: YO€XKIACTCsI, 4YTO KOJUIETH IO TPYIIIIEe

HaGuonenue 3a
00ydJaromumMcs BO BpeMs
TEOPETHYECKOro 00Y4IeHHS 1
MIPOXOXKICHNS yaeOHOH
[IPAKTHKU.

Habnronenue 3a
BBITIOJIHEHHEM I'PYIIIOBBIX

ITPOCKTHBIX




MOHSUIM NMPEJIOKEHHYIO HJIEI0;

y4acTBYeT B JEATEIbHOCTHU IO BBIIBICHUIO PECYPCOB KOMAH/IBI;
aHaIM3UpyeT paboTy WICHOB IPYIIIb;

aHAITU3UPYET Pe3yIbTaThl BHIIOJIHEHHOTO 3a/1aHus;

MPE3EHTYET PEe3yNbTaThl PA0OTHI IPYIIIIHI;

3aIIMINACT NOTyYCHHBIE KOMaHIOH Pe3yJIbTaThl

paboT.

DKCIIepTHas OI[CHKA
TOKYMEHTOB T10 Y4eOHOH 1
[IPOU3BOJICTBEHHOM
MpaKTHKE

OK 05. OcymiecTBIsITh yCTHYIO
U IICHbMCHHYIO
KOMMYHHUKALUIO Ha
rOCYyIapCTBEHHOM SI3BIKE C
yaeToM ocoOeHHOCTEH
COLIMAIILHOTO U KYJIbTYPHOTO
KOHTEKCTa

rpaMoTHO (YCTHO ¥ MMUCbMEHHO) M3JIaraeT CBOM MBICITH 110
npodecCHOHANBLHON TeMAaTHKE Ha TOCYAAPCTBEHHOM SI3BIKE;

MPOSIBJISIET TOJIEPAHTHOCTD B paboyeM KOJUICKTUBE,

M3BJIEKAET U3 YCTHOM peur (MOHOJIOT, UAJIOT, TUCKYCCHs) HYKHYIO
MH(OPMALIHIO U JIOTHYECKUE CBS3U, OPraHU3YIOIIHE ATY HHPOPMAIIHIO;
rpaMOTHO O(hOPMITAET JOKYMEHTHI HA TOCYIaPCTBEHHOM SI3BIKE;
KOPPEKTHO OOIIAETCs ¢ MPEMOAaBATEISIMU U OJHOTPYIITHUKAMHE,
COOJTI0/IaeT 3a/IaHHBII )KaHP BBICKA3bIBAHUS (CITY)KEOHbII TOKITA,
BBICTYIUICHHE HAa COBEIIAHNH / COOpaHHH, MPE3CHTAIHS TOBapa / yCiyr);
KOPPEKTHO OTBEYAET HA BOMPOCHI, HAMIPABJICHHbIC HA BhIACHCHUEC MHEHUS
(mo3unun);

3a]]aeT YeTKO C(OPMYITHPOBAHHBIC BOIPOCHI, HATIPABIICHHBIE HA MOTYYCHUE
HE00X0uMOM HH(DOPMAIIHH.

HaGmonenue 3a
00yJaromuMcs BO BpeMs
TEOPETHIECKOTO OOYIeHUS U
MIPOXOXKICHUS yaeOHON
MPaKTHKH.

Bomnpocs! 1o penieHunto
CUTYaI[MOHHBIX 3a]ad.
DKCIepTHas OLIEHKa
TOKYMEHTOB I10 y4eOHOIl U
[IPOU3BOICTBEHHOU
[PaKTHKE.

DKCIepTHas OLIEHKA
KYpPCOBOT'O IIPOEKTA

OK 06. [IposBiaTH
rpaXKIaHCKO- NATPHOTHYCCKYIO
MO3ULHUIO, IEMOHCTPUPOBATh
0CO3HAHHOE TIOBEJICHHE Ha
OCHOBE TPAAMULMOHHBIX
00IIeYeTOBEYECKHX
LEHHOCTEN.

co0JIto1aeT HOPMBI TIOBEJICHUS BO BPeMsI YUEOHBIX 3aHSATHH U TIPOXOXKIACHUS
y4eOHOM 1 TIPOU3BOJICTBEHHON NPAKTHK;

MOHUMATh 3HAYMMOCTb CBOEH CIIEUAIIbHOCTY;

JIEMOHCTPHPYET MOBEACHHE Ha OCHOBE 00IIeUeI0BEYECKNX IIEHHOCTEH

HaoOmronenue 3a
00yJaroImuMcs BO BpeMs
TEOPETHIECKOTO OOYICHUS U
MIPOXOXKICHUS yaeOHOU
MIPAKTUKH.

DKCTepTHAas OLIEHKA
TOKYMEHTOB 110 y4eOHOIl 1
[IPOU3BO/ICTBEHHOU
[IpaKTUKE

OK 07. ConeiicTBOBaThH
COXPaHCHHIO OKPYIKaIOMIeH
Cpelbl, pecypcocOepekeHHIO,
A (eKTHBHO IEHCTBOBATH B
Upe3BBIYANHBIX CUTYAIHSIX.

3¢ GEeKTUBHOCTH BBIIIOJHEHUS ITPABUII TEXHUKH O€30I1aCHOCTH BO BpEMsI
yueOHBIX 3aHATHH, IIPH NPOX0XKJICHUH y4eOHOM 1 TPOM3BOACTBEHHON
MPaKTHK;

UCIIONIb3YET pecypcocOeperarome TEXHOJIOTHU B podeccnoHaAIBHO M
JIeITeNIbHOCTH, Ha pabo4yeM MecTe.

HaGumonenue 3a
00ydJaromumMcs BO BpeMs
TEOPETHYECKOro 00Y4eHHS 1
[IPOXOXKICHUS yueOHOMH
[PAKTHKH.

DKCTIepTHAas OLIEHKA
TOKYMEHTOB T10 Y4e0HOI1 1
[IPON3BO/ICTBEHHON
[paKTHKE

OK 09. Ncnonbs3oBath
WH(POPMaIMOHHbBIE
TEXHOJIOTHH B

OpHUEHTHUPYETCS B HHPOPMAITMOHHO-KOMMYHHUKAITUOHHBIX TEXHOJIOTHSIX,
MPUMEHIEMBIX B TPO(eCcCHOHAIBHON AEATEIbHOCTH;
MPUMEHSIET CpeAcTBa HHpOopMaTH3aIMK 1 HH(POPMAIMOHHBIX TEXHOJIOTHI

HaGmronenue 3a
00yJaroIuMCst BO BpeMs
TEOPETHYECKOTO




mpodeccnoHaTLHOM
e TeIbHOCTH

IUIsL peann3ayy Ipo(ecCHOHANIBHON NS TeIbHOCTH;

B IPO(heCCHOHANEHOM ACATEIFHOCTH UCIONIB3YeT COBPEMEHHOE
IpOrpaMMHOE obecIieYeHHE;

npencTaBisieT HHGOPMAIUIO B Pa3IMYHBIX (JOpPMax ¢ HCIIOIb30BaHHEM
pa3Ho00pa3HOTO MPOrPaMMHOT0 00eCIIeUeHNS;

CIOCOOEH aaNTHPOBATHCS B HOBBIX MPOTPAMMHBIX IIPOYKTaX.

00ydeHHS U TIPOXOKICHUL
YIeOHOI MPaKTHKH.
Bompocs! 1o penieHuto
CUTYallMOHHBIX 3a]1a4.
DKCIepTHAas OLIEHKa
TOKyMEHTOB 110 y4eOHOI1 1
[PON3BOJICTBEHHOM
[PaKTHKE.

DKCIIepTHas OI[CHKA
KypCOBOIO ITPOEKTA

OK 10. ITons3oBaThCs
MpogecCHOHATBHOM
TOKyMEHTAIeH Ha
TOCYapCTBCHHOM U
WHOCTPAHHOM SI3BIKE

MOHUMATh OOIIUI CMBICIT YETKO MPOU3HECEHHBIX BBHICKA3bIBAHUIT HA
W3BECTHBIC TEMBI (TIPO(eCCHOHATBHBIC H OBITOBEIC);

MOHMMAET TeKCThI Ha 0a30BbIe MPO(HECCUOHATBHBIC TEMBI;

MpPUMEHSET B MPOGECCUOHATBHON IESTENbHOCTH HHCTPYKIIUU HA
rOCYJapCTBEHHOM M HHOCTPAHHOM SI3bIKE;

CTPOUT NPOCTHIE BBICKa3bIBaHUs 0 ceOe U 0 cBoel MpoghecCHoHaIbHOM
JIEATEILHOCTH;

MHUIICT IPOCTHIC CBS3HBIC COOOIICHMS HA 3HAKOMBIC HJTH HHTECPECYIOIIHNE
npo¢heCCUOHATBHBIC TEMBI

Haomronenue 3a
00yJaromuMcs BO BpeMs
TEOPETHICCKOTO OOYICHUS
MIPOXOXKICHUS yaeOHOU
[IPAKTUKU.

Bormpocel 10 peneHuo
CUTYaIlMOHHBIX 3a7a4.
DKCIepTHas OLIEHKa
TOKYMEHTOB 110 y4eOHOIl 1
[IPOU3BO/ICTBEHHOU
[IpaKTHUKE DKCIepTHAs
OIIEHKa KypCOBOI'O MTPOEKTa
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