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Pabouas nporpamma npodeccuonansnoro moayis [1M.02 3amura nadopmanuu B
ABTOMATU3UPOBAHHBIX  CHUCTEMax MPOrpaMMHBIMM U  MPOTPaMMHO-aNMapaTHbBIMU
CpeIcTBaMU pa3paboTaHa Ha OCHOBE (eIepabHOTO TOCYIaPCTBEHHOTO 00pa30BaTeIbHOTO
CTaHAapTa cpeaHero mpodeccuoHaibHOr0 oOpa3zoBanus mo crneruanbHocTr 10.02.05
Obecnieuerrie  WHPOPMAITMOHHOW  OE30MACHOCTH  aBTOMATU3UPOBAHHBIX  CHCTEM,
YTBEPKICHHOTO MpHKa3oM MuHuctepcTBa oopazoBanus U Hayku Poccuiickoit deaepanuu
ot 09 nmexabpst 2016 roma Nel553 (peructpanmonnsiii Homep 44938 ot 26 nexabps 2016
roga MunuctepctBa roctunu Poccuiickoit deneparuy) W MPUMEPHOM MPOTPaMMBbI
npodeccronansHoro monyns [IM.02 3ammra umHpOpManuu B aBTOMATU3UPOBAHHBIX
CUCTEMax MPOrPaMMHBIMU U TPOTrPAMMHO-AINIAPATHBIMU CPEJICTBAMH.

Opranuzanus-pazpaboTUHK: rocyapCTBEHHOE poQecCuOHAIEHOE
obOpazoBarenbHOe yupexaeHue Tynbckoit o0mactu « TylIbCKUM KOJIEAXK CTPOUTEIHCTBA U
oTpaciieBbix TexHosnorui» (nanee — ['TIOY TO « TKCuOTy)

PazpaboTuuk:
I'pexoB Jlenuc AHapeeBHY — HadaJdbHUK OTAeia MH(GOPMAIMOHHBIX TEXHOJIOTHUN
I'TIOY TO «TKCuOT»

PaccmoTpena u onmoOpeHa NMKIOBOM METOAMYECKOW KOMHUCCHEH mpodeccuit u
CHEIUATBLHOCTEH TeXHUYECKOTO TTpodrist, mpoTokod Ne 5 ot «_ 25 » _wmrwons 2021 ropa.
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IMPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.02 SBAIIUTA UH®OPMAILIUU B ABTOMATU3UPOBAHHBIX CUCTEMAX
MMPOI'PAMMHBIMHA U ITPOTPAMMHO-AIIITAPATHBIMU CPEJACTBAMUA

1.1 Ob1acTh NpuMeHeHUs1 padoyveil MPOrpaMmbl

Pabouas mporpamma mpodeccuonamsaoro moayias [IM.02 3amurta mHdopmaiuu B
aBTOMATH3UPOBAHHBIX CUCTEMAX MPOrPAMMHBIMU U MPOTrPAMMHO-aIIapaTHBIMKU CPEJICTBAMHU
SIBJISIETCS 4acThl0 OCHOBHOM TMpodeCCHOHAIbHOW 00pa30BaTeIbHOM MpPOrpaMMbl CPEIHETO
mpodeCCUOHAILHOTO 00pa30BaHUsl — MPOrpaMMbl IOJATOTOBKH CIEIHUAIUCTOB CPEIHETO
3BeHa 1Mo crenuanbHOocTH 10.02.05 OO6ecnieuenue uHGOPMAITMOHHON 0E€30MACHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM IIPM OCBOCHHUM OCHOBHOIO BHJA MNpodeccuoHambHOM
NEeATEeIbHOCTH:. 3aluTa HHPOpMaIMi B aBTOMATH3UPOBAHHBIX CUCTEMaX MPOTPAMMHBIMHU U
MpOTpaMMHO-aNnapaTHEIMU CPEACTBAMH.

1.2 Heap u 321244 NPOPecCHOHATBHOIO MOAYJS — TPeOOBAHUS K 3HAHMAM,
YMEHHSIM, IPAKTHYECKOMY ONBITY

C wuenpl0 OBNANEHUS YKA3aHHBIM BHJIOM MNPOPECCUOHAIBHONW JI€ATEIbHOCTH,
oOyyJarouuiicss B Xo/ie U3y4eHus Npo(heccCuoHaTIbHOTr0 MOTYJIS TOJKEH

3HATh:

— OCOOEHHOCTH M CIOCOOBI MPUMEHEHHUS MPOTPaMMHBIX U MPOTPaMMHO-AINIaPaTHBIX
CPEICTB 3alUThl HHPOPMAIIMH, B TOM YHCJIE, B ONIEPALIMOHHBIX CUCTEMAaX, KOMIIBIOTEPHBIX
ceTsX, 0a3ax JaHHbIX;

— METOJbl TECTUPOBaHUS (PYHKUMH OTIAECNBHBIX HNPOrPaMMHBIX M IPOrPaMMHO-
anmnapaTHbIX CPEACTB 3alIUThl HHPOpMAIIHH;

— THUIOBBIE MOJENU YIpPaBJICHUS JOCTYNIOM, CPEACTB, METOJOB MU IPOTOKOJIOB
UIEHTU(UKAIIMY U ayTEHTU(DHUKALINY;

— OCHOBHBIC TOHSATHS KPUNTOrpaduu M TUIMOBBIX KPHUNTOTPAPUUYECKHX METOIOB U
CPEICTB 3alIMThl HH(OPMAIIH;

— OCOOEHHOCTH W CTIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U MPOTPaMMHO-AMIapaTHBIX
CPEICTB TapaHTHUPOBAHHOTO YHHUTOKEHUSI MHPOpMAITUH;

TUTIOBBIE CPEJCTBA M METONBI BEIEHHUS ayauTa, CPEeICTB U CIOCOOOB 3aIUTHI
uHGOpMAllMM B  JIOKAJIBHBIX  BBIYMCIUTENBHBIX  CETSAX, CPEACTB  3alIUTBIl  OT
HECaHKIIMOHUPOBAHHOT'O JOCTYTIA;

yMeThb:

— YyCTaHaBIMBaTh, HacTpauBaTh, MPUMEHITh MPOTrPAMMHBIE M  MPOrPaMMHO-
amnmapaTHbIe CPEJICTBA 3alIUTH HHPOPMAIIHY;

— yCTaHaBJIMBaTh U HACTPAaWBATh CPEACTBA AHTUBUPYCHOW 3aIIUTHI B COOTBETCTBHUH C
NpeIbABIIEMbIMU TPEOOBAHUSIMU;

— JIMaTHOCTUPOBATh, YCTPaHATh OTKa3bl, OOeCreynBaTh pabOTOCIOCOOHOCTh U
TECTUPOBATh (PYHKIIMH MTPOTPAMMHO-AMIMAPATHBIX CPEACTB 3aIIUTHI HH(DOpPMAIINH;

— TPUMEHATh MPOrpaMMHBIE M TPOTPAMMHO-AINMapaTHBIE CPEACTBA JIA 3aIlHUTHI
uH(popmaluu B 6a3ax 1aHHBIX;
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— MpOBEpATh  BHINOJHEHHWE  TpeOoBaHMH 1O  3amuTe  HUHGOpPMAIMM  OT
HECAaHKIIMOHUPOBAHHOTO JOCTyMa IMpPH aTTeCTalil OOBEKTOB HH(OpPMATHU3AIMU TIO
TpeOoBaHUsIM O€30MacHOCTH WH(POPMAILIUH;

— TIPUMEHATH MaTEeMaTHYeCKUH ammapar Uis BBIMOJHEHUS KPUOTOrpaduyecKux
npeoOpa3oBaHuii;

— HCHOJb30BaTh TUIIOBBIE MPOTPAMMHBIE KpUNITOrpapuuecKrue CpecTBa, B TOM YHCIIE
AJIEKTPOHHYIO MOJIIHUCH;

— TMPUMEHSATDH CPEICTBA TAPAHTUPOBAHHOT'O YHUUTOXKEHUS HH(OpMaIuy;

— YCTaHaBIUBaTh, HACTPAUBATh, IPUMEHSITH IPOTPAMMHBIE U IPOTPAMMHO-
anrmapaTHble CpPeJICTBA 3alUThl HH(pOpMaIuy;

-  OCYHICCTBJIATH MOHUTOPHUHI U PCTUCTPALIHUIO CBGHGHHﬁ, HGO6XOIII/IMI>IX JJIA 3allTUTHI
00BEKTOB I/IH(bOpMaTI/IBaHI/II/I, B TOM H4YHCJIIC C HCIOJb30BAHUCM IIPOI'PAMMHBIX H
I[IporpaMMHO-allllapaTHBIX CPCICTB 06Hapy7K€HI/IH, NpCaAYNIpCKACHUA W JIMKBHUIAIIUH
HOCJ'I@I[CTBPIEI KOMIIBIOTCPHBIX aTaK;

HMEeTh MPAKTUYECKUI ONbIT B:

— YCTAaHOBKE, HACTpPOMKE MPOTpaMMHBIX CPEIACTB 3alllUThl HH(OpMAIMU B
ABTOMATHU3UPOBAHHON CHCTEME;

— 00ecrneueHnH 3alluThl aBTOHOMHBIX aBTOMATHU3UPOBAHHBIX CUCTEM MPOTPAMMHBIMU
Y MIPOTpaMMHO-aNnapaTHEIMU CPEACTBAMU;

— TecTUpoBaHUU (YHKIUN, NUArHOCTUKH, YCTPAHEHUU OTKA30B M BOCCTAHOBJICHUU
paboTOCIOCOOHOCTH TPOTPaMMHBIX W IPOTrpaMMHO-ANIapaTHBIX CPEJCTB  3aIUThI
uHpopMam :

— pemenun 3anad 3ammThl oT HCJ[ x wHbOpManmu OrpaHWYeHHOrO JOCTyIa ¢
TTOMOIIIBIO MMPOTPAMMHBIX M IPOTPAaMMHO-AIAPaTHBIX CPEJICTB 3alIUTHl HH(POpMAIIHH;

— MOPUMEHEHUM DJICKTPOHHOM TMOJAMMCH, CUMMETPUYHBIX W  aCHMMETPUUYHBIX
KpunrorpahuuecKux airOPUTMOB U CPEACTB IMU(POBAHUS JaHHBIX;

— yuére, 00paboTKe, XpaHEHUU U TNepenadyn uHGopMaluu, JIJs KOTOPOH yCTaHOBJICH
peXuM KOH(GUICHIIMATHHOCTH;

— paboTe C NoJACUCTEMAaMU PETUCTPAIIUN COOBITHIA;

— BBISIBJICHUU COOBITHI U MHIIUJICHTOB 0€30MaCHOCTH B aBTOMATU3UPOBAHHOM
CHCTEME.

1.3. Kosin4ecTBO 4acoB Ha 0CBOeHHME pado4eil NPorpaMMsel NpogeccuoHaIBLHOIO0
MOYJIsl

Bcero — 898 wacos, B TOM 4ncie:

MEXIUCITUTUTMHAPHBIE Kypchl — 346 4acos,

yueOHas npaktuka — 300 gacos,

MIPOU3BOJICTBEHHAS MIPAKTUKa — 252 Haca.
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2. PE3YJIbTATBI OCBOEHUSA NPOPECCUOHAJIBHOI'O MOAYJIA

B pe3ynbTaTe 0OCBOCHUSI OCHOBHOTO BHJIA TPOGECCHOHALHON MEATEIFHOCTH: 3alUTa
uHpOpMallMd B aBTOMATHU3HPOBAHHBIX CHUCTEMaxX MPOrPaMMHBIMH W  IIPOrpaMMHO-
anmapaTHBIMH CPEACTBAMH, Y OOYYAOIIErocs JOJDKHBI OBITH C(OPMHUpPOBAHBI OOIIHE H
podeCCHOHATTEHBIE KOMIIETEHITUN

Kon Pe3yabTaThl 0cBOeHHA NMPOdecCHOHATBHOI0 MOAYJIS

OK, IIK

OK 01 | Beibupath criocoObl pemeHus 3a1ad npo(ecCHOHAIBHON NeATENbHOCTH, TPUMEHHUTENBHO |
Pa3IUYHBIM KOHTEKCTAM.
OK 02 | OcymiecTBisATh MOWCK, aHAIM3 W HHTEPHpETalMi0O HHPOpPMAaluu, HEOOXOTUMON I
BBINOJIHEHUS 3a/1a4 PO ECCUOHAILHON AEATEIbHOCTH.
OK 03 | IlmannpoBath U peain30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBHOE U JIMYHOCTHOE Pa3BUTHE.
OK 04 | PaGorate B KOJJIEKTMBE M KOMaHJle, 3((eKTHBHO B3auMOJEHCTBOBaTH C KOJJIEraMH,
PYKOBOJICTBOM, KJIIMEHTAMH.
OK 05 | Ocy1ecTBiATh YCTHYI0 M MHCbMEHHYIO KOMMYHMKALMIO HAa TOCYAAPCTBEHHOM S3bIKE C
Y4eTOM 0COOEHHOCTEH CONMAIILHOTO U KyJIbTYPHOIO KOHTEKCTA.
OK 06 | IlposiBisATh Tpa)1aHCKO-NATPUOTUYECKYIO IO3ULHUI0, JEMOHCTPHUPOBATH OCO3HAHHOE
MOBEJICHHE HA OCHOBE TPAAUIIMOHHBIX O0IIEYETIOBEYECKUX IEHHOCTEH.
OK 07 | ConeiicTBOBaTh COXpPaHEHHIO OKpY’KAIOLICH Cpenbl, pecypcocOepekeHuto, 3(h(GEeKTHBHO
JIeWCTBOBATh B UPE3BbIYAIHBIX CUTYALMSIX.
OK 08 | Mcronb3oBaTh cpencTBa (Gu3nuecKor KyJabTyphl JUIsl COXPaHEHHS U YKPETUICHHS 3I0POBbsI B
nporecce Mpo(hecCHOHAIBHOW JIeATEIbHOCTH U IOAJEpXKaHWE HEO0OXOAMMOro YpPOBHS
(U3NIECKOI MOATOTOBICHHOCTH.
OK 09 | Mcnonp30BaTh HH(OPMAIIMOHHBIE TEXHOJIOTHHU B IPO(ECCHOHAIbHON AESTEIbHOCTH.
OK 10 | ITonp3oBathcs mpodeccHoHaNbHOM JOKYMEHTAUeH Ha TOCYy1apCTBEHHOM U HHOCTPAaHHOM
A3BIKAX.
[IK 2.1 | OcymecTBIsTh YCTAaHOBKY M HACTPOWKY OTAEIBHBIX MPOTPAMMHBIX, ITPOTPAMMHO-
anmnapaTHbIX CPEJICTB 3aIIUTHI HHPOPMALIHH.
[1IK 2.2 | OGecrieunBath 3aIMTy WH(GOPMAIIMH B aBTOMATH3UPOBAHHBIX CHCTEMAX OTACIHHBIMHU
IPOrpaMMHBIMH, IPOTPAMMHO-ANIAPATHBIMU CPEJICTBAMH.
[1K 2.3 | OcymecTBIsTh TECTHPOBaHNE (PYHKIUH OTAEIBHBIX POTPAMMHBIX M TPOTPAMMHO-
anmapaTHbIX CPEJICTB 3aIIUThHI HH(POPMALIHH.
I1K 2.4 | OcyuecTBasiTh 00pabOTKY, XpaHEHHE U Niepeady HHPOPMALUMU OrPaHUYEHHOI'0 JIOCTYTIA.
[1IK 2.5 | YanuToxxaTh HHGOPMAIHIO U HOCUTENN HH(OPMAIIHH C MCIIOJIb30BAaHHEM IPOTPAMMHBIX H
IPOrpaMMHO-aINapaTHBIX CPEJCTB.
[1IK 2.6 | OcymecTBIsTh PETUCTPAIIIO OCHOBHBIX COOBITHI B aBTOMATU3HPOBAHHBIX
(uH(OpPMAIIMOHHBIX) CCTEMAaX, B TOM YHCJIE C UCTIOIb30BAHUEM ITPOIPAMMHBIX U
MPOTpaMMHO-aIMaPaTHBIX CPEJCTB OOHAPYKEHUS, IPEIYTIPEKICHNS U TNKBUIAIINN
MOCTIe/ICTBUI KOMIIBIOTEPHBIX aTakK.
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3. CTPYKTYPA U COAEP/)KAHUE ITPO®ECCHUOHAJIBHOI'O MOAYJIA

3.1. CprKTypa HpO(i)GCCI/IOHaJIBHOI‘O MOAYJIA IIM.02 33.HII/ITa I/IH(bOpMaHI/II/I B AaBTOMATU3UPOBAHHBIX CHUCTEMaAX
IIpOrpaMMHBIMHU U IIPOTrpaMMHO-aNIapaTHbIMU CPpEeACTBaMU
OOBeM BpeMeHH, OTBEICHHBIN Ha OCBOCHUE [IpakTuka
Konsl HaumenoBanue Bcero MEXKIUCIUILIMHAPHOTO Kypca
npodecCHOHATIBHBIX paszesnos 4acoB B TOM YHCJIE!
1 001mux IpodecCHOHATLHOTO Bcero nabopaTopHbIe | KypcoBoil | camocrositenbHast | YdeOHas | IIpomssoxcTBenHas
KOMITETEeHIINH MOy JIs yueOHBIX u IPOEKT pabota
3aHATUM | mpakTHyeckue | (pabdora) *
3aHATUSA

Paznen 1 MOJIYJIS. [Mpumenenne | 400 196 204
IPOrPaMMHBIX M IPOrpPaMMHO-ANIMapaTHBIX
CPEICTB 3alIMTH HHPOpMAIUU
IIK 2.1 -TIK 2.6 MJIK 02.01 196 196 48 30
OK01-0K 10 [TporpammHBbIe U

IPOTrpaMMHO-

anmnapaTtHble CpesicTBa

3alUThl HHQOpMAIUH
Paznen 2 MOJTYJISI. [Tpumenenne 96
KpUNTOrpagUueckux  CpeiCTB 3ammThl | 246 150
uHdopManuu
IK 2.4. MJIK 02.02
OKO01-0OK 10 Kpunrorpaduueckue

CPEICTBA 3aIIUTHI

uHpopMauu 150 150 56
K 2.1 -TIK 2.6 IIpousBoacTBeHHast
OKO01-0OK 10 NPaKTHKA

(KOHIIEHTPHUPOBAHHAS ) 252 252




Bcero: | 898 346 300

252

3.2. TemaTudeckui miaH u cofiepkanre npodeccruonansuoro moaysist [1IM.02 3ammra nadopmanvv B aBTOMaTU3UPOBAHHBIX
CHUCTEeMaxX MPOrPAMMHBIMU U MTPOTPAMMHO-aNNapaTHIMU CPEACTBAMHU

HaumenoBanme pa3aesioB
npo¢ecCHOHATBLHOI0
monayJs (IIM),

Conep:kanue y4eOHOT0 MaTepuaJia, JJadopaTopHblie padoThl U MPAKTUYECKHE 3aAHATHS,
caMoCTOsITe/IbHAs padoTa 00y4arlerocsi, Kypcopasi padora (Impoexr)

O0BeM
4acoB




MEXKIMCUUIITHHAPHBIX
KypcoB (MJIK) u Tem

1 2

Pazgen 1 moayas. [IpumMeHenne NpOrpaMMHBIX M POTrPAMMHO-ANNAPATHBIX CPEACTB 3aAMUTHI HH(OpMAIIUU

400

M/K.02.01. IIporpaMmMHbIe M IPOrpaMMHO-aNNapaTHbIe CPeACTBA 3aIIUThI HHGOpPMALMH

196

Pazgen 1. OcHOBHbIE IPUHIUIIBI IPOTPAMMHOI U IPOTPAMMHO-ANINAPATHOM 321U THI HHGOPMALKU

Tema 1.1. [Ipeamer u Conep:xkanue

3a/1a4y IPOrpaMMHO- [Ipeamer ¥ 3a1a4M TPOTPAMMHO-aNNAPAaTHON 3aIIKUTHI HHPOPMALUU

armapaTHO! 3aluThl OcCHOBHBIE IOHATHS IPOrPAMMHO-AINIAPATHON 3alMThI HH(OpMALUU

uH(popManuK Knaccugukaius MeToI0B ¥ CpeACTB IPOTPaMMHO-AINAPaTHON 3aIIUTHl HHPOPMALIUU

Tema 1.2. Ctannaptsl Copnepxanue

6e301acHOCTH HopMaTuBHBIE ITpaBOBBIE aKThl, HOPMAaTUBHBIE METOIUYECKUE TOKYMEHTBI, B COCTAaB KOTOPBIX BXOAAT
TpeOOBaHUS ¥ PEKOMEHAIINH 110 3aIUTe WH(POPMAIMY POTPAMMHBIMHU M IIPOTPAMMHO-aNapaTHBIMUA
cpeactBamu. [Ipoduim 3amuThl IPOrpaMMHBIX U IPOTrPaMMHO-ANIAPATHBIX CPEICTB (MEXKCETEBBIX 3KPAHOB,
CPEJICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENEH NH(OPMaLINU, CPEJCTB TOBEPEHHOMN 3arpy3KH, CPEJICTB
AQHTUBHMPYCHOM 3aIIUTHI)

CranpapTsl 110 3amuTe HHGOPMaLMHU, B COCTAaB KOTOPBIX BXOAST TpeOOBAaHUS M PEKOMEHAAIINHY 1O 3alUTe
UH(OPMALIUU IPOTPAMMHBIMHU M TPOrPaMMHO-AINNAPATHBIMU CPEJICTBAMH.

TemaTnka NpaKTHYECKUX 3aHATHI H JIa0OPATOPHBIX padoT

O630p HOPMAaTUBHBIX ITPABOBBIX AKTOB, HOPMATUBHBIX MCTOANYCCKUX TOKYMCHTOB I10 3allIUTEC HHq)OpMaHHH,
B COCTAaB KOTOPBIX BXOIAT Tpe6OBaHI/I5{ " pCKOMCHAAINHU I10 3alIUTC I/IH(I)OpMaI_[I/II/I porpaMMHBIMU U
IMporpaMMHO-aInapaTHbIMU CPCACTBAMMU. Pab6ora ¢ COACPIKAaHMEM HOPMATHBHBIX ITPABOBBLIX AKTOB.

00630p crangaptoB. Pabora ¢ cosepkaHueM CTaHIapTOB

Tema 1.3. 3amuiuensas Conep:xanue

aBTOMATU3UPOBAHHASL ABTOMartu3anus npouecca 00padboTku HHGopmanuu

CHCTEMA ITousTue aBTOMaTPISHpOBaHHOfI CHUCTCMBI.

OcobeHHOCTH ABTOMAaTU3WPOBAHHBIX CUCTEM B 3allIUIIICHHOM HCIIOJTHCHHUH.

OcuosHble Bl AC B 3aIIMIIIEHHOM HCIOJHEHUH.

MeToanl CO30aHus 0E30IMaCHBIX CHCTEM

Merononorus NpoeKTUPOBaHUS TApaHTUPOBAHHO 3anuieHHbIX KC

JMcKpenoHHbIE MOJIETU

ManpgaTtHble Moaenn

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00OPATOPHBIX padoT
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Yuer, 00paboTka, XxpaHenue u nepenada napopmanuu B AVC

Ol"paHI/ILIeHI/Ie J0CTyIIa Ha BXOJ B CUCTCMY.

Wpentudukanys u ayTeHTU (UKL 110JIb30BaTeeH

Pa3l"paHI/I‘IeHI/Ie J0CTYyIIa.

Peructparus coObiThii (ayuT).

KOHTpOJIB OCJIO0OCTHOCTH JAHHBIX

YHUUTOKEHHE 0CTaTOYHOM MH(OpMALIHH.

Ynpasienue noauTukoil 6ezonacHocty. [labmonbl 6€30mMacHOCTH

Kpuntorpaduueckas 3amura. O630p nporpamMm mudpoBaHus JaHHBIX

Ynpasienue noauTukoi 6ezomacHoctH. 1llabmonbl 6e30macHOCTH

Tema 1.4.
Jecrabunuzupytoiee
BO3JI€HCTBHE HA OOBEKTHI
3alIUTHI

Conep:xkanue

VIcTOYHUKH JecTa0MIH3UPYIONIETO BO3ICHCTBUS HA OOHCKTHI 3aIUTHI

Crioco0b1 BO3/ICHCTBHSL HA HH(GOPMAIIHIO

[TpruuHBI U YCIOBUS 1€CTA0MIN3UPYIOIIETO BO3ICHCTBUSL HA MHPOPMALIHIO

TemaTnka NPaKTH4YECKUX 3aHATHI M J1a00PATOPHBIX padoT

Pacnpez(eneHI/Ie KaHaJIOB B COOTBCTCTBHUH C HCTOYHHNKAMHU BOSHeﬁCTBHﬂ Ha I/IH(I)OpMaL[I/IIO

Tema 1.5. [Tpunamumns
IIPOrpaMMHO-aNNapaTHON
3alUThl UH(HOPMAIUH OT
HECaHKLIMOHUPOBAHHOIO
JocTyna

Conep:xanue

ITonstue HCCAHKINMOHUPOBAHHOI'O JOCTYIIA K I/IH(l)OpMaI_[I/II/I

OcHoBHble 0aX0b! K 3amuTe nHpopmanuu ot HCJJ

Opranuzanus goctyna K (aiinaM, KOHTPOJIb JOCTYIA M pa3rpaHUYeHHE AOCTyIa, HEPAPXUUECKUH T0CTYI K
daitnam. @ukcanus gocTyna K Qaiiaam

JlocTyn K TaHHBIM CO CTOPOHBI Ipoliecca

OcoOeHHOCTH 3a1UTHI AJaHHBIX OT U3MeHeHus. llludposanue.

TemaTnka NPaKTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT

Opranuzanus gocryna K daiinam

OBHaKOMHeHI/IG C COBPEMCHHBIMU ITPOTrPpaMMHLBIMU U ITPOTrPpaMMHO-AIIapaTHBIMU CPEACTBAMU 3aIIHUTHI OT
HCJI

Pa3zneua 2. 3amura aBTOHOM

HbIX aABTOMATU3HPOBAHHLIX CUCTEM

Tema 2.1. OCHOBEBI 3aIITUTHI
aBTOHOMHBIX
ABTOMATU3UPOBAHHBIX
CHCTEM

Conep:xanue

Paborta aBroHOMHO# AC B 3alIUIIIEHHOM PEKUME

Anroput™m 3arpy3ku OC. llITaTHBIE CpeCcTBa 3aMBIKAHUS CPEIBI

Pacmmpenune BIOS kak cpeicTBO 3aMbIKaHMsI TPOrPAaMMHOI cpeJibl

CucreMbl TUMA DIEKTPOHHBIN 3aMOK. 93 C MPOBEPKOM LIEIOCTHOCTU MporpammMHoi cpenbl. [lonsitue AMJI3
(loBEpeHHas 3arpy3Ka)
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[TprMeHeHne 3aKJIaJI0K, HAITPABJICHHBIX HA CHIDKEHUE 3(PPEKTUBHOCTH CPEJICTB, 3aMBIKAIOIINX CPEIY.

Tema 2.2.3amura
porpamMm OT U3yUEHHUS

Conep:kanue

N3yuenue u obpatHoe npoektupoBanue [10

CriocoOBbl HN3YUYCHUA I10: cratnueckoe u JUHAMHUYCCKOC U3YUCHHUEC

33.,[[21‘-11/1 3aIIUTHI OT U3YYCHUA U CHOCOOBI UX PCIICHUA

3amuTa OT OTIagKH.

3amura OT AM3acCeMOTMPOBAHMS

3auuTa OT TPACCUPOBKHU 110 INPEPHIBAHUSIM.

Tema 2.3. BpenonocHoe
IpOrpaMMHOE 0O€ecIiedeHe

Conep:xkanue

BpenoHocHoe mporpaMMHOe obecrieyeHre Kak 0coObli BUJ pa3pyLIAIOLUIMX BO3ACHCTBUI

Knaccugukarus BpegoHOCHOTo mporpaMMHOro obecnedenus. Cxema 3apaxxeHusi. CpecTBa HeUTpaau3aluu
BpenonocHoro I10. IIpodunakTrka 3apakxeHus

[Touck cnenoB aktuBHOCTH BpenoHocHoro [10. Peectp Windows. OcHOBHBIE BETKH, COACPIKAIINE
uHpopmanuio o BpenonocHom [10. JIpyrue o0beKTHI, coneprkamue napopmaiuio o Bpegonocaom I10,
daiinsr prefetch.

bot-Hetsl. [IpuHuun ¢pyHkumoHupoBanus. MeToibl 0OHapyKeHus

Knaccudukanus aHTUBUPYCHBIX cpeAcTB. CUTHATYpHBIN U SBPUCTUYECKUN aHAIIU3

3amuTa OT BUPYCOB B "py4HOM pexnume"

OcHOBHbBIE KOHIIENIMH TOCTPOCHUSI CUCTEM aHTUBUPYCHOM 3aIMTHI Ha MPEANPUSTHI

TemaTnka NpaKTHYECKUX 3aHATHI H JIa0OPATOPHBIX padoT

[Mpumenenus cpeacTs uccienoanus peectpa Windows uis HaX0XKICHHUS CISIOB aKTHBHOCTH BPEIIOHOCHOTO
110

IIpomexyTounas arrectauusa no MJIK.02.01

N

Tema 2.4. 3anura
IpPOrpaMM U JIaHHBIX OT
HecaHKHI/IOHI/IpOBaHHOFO
KOMTUPOBaHUS

Conep:xanue

HecankunonuposanHoe konuposanue nporpamm kak tun HCJ{

IOpI/I)II/I‘IeCKI/Ie ACIICKThbl HCCAHKIIMOHHUPOBAHHOI'O KOITMPOBAHUA ITPOTpaMM. O6HIGG IIOHATHUC 3allIUThI OT
KOIMUPOBAHUS.

ITpussaska [10 k anmapaTHOMY OKPY’KEHHIO U HOCUTEIISIM.

3anmTHBIE MEXaHU3Mbl B COBPEMEHHOM IporpaMMHoM obecrnieueHnu Ha npumepe MS Office

TemaTnka NpakKTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

3aHH/ITa I/IH(i)OpMaHI/II/I OT HCCAHKIUOHHUPOBAHHOI'O KOITMPOBAHUA C UCIIOJIB30BaAHNEM CIICHUAIIM3UPOBAHHBIX
IMporpaMMHbLIX CPCACTB

3anuTHBIC MEXaHU3MbI B IprItoskeHusx (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nHpopMmanuu Ha

Conep:xanue

[Tpobnema 3amuThl OTYYK1aeMbIX KoMIoHEHTOB [I9BM.
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MAallIMHHBIX HOCUTCIIAX

MeToap! 3amuThl HHPOPMAIIMH Ha OTUYKJI1aeMbIX HocuTelsix. Hludpoanue.

CpencTBa BOCCTaHOBJICHUST OCcTaTOUHON MHGopManyu. Co3aaHue NoceKTOpHbIX 00pa3zoB HXKM/I.

[TpuMeHeHne cpeCcTB BOCCTAHOBICHUS OCTATOYHON MH(OPMAINH B CyIeOHBIX KPUMUHATUCTHYECKIX
9KCIEPTU3aX U MPU pacciieloBaHUK HHIMeHTOB. HopMaTuBHas 6a3a, JOKYMEHTUPOBAaHUE PE3YJIbTATOB

be3Bo3BpaTHOE yaalieHHe JaHHbIX. [[pUHINIIBI M AITOPUTMBL.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

[TpuMeHeHne CpecTBa BOCCTAHOBJICHUS OCTATOYHON HHQOpMaIiu Ha mpuMepe Foremost mu ananora

[IpuMeHeHHe CenuaIM3UPOBAHHOIO IPOTPAMMHO CPEJCTBA JJIsi BOCCTAHOBJICHHUS YIAJICHHBIX (DailiioB

HpI/IMeHCHI/Ie IIporpamMm JJist 6C3B03BpaTHOI‘O YAAJICHHSA JaHHBIX

[TpuMmeHeHue nporpaMm AJisi IUQPPOBAaHUS JAHHBIX HA CbEMHBIX HOCUTEISIX

Tema 2.6. AnnapatHblie
CpeAcTBa UACHTH(PHUKAIINN
U ayTeHTU(UKALNUU
II0JIB30BaTEIEN

Coaep:xanue

TpeboBaHMs K anmapaTHBIM CPEICTBAM HACHTU(DUKALUY U ayTEeHTH()UKALINY TT0JIb30BaTEIeH, TPUMEHIEMBIM

B O3 u AIIMJI3

Ycrpoiictea Touch Memory

Tema 2.7. CucreMsl
oOHapy»KeHUS aTak u
BTOPKEHU I

Conep:xanue

COB u COA, otnnuus B pyHkuusx. OcHoBHbIe apxutekTypsl COB

Hcnonp3oBanue cereBbix cHU(pPepon B kauectse COB

Amnmnaparssiii komnoHeHT COB

[Tporpammusiii komnoneHT COB

Monenu cuctembl 0OHapy)KeHUs BTop keHuit, Knaccudukaius cucteM 0OHapyKeHUSI BTOPKECHUIH.
O6napyxenue curHatyp. O6Hapyx)eHnue anomanuii. J[pyrue metonpl 0OHApYKEHHS] BTOPYKEHHUN.

TemaTnka NpaKTHYECKUX 3aHATHI H JIa00PATOPHBIX padoT

MOI[GJ'II/IpOBaHI/IC IMPOBCACHUS aTAKU. I/I3yquI/Ie HHCTPYMCHTAJILHBIX CPCACTB O6Hapy)KeHI/I${ BTOp)I(eHI/II\/'I

Paznen 3. 3amuTa uHGopMalnun B JOKAJBHBIX CETAX

Tema 3.1. OcHOBEI
MOCTPOEHUS 3aIIUIIEHHBIX
cerel

Coaep:xanue

Certu, paboTarolye Mo TeXHOJIOTMH KOMMYTAllUK AKETOB

Crexk npotokosioB TCP/IP. OcoGeHHOCTH MapIIPyTH3ALUH.

IlITatHble cpeacTBa 3auMThl HHGOpMaIMu cTeka mpotokoos TCP/IP.

CpezncrBa HACHTU(DHUKALUMK U ayTeHTH()UKAIMK Ha pa3HBIX ypoBHsX npotokona TCP/IP, noctouHcTBa,
HEJOCTaTKH, OTPaHUYECHHUS.

Tema 3.2. CpenctBa
opraam3aruu VPN

Conep:xanue

BI/IpTyaJ'ILHaSI qaCcTHas CCTh. (DYHKI_II/II/I, HAa3HAYCHUC, ITPUHIUIT TIOCTPOCHUA

Kpunrorpaduaeckue n Hekpunrorpaduueckue cpeactna opranuzauu VPN

YcrpoiicTa, obpazyroume VPN. KpunroMapuipytus3arop 1 KpunToQUIbTP.

Kpuntopoytep. [IpuHuumel, apXuTekTypa, MOJeIb HAPYIIUTEINS, JOCTOMHCTBA U HEOCTATKU




13

Kpunroguastp. IIpuHIMITEL, apXUTEKTYpa, MOJIEIb HAPYIIUTENs, JOCTOMHCTBA U HEIOCTATKU

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

PasBepreiBanue VPN

Paznea 4. 3amura undopmanum B ceTsix 0011ero J0CTyna

Tema 4.1.06ecneuenue Conep:xanue

0€30MmacHOCTH MeTo/1bl 3a1IUTHI KHPOPMAIMHU TIPH PA0OTE B CETAX OOIIEro JOCTYIIA.

MEKCETEBOTO MesxceteBbie 9kpanbl Tumna firewall. loctonHcTBa, HEIOCTATKHU, peali3yeMbIe MOJUTHKH 0€30MaCHOCTH
B3aUMO/ICHCTBHS Ocuosubie Tumsl firewall. CumMerpuunsie u Hecummerpuunbie firewall.

Ypogens 1. [TakeTHbIe GUIBTPHI

Yposensb 2. GunbTpalusi Cryxk0, MOUCK KIIOUYEBBIX CJIOB B TEJIE MAKETOB HA CETEBOM YPOBHE.

YpoBeHnsb 3. Proxy-cepsepa NpuKIagHOTO YPOBHS

OnnoxoctoBble U MysbTHX0cTOBBIE firewall.

OCHOBHbIE THITBI aPXUTEKTYp MyIbTuX0cTOBBIX firewall. TpeboBaHus K KaKIOMY XOCTY HCXOJIS U3
APXHUTEKTYPHI U BBIOJIHAEMbIX OYHKIMH

TpeGoBanusi o cepTUhUKALUYA MEKCETEBBIX IKPAHOB

TemaTnka NpaKTHYECKUX 3aHATHI H JIa0OPATOPHBIX padoT

M3yuenue u cpaBaenue apxurektyp Dual Homed Host, Bastion Host, Perimetr.

M3yueHne pa3inyHbIX CIOCOOO0B 3aKphITUS "OMacHbIX" IOPTOB

Paznen 5. 3amuTa undgopmanumn B 6a3ax JaHHbIX

Tema 5.1. 3amura Coaep:xanue
uH(popmanuu B 6azax OcHoBHbI€ THIIBL YTPo3. MoJienb HapymuTens
MaHHBIX CpencTBa HaeHTU(UKALMHY U ayTeHTU(UKALMU. YIpaBiIeHue J0CTyIIOM

CpGI[CTBa KOHTPOJIA OESJIIOCTHOCTU I/IH(l)OpMaI_II/II/I B 0azax JaHHBIX

CpenctBa aynurta U KOHTpoJisi 6ezonacHocTH. Kputepuu 3anuiieHHocT 6a3 JaHHbIX

[TpuMeHeHue Kpunrorpa@uyeckux CpesICTB 3aIUThl HHPOpMaLuu B 0a3ax JaHHBIX

TemaTnka NpakKTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

N3ydyenne Mmexanu3moB 3amutel CYBJI MS Access

W3zyuenne mratHbix cpencts 3amuTtel CYB MSSQL Server

IIpome:xkyTounas arrecranus mo MJIK.02.01

Pa3znen 6. MOHMTOPHMHI CHCTEM 3aLIUTHI

Tema 6.1. MoHUTOPUHT Copepxanue

CHCTEM 3aILUTHI [TonsiTrie 1 000CHOBaHKE HEOOXOAMMOCTH UCTIOIH30BAaHUS MOHUTOPUHTA KaK HEOOXOAMMON KOMIOHEHTHI
CUCTEMBbI 3alIUThl THOpMAIIUU

OcobeHHocTH (pUKcay COOBITHI, MOCTPOSHHBIX HAa Pa3HBIX MPUHLUIAX: CETH C KOMMYTAIel COeMHEHUH,
ceTh ¢ KoMMyTarnueit makeros, TCP/IP, X.25
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Knaccugukanus orciexxnBaeMbix coObITUH. OcoOEHHOCTH MOCTPOSHUS] CUCTEM MOHUTOPHHTA

Hcrounnku nHGOPMALIUY ISl MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKHE XaPaKTCPUCTHKH
tpaduka yepez M3, npoBepka pecypcoB 00ILEro Mojab30BaHMSL.

KJ'IaCCI/I(bI/IKaI_[I/IH CCTEBBIX MOHUTOPOB

Cucremsl ynpaieHus COOBITUAME HH(pOpMaMOHHOH Oe3omacHocT (SIEM).
0630p SIEM-cuctemM Ha MEPOBOM M POCCHHCKOM PBIHKE.

TeMaTHKa NPaAKTHYECKUX 3aHATHI U JIA0OPATOPHBIX padoT 2
M3yueHne 1 CpaBHUTENBHBII aHAIN3 PACIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha npumepe RealSecure,
SNORT, NFR wmu apyrux anaaoros
[TpoBenenue ayaura JIBC cereBbIM ckaHEpPOM
Tema 6.2. 13zyuenue mep Conep:xanue 2
3alUThl UH(QOpPMALMY B W3yuenne TpeGoBaHU 0 3amuTe HHYOPMAIIHH, HE COCTABIIIONIEH roCy1apcTBEHHYIO TaiiHy. M3y4yenune
UH(POPMALIMOHHBIX meroanyeckux JoKyMeHToB PCTIOK no npuMeHeHHI0 Mep 3aLIUTHI.
cucTemax TemaTuka NpaKTHYECKUX 3aHATHI H JIA0OPATOPHBIX padoT 2
Br10op Mep 3a1uThl HHGOPMALIUY IS UX peau3alii B MHPOPMaLMOHHOM cucteme. Bri6op
COOTBETCTBYIOIIMX MPOTPAMMHBIX M IPOTrPAMMHO-aNNAapaTHBIX CPEACTB U PEKOMEHIAIIMH 0 UX HACTPOMKE.
Tema 6.3. 13yuenune TemaTnka NpaKTHYECKUX 3aHATHI H JIA0OPATOPHBIX padoT 8
COBPEMEHHBIX YcraHOBKa M HACTpOiiKa KOMITJIEKCHOTO cpencTBa Ha mpumepe SecretNetStudio (yueOHast TuIeH3Ms) Win
POrpaMMHO-aNNapaTHbIX | JIPYTHX aHAJIOTOB
KOMIIJICKCOB. VYcTaHoBKa M HACTpOHKa MPOTrPAMMHBIX CPEJICTB OLIEHKH 3aIIMIIEHHOCTH U ayAUTa HH()OPMALMOHHON
0e30MacHOCTH, U3yueHHe QYHKIMN U HacTpoiika pexxuMoB paboThl Ha mpumepe MaxPatrol 8 nmm npyrux
aHaJIOTOB
M3y4yenue THIIOBBIX petieHuit s mocrpoenust VPN va npumepe VipNet wim apyrux aHajJoroB
N3y4yeHne COBpEMEHHBIX CUCTEM aHTUBHUPYCHOM 3allUThI HA IPUMEPE KOPIIOPATUBHBIX PEILIEHUIN
KasperskyLab wmu qpyrux ananoros
N3yyenne pynkunonana u obnacreii npumenenust DLP cucrem na npumepe InfoWatchTrafficMonitor nim
JPYTHX aHAJIOTOB
Kypcosas padora 30

TemaTnka KypcoBbIX padoT
1. Onenka 3¢ (eKTUBHOCTH CYIIECTBYIOIIMX MPOTrPaMMHBIX U POTrPAMMHO-ANIapaTHBIX CPEACTB 3aLIUTHI HH(OPMAIIUU C

MPUMEHEHHUEM CIEIMATN3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB (MHIUBUAYATHHOE 3aJaHHE)

2. O030p 1 aHATU3 COBPEMEHHBIX MPOTPaMMHO-AIAapaTHRIX CPEJICTB 3alIUThl HHPOpManuu (MHIUBUYAJTBHOE 3a/IaHHE )

3. Bp10op onTUManIbHOTO CpeICTBA 3aUTH HH(DOpMAIUU UCXo s U3 MeToaudeckux pekomenaanuit ®CTOK u umeromuxcs
WCXOJIHBIX TAHHBIX (MHIUBUIyATHbHOE 3a/IaHHE )



https://www.infowatch.ru/products/traffic_monitor_enterprise
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4. TlpuMeHeHHe MPOrpaMMHO-AINAPATHBIX CPEACTB 3aUTH HH()OPMAIIUH OT PA3IMYHBIX THIIOB YIPO3 HA MPEANPUITHN
(MHIMBUYaJIbHOE 3a/1aHUE)

5. Tlpobnema 3amuTel nHGOpPMAIIMK B 00JAYHBIX XpaHuHmax qaHabex u [{O/Jax

6. 3ammra cpea BUPTyalIn3aluu

TemaTuka camocTosiTeJIbHOM padoTsl npu ndydenun MJIK.02.01
1. M3y4yeHune HOBBIX TEXHOJIOTUI XpaHEeHUs] HH(OpMAIH

2. CraTHCTHKAa ¥ aHAJIM3 KPYMHBIX yTe4eK HH(POPMALIUH 32 TOJT

3. Towmck naopManmu 0 HOBBIX BUAAX aTaKk HAa HH()OPMAIIMOHHYIO CHCTEMY

4. 0O030p COBpeMEHHBIX NPOTPaMMHBIX U IPOrPAMMHO-ANNapaTHBIX CPEACTB 3aILUTHI

5. CpaBHUTEIbHBIN aHAIN3 COBPEMEHHBIX IPOrPAMMHBIX U IPOrPaMMHO-AIIIAPATHBIX CPEJCTB 3aALIUThI

IIpomeskyrounas arrectanus mo M/1K.02.01

Bujabl camocTosiTeIbHBIX Pa00T NP M3y4YeHUu pasaena 1 moayss

CucremaTuueckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, y4eOHOI U CrielualbHON TEXHUYECKON IUTepaTypsl (110 BompocaMm K mnaparpadam,
rJIaBaM y49eOHBIX TTOCOOUI, COCTABICHHBIM IIPEIIOAaBATEIIEM )

[ToaroToBka K MpakTUYECKUM PabOTaM C UCTIOIB30BAHUEM METOJMUECKUX PEKOMEH/IAIUH MperoaaBatelis, 0hOpMIICHUE MPAKTHUECKUX
paboT, OTYETOB K MX 3aIlUTE.

Pabora Haj KypcOBBIM POEKTOM (paboToil): MIaHuPOBaHKE BINOJIHEHHS KypCOBOTO MpoekTa (paboThl), onpeieNieHre 3aja4d padboThl,
U3YyYEHHE JUTEPATYPHBIX HCTOUHUKOB, IPOBEJCHHUE MPEANPOESKTHOIO UCCIIETOBAHMSL.

Y4eOHas npakTHKa 1o pasaeay 1 moxyas
Buasbi pador:

— IlpumeHeHne NporpaMMHBIX U IPOTPaMMHO-aIapaTHBIX CPEACTB oOecreueH st HH(OpMAIIMOHHOM 0€30MacHOCTH B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

Juarnoctuka, ycTpaHeHHe 0TKa30B U oOecrieueHre paboToCIIOCOOHOCTH MPOTrPaAMMHO-AIAPATHBIX CPEJICTB 0OecrieueHns HH()OPMAITOHHOM
0e30MacHOCTH

Onenka 3¢ (HEeKTUBHOCTH MIPUMEHSIEMBIX TPOTPAMMHO-aNNaPaTHBIX CPEJICTB oOecTieueHus] HHGOPMAITMOHHONW 0€301TacCHOCTH
CocraBieHre JOKYMEHTAIUH 110 YYeTy, 00paboTKe, XpaHEeHHUIO U Tiepeade KoH(OUISHIIHATbHOW nH(OpMauu
Hcnonp30BaHre IporpaMMHOTo obecriedeHus Ijisl 00pabOTKH, XpaHEeHUs U iepefadn KoHGUACHIIMATbHOU nH(OpMauu

CocraBieHre MapiIpyTa U cocTaBa MPOBEICHUS Pa3IMUHBIX BUJOB KOHTPOJIbHBIX MPOBEPOK MIPH aTTECTALIUU OOBEKTOB, IIOMEIICHUH,
MPOTrpaMM, aIrOPUTMOB.

yCTpaHeHI/IC 3aMEUaHui 1o pe3ylibTaTaM MPOBCPKU

AHanu3 ¥ COCTaBJICHHE HOPMATUBHBIX METOAMYECKHUX JOKYMEHTOB 10 00ecreueHuto nHOpMallMOHHON 06€30M1acHOCTH TPOrpaMMHO-
anmapaTHBIMH CPEICTBAMHU, C YIETOM HOPMATHBHBIX MPABOBLIX aKTOB.

[TpuMeHeHne MaTeMaTHYECKUX METOOB JJIsl OLIEHKM KAaueCcTBa M BRIOOpa HAMJIYUIIEro MPOrPaMMHOIO CPE/ICTBA

204
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Pa3nes 2 mony.s. Ilpumenenne kpunTorpagu4ecKux CpeacTs 3alUThI MHHpoOpManun

246

M/K.02.02. Kpuntorpadpuyeckue cpeacTsa 3aliuThl HHGOpMaun

150

BBenenue

Conepxanue

[Ipenmer u 3agauun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHbIE TEPMHUHBI

Pa3nen 1. MaTtemaTtnyeckre OCHOBBI 3aIIUTHI HHPOPMALIUU

Tema 1.1.
Maremarudeckue OCHOBEI
Kpunrorpaduu

Conep:kanue

24

OneMEHTBI TCOPHUU MHOKCCTB. prnnm, KOJIbIia, I10JIA.

Jemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U cocTaBHbIE YKCIA.

OcHoBHast TeopeMa apudmeruku. HanbGonpimii obuuit nenurens. Bzaumuo
npoctele yncna. Anroput™ EBknuna ans naxoxnaenus HO/JL.

OtHomenus cpaBHuMOocTH. CBOWCTBA CpaBHeHUN. MoaymsipHasi apudMeTHka.

Knaccel. [lonnas u npuBeneHHas cucrema BerueToB. Oynkius Jitnepa. Teopema Depma-Diinepa. AIroputm
OBICTPOTO BO3BEJCHHS B CTEIIEHb IO MOAYIIIO.

CpaBHenus nepBoii crenenu. JInneiinsie quo(anToBbl ypaBHeHUs. Pacimmpennsiii anroputm EBkina.

Kuraiickast Teopema 00 ocTaTkax.

[IpoBepka yncen Ha MPOCTOTY. ANTOPUTMBI F€HEPALIUU MPOCTHIX yucesl. Metoa npoOHbIX AeneHuil. Pemero
Opatocdena.

PaznoxeHue yncina Ha MHOKUTENU. ATropuT™bl Gaktopuszannu. akropuzanus Pepma. Metox [lomnapaa.

AnroputMmsl 1uckpeTHoro jgorapudmuposanus. Meton Iomnapaa. Meton Hloppa.

Apudmernueckue onepanuu Hajl O0JIbIIMMHU YHCIaMHU.

OIIMITHYECKUE KPHUBLIC U UX IMPUITOKCHUA B KPUIITOT pa(I)I/II/I

TemaTnka NpaKTHYECKUX 3aHATHI H JIA00PATOPHBIX padoT

[Ipumenenue anroputma Epkinaa aiia naxoxaenus HOJI. Pemenue nuHeitHbIX T1O(GaHTOBBIX YpaBHEHUN

HpOBCpKa YHUCCII Ha IMPOCTOTY

Pemenue 3aga4 ¢ a1eMeHTaMu TCOPHUU YHUCCIIL.

Pa3nen 2. Kinaccuueckast kpunrorpadust

Tema 2.1. MeTtonas!
KpunTorpaduueckoro
3aImuTH HHGOPMAITUH

Coaep:xanue

Knaccugukaius OCHOBHBIX METOJIOB KpUNITOrpadhUuecKoi 3auThl. MeTOAbl CHMMETPUYHOTO HIHM(PPOBAHUS

[udpst 3amensl. [Ipoctas 3amena, MHOTOAN(aBUTHAS MOJICTAHOBKA, MPONOPIUOHATBHBIA (P

MeTtoap! nepecTaHoBKU. Tabau4Has epecTaHOBKa, MapLIpyTHas MepecTaHOBKa

I"ammupoBanue. 'aMmMupoBaHnue ¢ KOHEYHON ¥ OECKOHEUHON TaMMaMH
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TemaTHuka MPAKTUYICCKUX 3aHSATHH 1 naﬁopaTopnblx paﬁoT

[IpumeHeHue KiaccCU4ecKuX MHUQPPOB 3aMEHBI

[Ipumenenue kiaccuueckux MuQpoB NepecTaHOBKU

IIpuMeHeHHne MeToa raMMHUPOBAHHUS

Tema 2.2. Kpunroanaius

Conepxanue

OcHoBHBIE MeTOABI KpUNTOaHAMH3a. Kpunrorpapuieckue aTaku.

Kpunroraduueckas cToikocTb. AGCOIIOTHO cTOMKHe KpunTocucteMsl. [Ipuaiuner Kupkxoddcea

HepCHeKTI/IBHHe HaIlpaBJICHUA KPUIITOAHAIU34a, KBaHTOBBIN KpUIITOAHAJIN3.

TemaTuka NPpaKTHYECKUX 3aAHATHH U JJa0OPATOPHBIX padoT

10

KpI/IHToaHaJ'II/IS mn(bpa HpOCTOﬁ 3aMCHbBI MECTOAOM aHaJIn3a 4aCTOTHOCTH CMMBOJIOB

Kpunroananus knaccuueckux mu@poB METOAOM MOJTHOTO nepedopa Kitouei

Kpunroananus nmdpa Buxunepa

IIpomexyTounas arrectanus no MJIK.02.02

N

Tema 2.3. [lorounsie
MU QPbI U TeHEPaTOPBI
NICEBAOCTYYalHbIX YUCEIl

Coaep:xxanue yueOHOro MaTepHuaJia

OcHOBHbIE NPUHIUIIBI TOTOYHOTO MM poBanus. [Ipumenenue reneparopos I1CY B kpunrorpaduu

MeTtob1 oNTy4eHUs niceBaocaydaitHbpix nocienoBatenbHoctei. JIKI, meton ®ubonauun, meron BBS.

TemaTnka NpaKTHYeCKUX 3aHATHH U JIA00PATOPHBIX padoT

[Ipumenenue meto0B renepanuu [1CH

Pa3nen 3. CoBpeMenHasi kpunrorpadus

Tema 3.1. KonupoBanue
uH(pOopMaLUu.
Komnerorepuszanus

I ppoBaHUsL.

Conep:xanue yueOHOro MaTepuaJia

Konupoanue nnpopmarmu. CumBosbHOe KogupoBanue. CMBICIOBOE KOJIMpoBaHue. MexaHu3anus
mmdposanus. [Ipencrasnenne napopmarmu B gBonaHoM koxe. Tadmmia ASCII

Komnerorepuszanus mudposanus. AnmnapaTHoe U nporpaMMmHoe mudpoanue CTannaapTU3anus
IIPOrpaMMHO-aIMapaTHBIX KPUITOTpaPUUECKUX CUCTEM H CpeaCTB. V3yueHne coBpeMeHHbBIX MPOTPaMMHBIX
U annapaTHBIX KpUNTorpaduyecKux CpesicTB

TemaTnka NpaKTHYECKUX 3aHATHH H JIA00PATOPHBIX padoT

Konuposanue nnpopmarmu

HpOFpaMMHa}I peamm3anus KIaCCUICCKUX I_HI/I(I)pOB

W3yueHune peaan3anny KIaCCHUECKUX MU(POB 3aMEHBI U epecTaHoBku B porpamme CrypTool nim
aHasjore.

Conep:xanue yueOHOro MaTepuaJia




18

Tema 3.2. CummeTpuuHbIE
cucTeMbl MU(POBaHUSA

OO6mme ceenenusi. CTpyKTypHasi CXeMa CHMMETPHUYHBIX KPUNITOTPAQUIECKUX CUCTEM

OteuectBennbie anroputmbel Marma u Kysneunk u crangaptsl [OCT P 34.12-2015 u TOCT P 34.13-2015.
Cummetpuunbie anroputMbl DES, AES, TOCT 28147-89, RC4

TemaTuka NMPAKTUYIECCKUX 3aHSATHIA 1 naﬁopaTopnblx paﬁoT

W3ydenue nporpaMMHOHN pearn3aiii COBPEMEHHBIX CHMMETPUYHBIX I (POB

Tema 3.3. AcummeTpuuHbIe
cucTeMbl MU(POBaHUSA

Conep:xanue yueOHOro MaTepuaJia

Kpunrocucremsl ¢ oTKpbIThIM KiIto4oM. HeoOpatumocTs cucreM. CTpyKTypHas cxema mudpoBaHus ¢
OTKPBITHIM KIJIFOUOM.

OEeMEHTHI TCOPHUU YUCECII B KPpUIITOI' pa(bI/II/I C OTKPBITBIM KJIFOYOM.

TemMaTuka NPaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

HpI/IMeHeHI/Ie Pa3IMIHBbIX ACUMMCTPHUYHBIX aJITOPUTMOB.

N3yyenue nmporpaMMHO# peanusaiii aCiMMeTpUYHOro anropurma RSA

Tema 3.4.
AyTeHTHHKAIMS JaHHBIX.
DINEKTpOHHAs MOANHUCH

Conep:xanue yueOHOro MaTepuaJia

Aytentuduxanus nanueix. Ooume nousatus. 1. MAC. OgHoHanpaBieHHbIE XelI-PYHKIMH. AJITOPUTMBI
1 poBoH NOANHNCH

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

[TpumMeHeHMe pa3nTUYHbIX QYHKLIUH XEINPOBaHUs, aHAIU3 0COOEHHOCTEH xemei

[Ipumenenne kpunTorpa@uueckux aTak Ha Xem-(yHKINH.

N3yyenue nporpaMMHO-anmapaTHbIX CPEACTB, PEATU3YIOLUIMX OCHOBHbIE PyHKIMH D11

Tema 3.5. Anroputmsl
oOMeHa KITrouel u
TIPOTOKOJIBI
ayTeHTH(UKAUU

Conep:xanue y4eOHOro MaTepuasia

AJTOpUTMBI pacpeesIeHUs KIItoYeil ¢ MPUMEHEHUEM CUMMETPUYHBIX U aCHMMETPUUYHBIX cXxeM [IpoTokoiibl
ayreHTu(ukanuu. Bzanmuas ayrentudukanus. OTHOCTOPOHHSS ayTeHTUQUKAIUS

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT

[Ipumenenue nporoxona Juddu-Xemnmana 1yig oOMeHa KirroyamMu uGpOBaHUS.

N3yyenue npuHIMIIOB pabOTHl IPOTOKOJIOB ayTEHTHU(PHUKAIIUH C UCIIOJIb30BaHUEM JOBEPEHHON CTOPOHBI Ha
npumepe mpotokona Kerberos.

Tema 3.6. Kpunro3amnura
uH(OpPMAIIUU B CETSIX
nepesay JaHHBIX

Conep:kanue y4eOHOIr0o MaTepuaJa

AbGonentckoe mmdpopanue. [lakeTHoe mmdpoBanue. 3anuTa IeHTPa TeHEPaIuu KITI0UYeH.
Kpunromapmpyruzatop. [laketsslii punastp

Kpunrorpaduueckas 3amura 6eCripoBOIHBIX cOeAMHEHUH B ceTsax cranaapra 802.11 ¢ ucnonb3oBaHueM
nporokosioB WPA, WEP.




19

Tema 3.7. 3amura Coaepsxanue yueOHOro MaTepuasa

nHpopmaiuu B
AJIEKTPOHHBIX MJIATSKHBIX
cucreMax

[TpuHIHIB GYHKITMOHUPOBAHUS HIEKTPOHHBIX IUIATSKHBIX CUCTEM. DIIEKTPOHHBIE TNIACTUKOBBIC KAPTHI.
[TepcoHa)IbHBIN WIEHTU(OUKAITMOHHBIA HOMEP

[Tpumenenne KpunrorpaguyecKux MPOTOKOIOB Il 00ecTIedeHUsT Oe30MaCHOCTH IEKTPOHHONW KOMMEPIIHH.

TemaTHuka NMPAKTUYIECCKUX 3aHSATHHA 1 naﬁopaTopnblx paﬁoT

[TpumeneHne ayTeHTU(DUKAIIMH IO OJHOPA30BBIM MapoisiM. Peanun3alivs airopuTMOB CO3/IaHUST OJTHOPA30BBIX
rnapoJseun

Tema 3.8. Komnbsriotepnas | Comepxxanue y4eOHOro MaTepuasia

crera”Horpadus

CkpsITas nepenavya HHPOPMALUU B KOMITBIOTEPHBIX cuctemax. [Ipobiema ayTeHTHDUKAIIH
MYJbTUMEINIHON nH(popManuuy. 3amuTa aBTOPCKUX MIPaB.

MeTobl KOMIBIOTEpHOM cTeranorpadun. Llndppossie BoasHbIE 3HAKH. ANTOpUTMEI BecTpanBanus 1[B3

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

0O0630p 1 cpaBHUTENBHBIN aHANMK3 cymecTByromiero 110 ans BecrpanBanus 1[B3

Peanmzanus npocreimmx cTeraHOrpadUuIecKux aJropuTMOB

TEeMAaTHKA CAaMOCTOATEJIbHOM padoTsl npu usyyenun MJK.02.02

1.

©OoN RN

[ S T
N P O

HcTopus pa3BuTHs Kpunrorpapuu

[TporpamMHas peann3anus KJ1acCU4ECKUX MIH(PPOB

OnTuMu3alus METO/I0B YaCTOTHOTO aHAIN3a MOHOANI(haBUTHBIX HIM(POB.
[TporpamMHas peann3anus KI1acCUYECKUX MIH(PPOB

Metobl MeXaHU3aUHU UPPOBAHUS

[MudpoBoe npencrapieHne pa3inyHbIX GopM HHPOPMALUH

Ananus COBPCMCHHBIX CUMMCTPHYHBIX KPHUIITOAJITOPUTMOB

Ananus COBPCMCHHBIX aCHMMETPHUYHBIX KPUIITOAJITOPUTMOB
IIporpammHas peanu3annsi COBpEMEHHBIX KPUIITOAJITOPUTMOB

. CpaBHUTENbHBIN aHaTN3 QYHKIUI XEITHPOBAHUS
. AytenTudukanus cooOIeHni

. 3aKOHOJIATEIbCTBO B 00JaCTH KpUNTOrpaduyeckoit 3amuThl HHPOPMALIUU
13.

[TepcniekTHBHBIE HANIPABICHUS KPUITOTrpapuu

IIpomeskyTounas arrectanus mo M/1K.02.02

Buabl camocTosAiTeIbHON padoThI IPH U3YYEHUH pa3jiena 2 MoayJast
CuctemaTndeckasi mpopadOTKa KOHCIIEKTOB 3aHATHN, y9eOHOH M CIICIIUAIbHOM TEXHUYECKON JTUTEPaTyphl (110 Bompocam K naparpadam,
rJIaBaM y4eOHBIX TOCOOUH, COCTaBICHHBIM IPEI0IaBaTeNIeM)
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[MoxroroBka Kk mpakTHYECKUM pabOTaM C UCHOIH30BAHUEM METOIMUYECKUX PEKOMEHAALUI penoaaBaress, opopmieHue 1abopaTopHo-
PAKTUYECKHUX padOT, OTYETOB K UX 3alIHTE.

Y4yeOHas npakTHKa pasjena 2 MOLYJIs 96
Buasi pador:

— Hcnonbp3oBaHue TUIIOBBIX KPUNTOIPaAQUUECKUX CPEACTB U METOI0B 3aILUThl HHPOPMALIUH, B TOM YHUCIIE U 3JIEKTPOHHOM MOAIUCH
IIpousBoacrBenHas npakTuka mno IM.02 252

Buabl pador

— AHaM3 NPUHLIKIIOB TOCTPOSHHSI CUCTEM MH(GOPMALIMOHHOM 3alUThI IPOU3BOACTBEHHBIX M1OPA3/IEIECHUH.

— TexHu4eckas KCILTyaTalys JIEMEHTOB IPOrPaMMHOM U allllapaTHOM 3aIlMThl aBTOMAaTU3UPOBAHHON CUCTEMBI.

— Yyactue B IMarHOCTUPOBAHUH, YCTPAHEHUH OTKA30B U 00eclie4eHud paboTOCIIOCOOHOCTH MPOrpaMMHO-aNapaTHIX CPE/ICTB
obecnieueHns MHOOPMAIMOHHON OE30MTaCHOCTH;

— AHanu3 3¢ (peKTUBHOCTH MPUMEHSIEMBIX IPOrPaMMHO-AMNAPATHBIX CPEACTB o0ecreyeHnss HHPOPMALIMOHHOM 6€30M1acHOCTH B
CTPYKTYPHOM IOJIpa3/ICICHUN

— Yyactue B obecrieueHun yuera, o0pabOTKH, XpaHEHUs U IepeJadn KoH(pUIeHInanbHON HH(opMauu

— IIpumeHeHne HOpMaTHBHBIX IPABOBBIX aKTOB, HOPMATHBHBIX METOJANYECKHX JTOKYMEHTOB M0 00eCTieueHHI0 WH(OPMAITMOHHON
0€30I1aCHOCTH ITPOrpaMMHO-AINAPATHBIMU CPEJICTBAMHM ITPH BHIMOJIHEHUH 33]1a4 IPAKTUKH.

IK3aMeH 0 npocbeccuoua.anOMy MOAYJH0

Bcero:

898
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4. YCJIOBUA PEAJIMBAIIUU ITPOT'PAMMBI TIPO®PECCHUOHAJIBHOI'O MO YJISA

4.1. HauMeHOBaHHUE U XapaKTePUCTHKA YUYeOHBIX ayAUTOPHIi (JiabopaTopuii), nepeuyeHb
000py/10BaHHs U TEXHHYECKHX CPEICTB 00yYeHHsI
Peanu3zanus mporpaMmbl TpeAroiaraeT HaTMuue y4eOHOro KaOMHeTa ¢ MyJIbTHMEIHIHBIM
obopyoBanueM u naboparopun «IIporpaMMHBIX H IPOrPAaMMHO-AINIIAPATHBIX CPEICTB 00CCIICUCHHUS
nH(pOpPMaITMOHHOM 0€30MMaCHOCTHY.
O6opynoBanue yuyeOHOTO KaOWHETa U pabouuX MecT KabWHeTa — JICKI[MOHHAS ayJAUTOPHUS:
nmocagovyHbIX MecT - 30, paboyee MECTO TpenojaBaress, MPOSKTOpP, MEePCOHAIBHBIA KOMITBIOTED,
MHTEPAKTUBHAS JIOCKA, KOMIUICKT IPE3CHTALIUH.
Ob6opynoBanue nadoparopun «IIporpaMMHBIX ¥ TPOrPaMMHO-aNTapaTHBIX CPEICTB
obecriedeHrss THPOPMALIMOHHOM 6€30MacHOCTI» M pabodnx MecCT JabopaToOpHHu:
— pabouue MecTa CTYJICHTOB, 000pYI0BaHHbIC IEPCOHATLHBIMU KOMITBIOTEPAMHU;
— J1abopaTopHbIC YUeOHBIE MAKETHI;
— pabouee MECTO IpenogaBaTers;
— y4eOHO-METOAMYECKOe 00eCIIeYeHIE MO IS,
— HWHTEPAKTHUBHASI JOCKA, KOMIUICKT MTPE3CHTAIHIA,
— aHTHBHPYCHBIC IPOIPAMMHBIC KOMILIEKCHI;
— TpOorpaMMHO-aNIapaTHbie cpecTBa 3amuThl nHGopmanmu ot HC/I, 610kupoBKH H0CTYyMA
Y HapyUICHUS [IEIOCTHOCTH;

— TpPOrpaMMHBIC M MPOrPaMMHO-AIIAPATHBIC CPEICTBA OOHAPYKEHHS aTak (BTOPIKCHHUH),
MOKCKA YSI3BUMOCTEH;

— CpEeICTBa YHUYTOXKCHHUSI OCTATOYHOHN MH(POPMAIIMY B 3aTIOMUHAIOIINX YCTPOHUCTBAX;

— MpOorpaMMHbIE CPEACTBa KpUNTOTpaduIecKor 3auuThl UHHOPMaLIUU.

4.2. UndopManoHHoe obecrniedeHre peain3aluu NporpaMmmbl
4.2.1. OcHOBHbIE MeYaTHbIE HCTOYHUKH
1. bapuues C.I'., 'onuapoB B.B., CepoB P.E. OcHoBbI coBpeMeHHOU KpunTorpapuu: y4eod.

[Tocobue. — M.: T'opsiuas nunus — Tenexom, 2017- 175 c.

2. Jyumxun A.B., bapcykoB O.M., Kpasuos E.B., CnasanoB K.B. IIporpammuo-anmnapaTHbie
cpencTBa obecriedeHus: nHGopmannoHHou 6e3omacHocTu: yueb. [locobue. — M.: T'opsuas nuHus —
Tenexom, 2018- 248 c.

3. HoBuko B.K. Opranu3zannoHHoe M TIpaBoBoe obOecreyeHne HHPOPMALUOHHOM
6e3onacuoctu. Yacts 1. [IpaBoBoe obOecnieuenre nudopmanonHoi 6e3omacHoctu: yued. [Tocodue.
—M.: MUDT, 2018. — 184 c.

4. HoBukoB B.K. OpranuzanvoHHoe # 1mpaBoBoe oOecnedyeHne HH(POpMaOHHOM
6e3onacHocTt. Yactes 2. OpranuzannonHoe obecrieueHrne WHOOPMaAIMOHHON 0€30MacHOCTH: y4eo.
nmocooue. — M.: MUDT, 2017. — 172 c.

5.  OpranuzaninoHHO-TIpaBOBOE obecriedeHre nHGHOpMalnoOHHON O6e30macHOCTH: yueb. mocodue
U CTyH. yupexaeHuit cpen. mpod. obpazoBanus/ E.b. benos, B.H. Ilpxeropaunckuii. — M.:
W3narenbckuit nentp «Akagemusi», 2017. —336¢

6. HMeamoB M.A., UyrynkoB W.B. Kpunrorpadpudeckne MeTonsl 3amuThl WHOOPMAIUUA B
KOMITHIOTEPHBIX CHUCTEMaX M ceTsx. YdeOHoe mocobme - MockBa: MU®DU, 2020 - 400 c.
PexomennoBano YMO «SlnepHbie ¢u3nka U TEXHOJIOTMH» B KauecTBE y4eOHOTo mocoOus ams
CTYJEHTOB BBICIIUX YYEOHBIX 3aBEICHUN.


http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C.
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92.
http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90.
http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE
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7. Andépor A.IlL., 3y6oB A.JO., Ky3semun A.C., Uepémymkun A.B. OcHoBBI kpunrorpaduu
(yueOnoe mocobue). - M.: I'emuoc APB, 2020. — rpud Munucrepcrsa oopazoBanus PO no rpymre
CHEIMAILHOCTEH B 00J1aCTH HH(POPMAIIMOHHOM 0€30TTaCHOCTH

8. MenbuaukoB B.IIL., Kneitmeno C.A., IlerpakoB A.M.: MadopmarmonHas 6e30macHOCTh U
3amuta nHGopMarmu M.: Akanemus, - 336 c. — 2021

9. Illanerun B.®. 3ammura nHGOpMaKK B KOMITBIOTEPHBIX cucTeMax U ceTsax M3nm-o: JIMK
IIpecc, - 2017

10. Karopun 10.®., PazymoBckuii A.B., CnuBak A.W. 3amura nHopmManuu TeXHUIECKUMHU
cpenctBamu: YueOHnoe nocodue / Ilox penakmueit FO.®. Karopuna — CI16: HUY UTMO, 2017. —
416 c.

4.2.2. JlonoJTHUTEIbHbIE IeYaTHbIe HCTOYHUKH:
1. TloropenoB b.A., CaukoB B.H. (pexn.). CnoBaps kpuntorpadguueckux TEpMUHOB. - M.:

MIIHMO, 2006. CnoBapp kpunrorpaduueckux TepmuHoB. Ilog pen. B.A. IloropemoBa u
B.H. CaukoBa. — M.: MITHMO, 2006 r

2.  @enepainbhblii 3akoH 0T 27 utonst 2006 r. Ne 149-D3 «O6 undopmanuu, nHGOPMALIMOHHBIX
TEXHOJIOTHUSIX U O 3alllUTe HHPOPMAIUI.

3. ®enepanpHbIii 3akoH 0T 27 uroist 2006 r. Ne 152-D3 «O nepcoHAIBbHBIX TaHHBIX).

4.  ®epepanbubliii 3aK0H 0T 27 nexkadpst 2002 r. Ne 184-D3 «O TeXHUYECKOM PETyIUPOBAHUNY.

5.  ®enepanbublii 3aK0H OT 4 Mast 2011 1. Ne 99-O3 «O nueH3UPOBAaHUH OTACIIBHBIX BUIOB
JESITEIbHOCTI.

6. ®enepanbneblii 3akoH oT 30 mexadps 2001 r. Ne 195-D3 «Koneke Poccuiickoit @enepanum
00 aIMUHHCTPATUBHBIX MIPABOHAPYIICHUSIX).

7. Vxa3 Ilpesunenta Poccuiickoit ®enepanuun ot 16 aBrycra 2004 r. Ne 1085 «Bomnpocst
®denepalibHOI CITYKOBI 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIOM.

8.  VYka3 Ilpesunenta Poccuiickoiit denepanuu ot 6 mapta 1997 r. Ne 188 «O0 yTBepxaeHUH
NepeyHs CBeIeHUH KOH(UICHIMAIBHOTO XapaKTepay.

9. Vka3 Ilpesunenra Poccuiickoit @enepauun ot 17 mapra 2008 1. Ne 351 «O mepax mo
obecrieueHno MH(popmalmoHHON Oe3omacHocTH Poccuiickoit dexepanuu npu  MCHOIB30BAaHUU
MH(POPMAIIOHHO-TEJIEKOMMYHUKAIIIOHHBIX CETEH MEKIyHAPOJHOTO HHPOPMALIIOHHOTO OOMEHA.

10. TlomoxeHwme o cepTHQHUKANMKA CPEACTB  3amUTHl  HHpOpMaruu.  YTBEpKIECHO
nocranoBieHueM [IpasutenbctBa Poccuiickoit @enepanuu ot 26 uroHs 1995 r. Ne 608.

11. CoctaB u cojaepkaHHE OPraHU3ALMOHHBIX M TEXHUYECKMX Mep IO 00ecredyeHuto
0€30IaCHOCTH TEepPCOHANBHBIX JIaHHBIX HpU HMX 00paboTke B HHPOPMALMOHHBIX CHUCTEMax
NepCOHATBbHBIX AaHHBIX. YTBepxkaeHbl TpukazoM @CTIOK Poccun ot 18 derpans 2013 r. Ne 21.

12. Mepbl 3ammTbl UHGOPMALMU B TOCYJApCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMAX.
Yrepxaenst @CTIK Poccun 11 pespans 2014 r.

13. AnvmuauctpatuBHbi periiaMmeHT @CTOK Poccnu 1o mpenocTaBiIeHNI0 TOCY IapCTBCHHON
YCIyTH 10 JIMIIEH3UPOBAHUIO JESITENbHOCTH [0 TEXHUYECKOW 3amuTe KOH(UACHIHAIbHON
unpopmanuu. YreepxaeH npukazom ®CTIK Poccun ot 12 uronsg 2012 r. Ne §3.

14. AnmunuctpatusHblil perinameHT @PCTOK Poccnn mo npenoctaBieHnIo TOCy1apcTBEHHON
YCIOYTH 10 JUIEH3UPOBAHUIO JEATENBHOCTH MO pa3paboTKe M MPOU3BOJICTBY CPEICTB 3alllUThHI
KoH(puaeHIMansHoi nHpopMaruu. YTBepxkaeH npukazom @CTIOK Poccun ot 12 utons 2012 1. Ne
84.

15. CnenuanpHbie TPEOOBAHUS H PEKOMEHIAIINN TI0 TEXHUYECKOH 3a1TuTe KOHPUICHITUATHHONU
nHpopManuu (CTP-K). YTBepKIeHBI MIPUKA30M l'ocrexxkomuccnn Poccun
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oT 30 aBrycra 2002 r. Ne 282.

16. TpeGoBanusi o 3ammre WHPOPMALMHU, HE COCTABIAIOUICH TOCYJApCTBEHHYIO TaiiHy,
COJIEpIKaIIeics B TOCYTaPCTBEHHBIX MH(OPMAIMOHHBIX CUCTeMax. Y TBepkIeHbI pukazom OCTOK
Poccum ot 11 deBpans 2013 r. Ne 17.

17. TpeGoBanusi o 3ammre HHPOpPMALUU, coAepKalieiics B HWH(OPMAIMOHHBIX CHCTEMax
obOmero mosb3oBaHuA. YTBepkaeHbl npukazamu @DCb Poccum uw  OCTOK  Poccunm
ot 31 aBrycra 2010 r. Ne 416/489.

18. TpebOoBanus Kk cucteMaM OOHApYXEHHUs BTOpP)KCHHH. YTBepkaeHbl mnpukazom DPCTOK
Poccun ot 6 nexadps 2011 r. Ne 638.

19. PyxoBomsmuii gokymeHT. ['eomH(pOpManMOHHBIE CHUCTEMBI. 3amuTa HHPOPMALUU OT
HECAaHKIIMOHUPOBAHHOTO JocTymna. TpeboBanusa mo 3ammre uHpopmauuu. YTBepxkaen PCTIOK
Poccun, 2008.

20. PyxoBonsmmii JOKyMEHT. 3alliTa OT HECAHKIMOHHPOBAHHOTO JOCTYIA K HH(POPMAITHH.
Yactsp 2. [IporpamMmmuoe obecriedeHre 0a30BbIX CHCTEM BBOJIa-BbIBOJIA IEPCOHATIBHBIX AJIEKTPOHHO-
BBIYHUCIUTENbHBIX MaluH. Kinaccudukaims mo ypoBHIO KOHTPOJISt OTCYTCTBUS HEACKIapUPOBAHHBIX
BosmoxkHocTell. YTBepxkaeH ®CTOK Poccun 10 oxtadps 2007 r.

21. TIpuxaz DAIICU mnpu Ilpesugente Poccuiickoit ®enepanmu ot 13 wurons 2001 .
Ne 152 «O06 yTBepkIeHUN HHCTPYKIMH 00 OpraHU3aluy U 00eCrieueHnr 0€30IaCHOCTH XPAHCHUS,
00pabOTKHU U TIepeIav 10 KaHaIaM CBSI3U C CTIOIB30BAHUEM CPEJCTB KPUITOTPAPHUECKON 3aIIUTHI
uHbOpMAIMM C OrPAaHUYEHHBIM JOCTYIIOM, HE COAEp)Kallel CBEJICHHUH, COCTABIISIOLINX
rOCyJapCTBEHHYIO TAHHY».

22. Tlpuxaz ®Cb Poccum ot 9 ¢despans 2005 r. Ne 66 «O6 yrBepxkaenuu I[lonoxenus o
pa3paboTKe, MPOU3BOJCTBE, peaM3allui U AKCIUTyaTaluu MU(GPOBaIbHBIX (KPUIITOrPaPHUECKUX )
CPEICTB 3alIUTHI HHPOPMAIII.

23. TOCT P UCO/MDK 13335-1-2006 upopmarnmonHasi TeXHOJIOTHSA. METOIbI M CpeICTBA
obecnieuenus Oe3zonmacHoctu. Yacte 1. Konumenmuss u Molenu MeHEIXKMEHTa Oe30MacHOCTH
WH()OPMAMOHHBIX U TEJICKOMMYHHUKAITMOHHBIX TEXHOJIOTHIA

24. TOCT P UCO/MBK TO 13335-3-2007 UudpopMarmoHHAss TEXHOJOTHSA. MeETOIsl H
cpenctBa obecrneuenust OeszomacHocTH. Yacte 3. MeTonpl MeEHEIKMEHTa 0O€30MacHOCTH
MH()OPMAIIMOHHBIX TEXHOJIOTHH

25. TOCT P UCO/MBK TO 13335-4-2007 WudopmanmonHas TexHOJOTus. MeToasl u
cpezacTBa obecniedeHus 6e3omnacHocTH. YacTs 4. BbiOop 3amUTHBIX Mep

26. TOCT P UCO/MBK TO 13335-5-2006 WudopmarmonHas TexHONIOTUs. MeToasl u
cpeacTBa obecrieueHus: 6e3onacHocTU. Yacte 5. PykoBOJACTBO O MEHEIKMEHTY 0€30MacHOCTH CETH

27. TOCT P UCO/MDBK 17799-2005 NudopmarmonHas texronorus. [Ipaktnyeckue mpaBuia
yIpaBiieHus: THPOPMAITMOHHOMN 0€3011aCHOCTHIO

28. TOCT P UCO/MDK 15408-1-2008 NudopmanroHHas TEXHOJIOTHS. METOABI M CpPelCTBa
oOecnieuenus Oe3zomacHocTH. Kpurepuu oneHkrn 0€30MacHOCTH HMH(DOPMALMOHHBIX TEXHOJOTHH.
Yacts 1. Beenenue u o0mmas Mojienb

29. TOCT P UCO/MDBK 15408-2-2008 MudopmarrionHas TeXHOIOTHs. MeTolbl U cpe/icTBa
obecrieyenuss Ge3onacHocTH. Kpurepuu oneHkn 06e30macHOCTH MH(POPMALMOHHBIX TEXHOJIOTHH.
Yactp 2. OyHKIIMOHATBHBIEC TPeOOBaHMs 0€30MaCHOCTH

30. TOCT P UCO/M3BK 15408-3-2008 MupOopMannoHHAsT TEXHOJOTH. METOABI U CpPeaCcCTBa
oOecnieuenus Oe3zomacHocTH. Kpurepuu oneHkn 06€30MacHOCTH HH(DOPMALMOHHBIX TEXHOJOTHH.
Yactp 3. TpeOoBanus nosepust k 0€30MacHOCTH
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31. TOCT P 34.10-2001. "HWudopmarnmonHass TexHonorus. Kpunrtorpaduyeckas 3amura
uHpopmanuu. [Ipoueccs! GopMUpoBaHUS U TPOBEPKH IEKTPOHHOM 1 poBoi moanucu"

32. TOCT P 34-11-94. "UndopmaumonHas TtexHosnorus. Kpunrorpadpudeckas 3ammra
nHpopmanuu. OyHKIMS XUHpoBaHUs"

33. TOCT P 50922-2006 3ammra unpopmanuu. OCHOBHBIE TEPMUHBI H OIPEICICHUS.
Pocrexperynuposanue, 2006.

34. TOCT P 52069.0-2013 3amura wundopmamuu. Cucrema cranmaptoB. OCHOBHBIC
nonoxxenud. Poccrannapr, 2013.

35. TOCT P 51583-2014 3amura undopmanuu. [lopsagok cosmaHus aBTOMaTH3MPOBAHHBIX
CHCTEM B 3allUIIeHHOM HcnonHeHnn. Oouwe nonoxenus. Poccrannapr, 2014.

36. TOCT P 51624-2000 3amwura wuHPOpPMALUU. ABTOMATU3MPOBAHHBIE CHCTEMBI B
3amuiieHHoM ucnonaennn. Oomue Tpedoanus. ['occrannapt Poccun, 2000.

37. TOCT P 51275-2006 3amura wunpopmammu. OObexT uHPOpMaTu3anuu. DakTOpBHI,
BO3JIcHcTBYOIIME Ha nHpopManuro. Oomue nmonoxenus. Pocrexperynuposanue, 2006.

38. TOCT P 52447-2005 3ammra wuHpopManuu. TexXxHUKA 3aMUTHl HHGOPMAIIHMH.
Homenkinarypa noka3zareneit kauectBa. PoctexperynupoBanue, 2005.

39. T'OCT P 50543-93 Konctpyxkiuu 6azoBblie Hecyiue. CpeacTBa BEIUMCIUTENbHON TEXHUKH.
TpeGoBanust Mo oOecneueHUIo 3aIUThl MHPOPMAIMKM M AIIEKTPOMArHUTHON COBMECTUMOCTH
METOJIOM 3KpaHupoBanus. ['occrannapt Poccun, 1993.

40. TOCT P 56103-2014 3ammra wuHpopManuu. ABTOMATH3HMPOBAHHBIE CHUCTEMBI B
3alIMIIEHHOM MCTOoMHeHUH. Opranuzamus U coliepanue padoT Mo 3aluTe OT MpeTHAMEPEHHBIX
CHJIOBBIX JIGKTPOMAarHUTHBIX Bo3jaeicTBuii. O0mue monoxenus. Pocctangapt, 2014.

41. TOCT P 56115-2014 3amwmra wundopmanuu. ABTOMAaTU3UPOBAHHBIE CHCTEMBI B
3alUMIIEHHOM HCTONMHEeHUU. CpesicTBa 3alIUThl OT MPEAHAMEPEHHBIX CUIIOBBIX AJIEKTPOMArHUTHBIX
BozaeiicTBuii. O0mue TpedboBanms. Poccranmapt, 2014.

42. TOCT P UCO/MDK 15408-1-2012 NudopmanroHHas TEXHOJIOTHA. METOIbI U CpelIcTBa
oOecnieueHus Oe3zomacHocTH. Kpurepun oneHkrn 0€30MacHOCTH HMH(DOPMALMOHHBIX TEXHOJOTHH.
UYacts 1. Beegenue u obmmas monens. Poccrangapr, 2012.

43. TOCT P UCO/MDBK 15408-2-2013 UndopmanoHHast TEXHOJIOTHS. METOIBI M CpPeNCTBa
oOecnieueHus Oe3zomacHocTH. Kpurepuu oneHkrn 0€30MacHOCTH HMH(DOPMALMOHHBIX TEXHOJOTHH.
Yacte 2. OyHKUMOHAIBbHBIE TpeOoBaHUs Oe3omacHocTH (mpsmoe npumeHenue ISO/IEC 15408-
2:2008). Poccrannaprt, 2013.

44, MeronuKa OINpeIeNIeHUs aKTyalIbHBIX yTpo3 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX IPU UX
00paboTke B MH(POPMALMOHHBIX CUCTEMax MepCOHANbHBIX JaHHbIX. YTBepkaeHa @CTIOK Poccun
14 ¢pespans 2008 r.

45. COOpHHK BPEMEHHBIX METOAMK OLIEHKH 3alllMIIIEHHOCTH KOH()UIEHIMAIbHON HHPOpMaIK
OT YTEUKHU 10 TEXHUUECKUM KaHajiaM. Y TBep:kJieH ['octexkomuccueit Poccuu, 2002.

46. TOCT P 50922-2006 3ammra wHpOopmamuu. OCHOBHBIE TEPMUHBI H OIPEIEICHUS.
Pocrexperynuposanue, 2006.

47. TOCT P 51275-2006 3amwurta wundopmamuu. OObekT uHpopMmaruzauuu. DakTophl,
BO37elcTBYOMMUE Ha HHpopmMaruto. O6mmue nonoxenus. Pocrexperynuposanue, 2006.

48. COOpHHK BpeMEHHBIX METOJUK OLICHKH 3aIIUIICHHOCTH KOHPHUICHIIMATBHON HHPOPMAIIH
OT yTEUKH 110 TEXHHYECKUM KaHajaM. Y TBepxkieH ['ocrexkomuccuent Poccun, 2002.

49. TpeOoBanms o 3amuTe HHGOPMAIMH, HE COCTABISIONICH TOCYJIapCTBEHHYIO TaifHy,
coJiepKalieics: B rocy/IapCTBEHHBIX HH(POPMAIMOHHBIX CUCTEMaX. Y TBepKaeHBI pukazom OCTIK
Poccun ot 11 despans 2013 r. Ne 17.
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50. Mepbr 3anmuThl MHGOPMAMK B TOCYJApCTBEHHBIX HH(MOPMAIIMOHHBIX CHCTEMaXx.
VYreepxnenst @CTOK Poccun 11 ¢pespanst 2014 r.

51. Metoauveckne PEKOMEHIAIMU M0 TEXHHYECKOH 3amuTe MH(OPMAIMU, COCTABJISIONICH
Kommepueckyto Taiiny. YreepxkaeHsl DCTOK Poccun 25 nexabps 2006 rona.

4.2.3. IlepunoanyecKue u31aHus:
1. Chip/Yun: XXypHai O KOMITBIOTEPHOM TEXHHUKE Il HPO(PECCHOHATIOB M OIBITHBIX

MOJIL30BaTEIICH;

2. 3amwura nadopmanuu. Uucaiia: MaGopmManmoHHO-METOIUYECKUN KypHAI

3. HudopmannonHas 6e301acHOCTb peruoHOB: HayuHo-IpakTHYecKuii xKypHal

4. Bompocsl kubepOezomacHoctu. Hayunbll, mnepuoandeckuid, HHGOPMAIMOHHO-
METOAMYECKHUH KypHaJI ¢ 0a30BOM cnenuanu3anueil B 06gactu WHGOPMAIMOHHON 0E30MacHOCTH.
URL.: http://cyberrus.com/

5. besonacHocth WHGOPMANMOHHBIX TeXHOJOTHH. Ilepmoauueckuii pereH3UpyeMblii
Hay4HbIl )kypHat HUAY MU®U. URL: http://bit.mephi.ru/

4.2.4. DIeKTPOHHbIE HCTOYHHUKH:
1. ®enepanbHas cayx0a 1Mo TeXHUYECKOMY H KcopTHOMY KoHTpouto (PCTIK Poccun)

www.fstec.ru

2. HWudopmannoHHO-CIIpaBOYHAs CHUCTEMa IO JOKYMEHTaM B 00JacTH TEXHUYECKOH
3amuThl nHGopMaru WwWw.fstec.ru

3. OOpazoBarenbHble MOPTANbl MO PA3IMYHBIM HAIPABICHUSIM OOpa30BaHUS M TEMaTHKe
http://depobr.gov35.ru/

4. CupaBouHo-npaBoBas cuctema «Koncysprant [Iirocy www.consultant.ru
CrnpaBouHo-nipaBoBas cucreMa «I'apant» Www.garant.ru
denepanbublii nopran «Poccuiickoe oopazoBanne Www.edu.ru
®enepanbHblil mpaBoBoii nopran «lOpuanueckas Poccus» http://www.law.edu.ru/

O No o

Poccuiickuii Gnomerpuueckuii mopran WWWw.biometrics.ru

9. ®enepanphbiii  nopran  «MHQOpMAIIMOHHO- KOMMYHHKAI[HOHHBIE TEXHOJOTHH B
obpazosanum» htpp//:www.ict.edu.ru

10. Caiit Hayunoit anekrponHoii oubmmorekun Www.elibrary.ru
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5. KOHTPOJIb 1 OLIEHKA PE3YJIBbTATOB OCBOEHUA ITPO®ECCHOHAJBHOI'O

MOIYJISA

Kox n HanmeHoBaHue
po(heCCUOHATBHBIX U
001X KOMITIETECHIIUH,
dbopMupyeMbIe B paMKax
MOTYJIS

Kputepuu onenku

MeTtonrb! orieHKH

IIK 2.1. OcyiiecTBasiTh
YCTaHOBKY U HACTPOUKY
OTIEIBbHBIX
MIPOTrpaMMHBIX,
POrpaMMHO-
arnmapaTHBIX CPEJICTB
3aMUThl UHOOPMAIIHH.

JleMOHCTpUpOBaTh YyMEHUA U
IIPAKTUYECKHUE HABBIKU B
YCTaHOBKE U HaCTPOMKeE
OTJIEbHBIX IPOrPAMMHBIX,
IIPOrpaMMHO-aINapaTHbIX
CPEJICTB 3aLIUThI
uHpopMaun

TECTUPOBAHUE,
9K3aMEH KBATU(HUKAIMOHHBIH,
SKCIIEPTHOE HAOIIOICHHE
BBIMTOJTHEHUS TPAKTUYCCKUX
pabor,

OLICHKA PEIICHUS
CUTYallMOHHBIX 3a/a4,

OLICHKa IpoIiecca u
pE3yIAbTaTOB BBHITIOJTHECHUS
BHUJIOB pabOT Ha MPAKTHKE

IIK 2.2. O0ecrieynBaTth
3aluUTy HH(OpPMALIUY B
ABTOMATU3UPOBAHHBIX
CHCTEMAaX OTAENbHBIMH
MIPOTrpaMMHBIMH,
MIPOrpaMMHO-
anmapaTHbBIMHU
CpeIcTBaMu.

JleMOHCTpHUpOBAaTh 3HaAHUA U
YMEHHUs B 00eCTIeUeHUn
3aIUThl HUH(OpMaluu B
aBTOMAaTH3UPOBAHHBIX
CUCTEMAaX OTIEJIbHBIMU
IPOrpaMMHBIMH,
[IPOrpaMMHO-aIapaTHBIMU
CpeAcTBaMu

TECTHPOBAHUE,
9K3aMeH KB (DUKAIMOHHBIM,
IKCIIEPTHOE HAOIIOICHHE
BBITOJIHCHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/a4,

OIICHKa TIporiecca u
pE3yIAbTaTOB BBHITIOJTHECHUS
BUJIOB pa0OT HA MIPAKTUKE

1K 2.3. Ocy1iecTBasiTh
TECTUpOBaHUE (PyHKIUI
OTJIEIbHBIX
IPOTPaMMHBIX U
IPOrpaMMHO-
annapaTHbIX CPE/ICTB
3alUThl HHHOPMALIKH.

Brinonnenue nepeuns padbot
10 TECTUPOBAHUIO (PYHKIUI
OTJENbHBIX MPOTPAMMHBIX U
pOrpaMMHO-aInapaTHBIX
CPEZICTB 3aIUTHI
uHpopMaun

TECTUPOBAHUE,
9K3aMeH KBATU(DHUKAITMOHHBIH,
AKCIIEPTHOE HAOII0ICHNE
BBITIOJTHEHUS MPAKTUYECKUX
pabor,

OIICHKA PEeIICHUS
CUTYallMOHHBIX 3a/a4,

OlIeHKa Ipoliecca U
pE3yJIbTaTOB BBIIIOJIHEHUS
BUJIOB pa0OT Ha MPAKTUKE
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I1K 2.4. OcyiiecTBasiTh
00paboTKy, XpaHEHHE U
nepeaayy HHPOpMaLuu
OrPaHMYCHHOTO JIOCTYTIA.

HpOﬂBHHTL 3HaHHUA, HABBIKH U
yMeHus B 00paboTke,
XpaHCHUH U IICpcaavc
UHPOPMAIIUN OTPAHUYECHHOTO
JOCTyTIa

TECTUPOBAHUE,
9K3aMEH KBATU(HUKAIMOHHBIH,
JKCIIEPTHOE HAOIOICHHE
BBIMTOJTHEHUS TPAKTUYCCKUX
pabor,

OLICHKA PEIICHUS
CUTYallMOHHBIX 3a/a4,

OLICHKa IpoIiecca u
pE3yIAbTATOB BBINIOJIHECHUS
BHUJIOB pa0bOT Ha MPAKTHKE

[IK 2.5. Yau4ToxaTh
uHpOpMaIUIO U
HOCUTEIN UH(OpMAaLIU C
HCIIOJIb30BaHUEM
MPOrPaMMHBIX U
IPOrPaMMHO-
anmapaTHbIX CPEJCTB.

JleMOHCTpalus aropuTMa
poBeieHus paboT 1o
YHHUYTOXCHUIO HHPOPMALIUN
¥ HOcUTeNeH nH(OPMAIIUU C
UCTIOJIb30BaHUEM
POrPaMMHBIX U
IPOTrPaMMHO-aIapaTHBIX
CpeAcCTB

TECTUPOBAHUE,
9K3aMEH KBIU(PUKAIIMOHHBIMH,
HKCIEPTHOE HAOII0IeHHE
BBITIIOJTHEHUS IPAKTUYECKUX
pabor,

OLICHKA peIICHUs
CUTYallMOHHBIX 3aj1a4,

OLIEHKa IIpolecca U
Pe3yJIbTaTOB BBIIIOJIHEHUS
BUJIOB pabOT Ha MPAKTUKE

1K 2.6. OcyuiecTBisATh
PEruCTpaImio OCHOBHBIX
coObITHII B
ABTOMATHU3UPOBAHHBIX
(MHpOPMAIMOHHBIX)
CUCTEMaX, B TOM YHCJIE C
HCII0JIb30BaHUEM
IPOTPaMMHBIX U
IpOTrpaMMHO-
annapaTHbIX CPE/ICTB
oOHapy KeHus,
perynpexaeHus u
JTUKBUIAIT
MOCIIEACTBUN
KOMIIBIOTEPHBIX aTakK.

[TposiBNATH 3HAHUS U yMEHUS
B 3allIUTE
aBTOMAaTH3UPOBAHHBIX
(uH(MOPMAIIOHHBIX) CHCTEM
C MCIOJIb30BaHUEM
IIPOrPaMMHBIX U
IpOrpaMMHO-aInapaTHBIX
CpEJCTB OOHAPYKEHMUS,
IPEeNyNPEXACHUS U
JMKBUJIALIUU TTOCIIEICTBUN
KOMITbIOTEPHBIX aTaK

TECTUPOBAHUE,
9K3aMEH KBIU(PUKAIIMOHHBIMH,
HKCIEPTHOE HAOII0IeHE
BBITTOJIHEHUS TA00PAaTOPHBIX
paoor,

AKCIIEPTHOE HAOII0ICHHE
BBINOJIHEHUS TPAKTHUECKUX
pabor,

OLIEHKA PEelICHUs
CUTYaIlMOHHBIX 3a]1a4,

OlIeHKa Ipoliecca U
pe3yIbTaTOB BBHITIOTHEHUS
BUJIOB Pa0OT HA MPAKTUKE




