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1. OBIIASI XAPAKTEPUCTUKA PABOYEH ITPOT'PAMMBbBI
HPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.01 OKCIIJIYATAIIUA ABTOMATU3NPOBAHHDBIX
(MH®OPMAIIMOHHBIX) CUCTEM B 3AHIMINEHHOM UCITOJTHEHUA

1.1 Mecro y4eOHOH IMCHMILUIMHBI B CTPYKTYpe OCHOBHOI HNpogecCMOHAIbHOM

o0pa3oBaTeJbHON MPOrpaMMBbI

[Ipodeccmonanbupiii  mMomynb [IM.01  skcmmyatamusi  aBTOMAaTH3WPOBAHHBIX
(MHGOPMAIIMOHHBIX) CHUCTEM B 3allMIIEHHOM WCIOJHEHUU SIBISIETCS 00sA3aTeIbHON
YacThI0O MAaTEMAaTHMYECKOro M  OOIIero eCTEeCTBEHHOHAYYHOTO IMKJIAa OCHOBHOM
npodeccuoHanbHOM  00pa30BaTENIbHON  MPOTrpaMMbl  CPEAHETO  MPO(ecCHOHATBHOTO
oOpazoBanus 1o crenuaibHocT 10.02.05 O6ecneuenre nHPOPMaIMOHHON 0€30MaCHOCTH
aBTOMAaTU3UPOBAHHBIX CHCTEM.

[Tpodeccuonanpupiii  mMoxyns I[IM.01  skcrutyaTanust —aBTOMaTU3MPOBAaHHBIX
(MH(MOPMALIMOHHBIX) CUCTEM B 3alIUIIICHHOM HCIOJHEHUH oOecriedruBaeT (OpMUPOBAHUE
Y pa3BUTHE OOIIKX U NPOo(eCcCHOHATBHBIX KOMITETEHIUNI:

Kon HanmeHnoBaHue BUIOB J1eSITeJILHOCTH M NPO¢eCCHOHATbHBIX KOMIIETEHIUI
BA 1 IJKCIUIyaTallusl ABTOMATHU3HPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3aIIMIIEHHOM
HCIOJTHEHUH

I[IK 1.1. | [Ipou3BoauTh  YCTAaHOBKY W  HAcTPOHKY  KOMIIOHEHTOB  aBTOMAaTHU3MPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM B 3AIUIIEHHOM HMCIIOJIHEHUH B COOTBETCTBUU C TPEOOBaHUSAMU
AKCIUTYaTallMOHHON TOKYMEHTALINH.

I[IK 1.2. | AIMUHUCTpUPOBATH [IpOrpaMMHBIE U [IPOrPaMMHO-aIIIapaTHbIE KOMITOHEHTBI
aBTOMATH3UPOBAHHOM (MHPOPMALIMOHHOM) CHCTEMBI B 3aILIMIIIEHHOM UCIIOJIHEHUH.

IIK 1.3. | Ob6ecnieunBath O6ecnepeOoiiHyl0 paboTy aBTOMAaTU3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM
B 3aIIMIIEHHOM HCIOJHEHUH B COOTBETCTBUU C TPEOOBAHUAMU OSKCIUTyaTallMOHHOM
JIOKYMEHTAl1H.

[IK 1.4. | OcymuiecTBisITh MPOBEPKY TEXHUYECKOTO COCTOSHUS, TEXHUYECKOe OOCIy)XMBaHHE U
TEKyIIUl  PEeMOHT, YCTpPaHATh OTKa3bl M  BOCCTAHABIMBaTh PabOTOCIOCOOHOCTH
ABTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3aIIMILIEHHOM HCIIOJIHEHUH.

1.1.2. O01mue KOMIEeTeHII MU

Kon HanMeHOBaHHMEe BUIOB JeAATEJIbHOCTH U NPO(EeCCHOHANbHBIX KOMIIETEHIIUI

OK 1. | Boibupats crocoObl pemeHus 3aaad npodecCHOHaIbHONW NeATENbHOCTH, MPUMEHUTENBHO K
pa3IMYHbIM KOHTEKCTAM.

OK 2. | OcymiecTBasTh NOUCK, aHAINU3 U UHTEPIPETALNIO HHPOPMAIH, HEOOXOTUMON JIs
BBINOJIHEHUS 3a/1a4 TPO(ECCHOHATLHON 1€ TEIbHOCTH.

OK 3. | [InanupoBaTh M peann30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBHOE U TMUYHOCTHOE Pa3BUTHE.

OK 4. | PabGortatp B KOJUIEKTHBE U KOMaHe, 3(HEKTUBHO B3aUMOIEHCTBOBATh C KOJUJIETaMH,
PYKOBOJCTBOM, KJIMEHTAMH.

OK 5. | OcymiecTBisaTh yCTHYIO M IMCbMEHHYK0 KOMMYHUKAIMIO HAa TOCYAAPCTBEHHOM SI3BIKE C
Y4ETOM OCOOCHHOCTEH COLMAIBHOTO U KYJbTYPHOTO KOHTEKCTA.

OK 6. | [IposBISTH TpakIaHCKO-TTATPUOTUYECKYIO MO3UIINIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBEJICHHE HAa OCHOBE TPAJAUIIMOHHBIX O0IEYETIOBEYECKUX IEHHOCTEH.

OK 7. | ConelicTBOBaTh COXpPAaHEHHUIO OKPYXKAIOIIEH Cpebl, pecypcocOepexenuto, 3 PeKTUBHO
JICHCTBOBATh B UPE3BbIYANHBIX CUTYyalUsX.

OK 8. | Ucmonw3oBarh cpeacTBa GU3MIECKON KYJIbTYPHI JUIsl COXPAHEHUS M YKPETICHUS 37J0POBBS B
nporecce NpoQecCHOHANBHOMN NeATETbHOCTH U MOAIEPKaHHE HEOOXO0AUMOTO YPOBHS
(bu3nYecKoil MOATrOTOBIEHHOCTH.




OK 9. | Ucnonws3zoBath HHPOPMAIIMOHHBIE TEXHOJIOTHH B TPO(ECCHOHAILHON JCSTEIHHOCTH.

OK 10. | ITonb3oBaThcst npohecCHOHAIBHON JOKYMEHTAIMEH Ha rOCy1apCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

1.2 Pe3yabTaThl 0CBOCHUSA TUCHMUILIMHBI
B pamkax mnporpamMmpl y4eOHOW JUCIUTUIMHBI OOYYAIOIIMMUCS OCBAMBAIOTCS
YMEHUS U 3HAHUA.

HmMmernb — YCTAQaHOBKM ¥ HACTPOWKH KOMIIOHEHTOB CHCTEM 3allUThl MHGOpPMAIUU

NPAKTHYECKUH | aBTOMAaTU3UPOBAaHHBIX (MH()OPMAIMOHHBIX ) CUCTEM;

OIBbIT — aJIMHUHHUCTPHUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM B 3alIUIIIEHHOM HUCIIOJIHECHUH,
— DJKCIUTyaTalli¥ KOMIIOHEHTOB CHCTEM 3alllUThl HHPOPMAIIMH aBTOMATU3HPOBAHHBIX
CHUCTEM;

— JUArHOCTHUKH KOMIIOHCHTOB CHCTEM 3alllUThI I/IH(i)OpMaIII/II/I ABTOMATHU3UPOBAHHBIX
CUCTEM,  YyCTpaHEHMsI  OTKa30B M  BOCCTaHOBJIEHUS  pabOTOCIOCOOHOCTH
aBTOMATH3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3aIIMIIEHHOM HCIIOJIHCHUU

yMeTh — OCYILECTBIIATh KOMILJIEKTOBaHUE, KOH(UrypupoBanue, HACTPONKY
aBTOMAaTU3MPOBAHHBIX CHUCTEM B 3allUIIEHHOM HCIIOJHEHUH KOMIIOHEHT CHCTEM
3anIUThl HH(GOPMAIMK ABTOMATH3UPOBAHHBIX CHCTEM;

— OpraHM30BbIBaTh, KOH(DUT'YPUPOBATH, TPOU3BOAUTE MOHTAX, OCYLIECTBIIATh
JMArHOCTHKY U YCTPAHSITh HEUCIIPAaBHOCTH KOMIIBIOTEPHBIX ceTeil, paboTaTh ¢
CETEBBIMU IIPOTOKOJIAMU PA3HbIX YPOBHEN;

— OCYIIECTBIATh KOH(UIYypHpOBaHUE, HACTPOHKY KOMIIOHEHT CHCTEM 3allHThI
uH(pOpMaIUY aBTOMaTU3UPOBAHHBIX CUCTEM;

— NPOU3BOAUTH YCTAHOBKY, aJalTallMi0 U COMPOBOKIEHHE TUIIOBOTO MPOrPaMMHOTO
o0ecrieyeHns,  BXOJALIET0 B COCTaB  CHCTEM  3alllUuThl  HH(OpMaLUH
aBTOMATHU3UPOBAHHOW CUCTEMBI

— HacTpauBaTb M YCTPAaHSTh HEHUCIPABHOCTH IPOrPaMMHO-aNMapaTHBIX CPEICTB
3alUThl HH(OPMALMU B KOMIIBIOTEPHBIX CETAX IO 33JaHHBIM IPaBUJIaM;

— obecneunBaTh pabOTOCIOCOOHOCTh, OOHAPYKUBATh M YCTPAHATh HEUCIIPABHOCTHU

3HATh — COCTaB M NPHUHLUMIIBI pabOThl aBTOMATHU3UPOBAHHBIX CHUCTEM, ONEPALMOHHBIX
CHCTEM U CPeJ;

— OPUHLUIBl  pa3pabOTKU  aJrOPUTMOB  IPOTrpaMM,  OCHOBHBIX  NPHEMOB
IIPOrpaMMHUPOBAHNS;

— MoJeNH 0a3 TaHHBIX;

— MPUHIUIBI TOCTPOEHUS, PU3NYECKUE OCHOBBI pPabOTHI EpU(PEpUIHBIX YCTPOICTB;
— TEOPETUYECKHE OCHOBBI KOMIIBIOTEPHBIX CET€H M MX alnapaTHBIX KOMIIOHEHT,
CETEBBIX MOJIeJIel, MPOTOKOJIOB U MPUHIIUIIOB a/IpEcallly;

— MOPSAAOK YCTAaHOBKM M BBOJA B JKCIUTyaTalMIO CPEJCTB 3aIIMUTHI MH(OpMAIMK B
KOMITBIOTEPHBIX CETSX;

— NPUHIUNBl OCHOBHBIX METO/JOB OpraHMU3allMM W TPOBEACHUS TEXHUUYECKOTO
OOCITy’)KUBaHHsI BBIYMCIUTEIBHOM TEXHUKM U JIPYTMX TEXHMYECKHX CpEACTB
nH(OpMaTU3ALINN.

1.2. Koin4ecTBO 4acoB, 0TBOJUMOE HAa 0CBOCHHE TPOPECCHOHATBLHOTO0 MOIYJIs
Bceero 718 yvac, u3 Hux

Ha ocBoeHre MJIK — 410 gacoB, B TOM 4ucIie

Ha IPOMEKyTOUHYIO0 arrectanuto mo MJIK — 6 gacos,

Ha NMpakTHKH — 384 yacoB




2. CTPYKTYPA U COAEP KAHUE NTPOPECCUOHAJIBHOI'O MOAYJIA
IIM.01 DKCIIVIYATAIIUSA ABTOMATU3NPOBAHHBIX
(MH®OPMAIIMOHHBIX) CUCTEM B 3AIIIMINEHHOM UCITOJTHEHUU

2.1. CTpykTypa npoecCHOHAJIBLHOI0 MOLYJIsI

Bua yueOHo# padoThl O0bem yacon

MJIK.01.01 OnepaninoHHbBIE CUCTEMBI 80
MJIK.01.02 ba3sl maHHBIX 80
MJIK.01.03 Cetu u cuctemsl nepenaun HHGOpMauu 40
MJIK.01.04 DkcruryaTaius aBTOMaTH3UPOBAHHBIX (MH(POPMAIIMOHHBIX ) CHCTEM B 100
3alIUIEHHOM HCIIOJTHEHUH

MJIK.01.05 DkcrnnyaTanusi KOMIbIOTEPHBIX CETEH 110
VI1.01 YueOHas mpakTHKa 96
I1I1.01 ITpon3BoacTBEHHAS TPAKTHKA 288
IIpome:xyrounasi arrecranus no I11M.01 6




2.2. Temamuueckuii nnaun u cooeprcanue npogeccuonanvnozo mooyns (IM)

HaunmeHnoBanue
pa3/iesioB H TeM
npogeccnoHaJIbLHOI0 Coaeprxanue y4eOHOIro MaTepuasa, 1adopaTopHblie padoThl M NPAKTHYECKHE 3aHATHSA, CAMOCTOATEIbHAS Oo0bem
moayJs (IIM), padora o0y4awImmxcs 4acoB
MEKIUCHUTITTHHAPHBIX
Kypcos (M/IK)
1 2 3
Paznesn 1 moayasi. YecTaHOBKa M HACTPOMKA AaBTOMATU3MPOBAHHBIX (MHGOPMANMOHHBIX) CHCTEM B 3aIMIIEHHOM MCIIOJTHEHUH 167
M/JK.01.01 OnepauuoHHbIe CHCTEMBI 80
Pa3znes 1. diieMeHTHI TEOPHHU ONEPANMOHHBIX cucTeM. CBOIiCTBA ONePAllMOHHBIX CHCTEM
Tema 1.1. OcHOBEI Conepxanue 5
TEOPUH ONMEPAUOHHBIX | OmnpeaeneHue onepanuoHHoN cucteMbl. OCHOBHBIE MOHATHUS. VIcTopust pa3BUTHS ONEPALIMOHHBIX CUCTEM. Buibl
CUCTEM olepalnoHHbIX cucteM. Knaccugukaius onepanoHHbIX CUCTEM IO Pa3HbIM Mpu3HakaMm. OneparvoHHas CUCTeMa
Kak uHTep(eiic Mex Iy MpOorpaMMHBIM U anmapaTHeiM oOecrieuenneM. CrcTeMHbIE BBI3OBHL. MccnenoBanus B
00J1aCTH ONepallMOHHBIX CUCTEM.
Tema 1.2. MamusHo- Copep:xxanue 5
3aBUCHMbIC ¥ MamMHHO- | 3arpy3unk OC. Mannmammsanys annapaTHbix cpelacts. Iponece 3arpysku OC.
He3aBucuMble cBorcTBa | [lepenocumocts OC. MarnHuo-3aBucHMbIe Moayn OC. 3agaun OC 1o ynpaBieHHIO ONepalysiMi BBOJa-BbIBOJA.
OIIEPAIIMOHHBIX CUCTEM MHorocnoitHas MOJIeJb MOACUCTEMBI BBOAA-BbIBOJIA. [IpaiiBepsl. [Toanep:kka onepannii BBOJa-BbIBOIA.
Pabota ¢ ¢aitnamu. Qaiinosas cucrema. Buasl paitnosix cucteMm. @usznueckas opranuszanus GaiioBoi CHCTEMBI.
Tuns! ¢aitnos. DaiinoBeie onepayu, KOHTPOJIb JOCTyNa K (daiaam.
TemaTnKka NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT 7
Buptyanenble mamunsl. Co3ianue, Moaudukanus, paborta
Ycranoska OC
Cozanue U N3y4eHHE CTPYKTYPBI pa3JeNioB KECTKOIO JUCKa
Onepanuu ¢ paitnamu
Tema 1.3. MoaynbHas Conepxanne 2
CTPYKTypa Ok30s1po. Monens knuenT-cepep. Paborta B pexxnmMe nosb3oBarens. Pabora B koHCOnbHOM pexume. O00104YKH
OINEPALMOHHBIX CHCTEM, | ONEPAIIMOHHBIX CUCTEM.
IIPOCTPAHCTBO TemaTHKka NpaKTHYECKUX 3aHATHI U JIA00PATOPHBIX padoT 2
ITOJIb30BATEIA PaGota B KOHCONBHOM U IpaUUECKOM peKUMax
Tema 1.4. Yrpasneuue | Coaep:kaHue 2




IIaMATBIO

OcHoBHoOe yrnpaBieHue naMatbo. [lonkauka. BupryanbHas namsaTe. ANrOpUTMBI 3aMEIIEHHs CTpaHull. Borpocsl
pa3paboTKH CUCTEM CO CTPAaHUYHOM opranu3anuei namsata. Bormpoce! peanmu3army. CerMeHTaIMs MaMsIaTh

TemaTuka NpakTHYECKUX 3aHATHI 1 J1aOOPATOPHBIX padoT

MOHI/ITOpI/IHI‘ 3a UCIIOJIb30BAaHHUECM IIaMATHU

Tema 1.5. Ynpasienue

Conepxanue

poreccamy, [Tonsarue npouecca. [lonstie noroka. [loHsTre mpuopuTeTa U 04EepeIu MPOLECCOB, OCOOCHHOCTH
MHOT'OIIPOLIECCOPHBIE MHOTOIIPOLIECCOPHBIX CHCTEM. MEXITPOIIECCOPHOE B3aUMOICHCTBHE
CUCTEMbI [Tonsatue B3anMoO6I0KHPOBKH. Pecypchl, oOHapyxeHue B3auMOOIOKHPOBOK. V30erannue B3anMoOIOKUPOBOK.
IIpenoTBpaiieHre B3auMoOI0KHPOBOK
TeMaTHKa NPAKTHYECKUX 3aHATHI U J1a0OpPaTOPHBIX padoT
VYnpaBieHue npoueccammu»
Habmroenue 3a UCIoIb30BaHUEM PECYPCOB CHCTEMBI
Tema 1.6. Conep:kanue

Bupryanuzanus u
o0J1ayHbIe TEXHOJIOTUU

TpeboBanwust, npuMeHsieMble K BUpTyanu3anuu. [ unepsuzopsl. Texnomoruu 3¢ (HeKTHBHON BUPTYaTH3AIHH.
Bupryanuzanus namsatu. Bupryanusanus BBojga-BeiBoga. BupTyansHble ycTpolicTBa. Bonpocs! TMIIeH3UpOBaHus

OO0J1auHbIE TEXHOJIOTUH. Hccnenosanus B obnactu BUPTYyAJIN3allUN U 00/1aK0B

TemaTnka NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

W3yyenue npuMepoB BUpTYyainbHbIX MamuH (VMware, VBoX)

Pa3nes 2. be3onacHOCTh onepaliuoOHHBIX CHCTEM

Tema 2.1. IIpuHuumnsl
MOCTPOCHHMSI 3aIUTHI
uHpopManuu B
OTIEPAIMOHHBIX
cucremMax

Conepxanue

[Tonstue 6ezonacHoctu OC. Knaccuduxanus yrpoz OC. UctouHuku yrpo3 nH(GOpMalMOHHONW O€3011acHOCTH U
00bekThI Bo3neiicTBus. [Topsiiok obecneuenus: 6e30nacHOCTH UHPOPMALIUMH NPH SKCIUTyaTalluy ONepaliiOHHbIX
cucreM. llltatHbie cpencta OC a1 3amuThl HHGOPMaIUK.

AyTteHTH(]UKaLUs, aBTOPU3ALIUS, AYIUT.

TemaTnka NpakTHYECKUX 3aHATHIA M J1a00PATOPHBIX padoT

praBHeHI/IC YUYCTHBIMH 3alTUCAMU MOJb30BaTeNIE U AOCTYIIOM K pe€CypCaM

AynuT COOBITUN CUCTEMBI

I/IsyquHe IOTAaTHBIX CPEACTB 3alllThL I/IH(bOpMaI_[I/II/I B OIICPAIMOHHBIX CUCTEMAX

Pa3nes 3. OcoGeHHOCTH padoThl B COBPEMEHHBIX ONePAllMOHHBIX CHCTEMAaX

Tema 3.1.
OnepanmoHHbIe
cuctemsl UNIX, Linux,

Conep:kanue

0630p cuctems! Linux. [Iporeccrl B cucreme Linux. Ymnpasnenue namsteio B Linux. BBoa-BeIBOJ B cricTeMe
Linux. ®aitnoBas cucrema UNIX.




MacOS u Android

OmneparmonHsie cucteMbl cemeirictBa Mac OS: 0cOOeHHOCTH,
MIPEUMYIIECTBA U HEIOCTATKH.

Apxutektypa Android. [Tpunoxenuss Android

TemaTHKa NPAKTHYECKUX 3aAHATHI H JIa0OPATOPHBIX padoT 4
Cosnanue auctprOboTHBaLiNUX. YcTaHoBKa.
Pab6ora 8 OC Linux.
Tema 3.2. ConepxaHue 2
Onepannonnas cucrema | Ctpykrypa cuctemsl. [Iporeccsl u motoku B Windows. YrpasieHue namstbio. BBoja-BeiBos B Windows.
Windows TemaTHKa NPAKTHYECKUX 3aAHATHI H JIA0OPATOPHBIX padoT 2
YcranoBka u nepBuuHas HacTpoiika Windows.
Tema 3.3. CepBepHbie Conepxanue 2
orepauuoHHelie cucteMel | OcnoBHOe Ha3HaueHHne cepBepHbIXx OC. OcobennocTu cepepHbix OC. Pacnipenenennbie (hailioBbIe CHCTEMBI.
TemaTHka NPaKTHYECKUX 3aAHATHH 1 JIaOOPATOPHBIX padoT 4
Pabora c cereBoii GaitioBoi CHCTEMO.
Pabora ¢ cepsepnoit OC, Harpumep, AltLinux.
TEeMAaTHKA CAMOCTOATEIbHOM padoThl npu usydennu MJIK.01.01
Co3nanue BUPTyalbHOW MAILIMHBI.
VYcraHoBKa OnepalmOHHON CUCTEMBI.
Amnanus xypHana aynuta OC Ha pabouem mecTe.
W3ydyeHne aHanuTHYecKuX 0030pOB B 00JIACTH OCTPOEHHUS CUCTEM 0€30IaCHOCTH ONEPAIIMOHHBIX CHCTEM.
IIpomexyrounasi arrecranus mo M/IK.01.01 2
MJIK.01.02 ba3bl JaHHBIX 80
Paspnen 1. OcHOBBI TeopuH 0623 JaHHBIX
Tema 1.1. OcHOBHEIE Conepxanue 2
MOHATHS Teopuu Oa3 [Tonsite 6a3p1 JaHHBIX. KOMIOHEHTHI cUCTeMBbI 0a3 JaHHBIX: JaHHBIE, allllapaTHOE o0ecreyeHne, MporpaMMHOe
naHHbIX. Moaenu obecniedeHue, moiab3oBaTenu. OAHOMOIB30BATEHCKUE M MHOTOMIOB30BATEIbCKUE CUCTEMBI 0a3 TaHHBIX.
TAHHBIX HNuterpupoBannsie u obuue ganHbie. OOBEKTHI, CBOMCTBA, OTHOIIEHUS. [[eHTpaiin3oBanHOE yripaBieHUEe JaHHBIMH,
OCHOBHBIE TpeOOBaHUSI.
Mopenu nanubix. Mepapxuueckue, ceTeBble U PENAIMOHHBIE MOJICTTH OpraHu3aluy HaHHbIX. [locTpensmuonnbie
MOJIETIH TaHHBIX.
TepmunHomOTHS pensunoHHbIX Mozenel. Kimaccudukamus cymHocreit. /[Benannars npasun Kogna most
onpee’eHus] KOHUENIUN PETSIIUOHHON MOJIENH.
Tema 1.2. OCHOBEI Conep:kanue 2




PENALIMOHHON aareopbl

OCHOBBI pesAIMOHHOM anreOpbl. TpaaguinoHHbIe onepanuy HajJ OTHOIICHUAMU. CrieruanbHbIe ONIepaiiy Hal
oTHoleHusaMH. Onepanuy HaJl OTHOMIEHUSIMU JTOTIOJTHEHHBIE JelToM.

TemaTuka NpakTHYECKUX 3aHATHI 1 J1aOOPATOPHBIX padoT

Omnepainuu HaJl OTHOIICHUSIMU

Tema 1.2. ba3oBrle
MOHSATHUS U
KJIacCU(PUKALHS CHCTEM
yrpasieHus 6azamu
JaHHBIX

Conep:kanue

bazossie noustus CYB/I. OcHoBuble QyHKkImH, peanuzyembie B CYB/]. OcHoBHble KoMnoHeHTsl CYB/] 1 ux
B3aumozeiicteue. Muatepdeiic CYB/I. AzbikoBrie cpencrBa CYB/I. Knaccudukanus CYB/]. CpaBHuTenbHas
xapakrepuctrka CYB/. 3nakomctBo ¢ CYB/] (o BeIOOpY)

Tema 1.3.
L{e10CTHOCTD JaHHBIX
KaK KJIFOYEBOE ITOHITHE
0a3 JaHHBIX

Conepxanue

ITonstue HEJIOCTHOCTU U HCIIPOTHBOPCUYNBOCTH JAHHBIX. HpI/IMepBI HapymeHus HCJIOCTHOCTH U
HCIIPOTUBOPCUNBOCTU JAHHBIX. HpaBHna N OT'paHUYCHUA.

Pasnea 2. [IpoexTupoBanue 6a3 JaHHBIX

Tema 2.1.
HNudopmanroHHbIe
MOJICITH PEISIITAOHHBIX
0a3 JaHHBIX

Conepxanue

Tunbel ntHGOPMAIMOHHBIX MojieNel. Jlornueckue Mojienu TaHHbIX. DU3ndYecKre MOJCIIH TaHHBIX.

TemaTnka NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

HpOGKTI/IpOBaHI/Ie HHCI)OHOFHHGCKOﬁ MOACIN JaHHBIX

Tema 2.2.
Hopmanu3zanus tabnuig
peNsIMOHHON 0a3bl
TAHHBIX.
[IpoexTupoBanue cBs3en
MEXy TaOIuIaMu.

Conepxanue

HeoOxomuMocTs HOpManu3auu. AHOMaIUK BCTaBKH, yaajaeHus 1 oOHoBneHus. [IpuBeaeHre TabnuIlbl K MepBoii,
BTOPOU U TpeThel HOpMaNbHBIM (hopmam. JlanpHelas HopManu3aius Tabaui. YerBepTas U narasi HOpMalbHbIE
¢dopwmel. [IpumeHenne npoliecca HOpMaJIU3aIHH.

TemaTnka NpakTHYECKUX 3aHATHIA M J1a00PATOPHBIX padoT

[IpoekTupoBaHue CTPYKTypbl 0a3bl JAHHBIX

Tema 2.3. Cpencrsa
aBTOMAaTH3alNH
IIPOEKTUPOBAHHUS

Conepxanue

CASE-cpenctBa, CASE-cucrema u CASE-rexnonorusi. Knaccuduxanus CASE-cpencts. ['papudaeckoe
npencrasieHue mojeneil npoektupoBanus. UML. Jlnarpamma CyniHOCTb-CBSA3b, JMarpaMma oTOKOB JIaHHbIX,
auarpaMmma npeucACHTOB MCIIOJIb30BAHUS.

TemaTnKka NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

[IpoexkTupoBanue 0a3bl naHHBIX ¢ Hcnonb3oBanueM CASE-cpencts

Paznen 3. Opranu3anus 6a3 TaHHbIX

Tema 3.1. Co3ganue
0a3el JaHHBIX.

Conepxanue

Coznanue 0a3bl 1aHHbIX. PaboTa ¢ Tabnunamu: co3nanre Tabaullbl, I3AMEHEHUE CTPYKTYPbI, HAIOJTHEHHUE TaOJIUIbI




ManunynupoBaHue
JTAHHBIMHU.

JaHHBIMU. praBHCHI/Ie 3aIlIUCAMU: I[O6aBJ'IeHI/Ie, PEAAKTUPOBAHUEC, YIAJIICHNC U HABUT'allW . Pa6GoTa ¢ 6a3oit JaHHBIX
BOCCTAHOBJICHHEC U CXKaTHUC. OTKpBITI/IC n MOI[I/I(bI/IKaL[I/ISI nanHbIX. KomMaHOb XpaHCHUA, I[O63,BJI€HI/ISI,
PEAAKTUPOBaHUA, YAAJICHUA 1 BOCCTAHOBJICHUA JaHHBIX. Hapuramus 1o Ha6opy JaHHBIX.

TemaTHuka NMPAKTUICCKUX 3aHSATHHA U ﬂaﬁopaTopme paﬁoT

Coznanwne 6a3wl qanHbIx cpeacramu CYB/I. Pabota ¢ Tabnuiamu: nobaBieHue, peJakTupoBaHue, yaajicHue,
HaBUTAIU 10 3aIIHCSIM.

Tema 3.2. UHneKCEL.
CBsi3u MEXIY
TabJIMIIaMU.
OObeauHeHne TaOIuI]

Conep:kanue

[TocnenoBarenbHBIN TOUCK NaHHBIX. COpTUPOBKA U huibTpanus JaHHBIX. MHAeKcupoBanue Tadmwuil. Pasnmudnbie
THTIBI MHACKCHBIX (aiioB. Paboune o6mactu u nceBgoHuMbl. CBs3b Tabaui. OO0beIMHeHnEe TaOIHII.

TemaTnka NMPAKTUICCKUX 3aHSATHH 1 ﬂaﬁopaTopme paﬁoT

Co3ganne B3anMOCBS3EH

CoptupoBKa, NOUCK U GUIBTPAIUS TaHHBIX

Cnoco0Obl 00beIMHEHUS TA0IUL]

Paznen 4. YnpasJienue 6a30i 1aHHBIX ¢ moMombio SQL

Tema 4.1.
CTpyKTypHpOBaHHBIN
sI3bIK 3ampocoB SQL

Conepxanue

OO01as xapakTepuCcTHKa SI3bIKa CTPYKTYpHPOBaHHBIX 3anpocoB SQL. CTpyKTypbl U TUIbI AaHHBIX. CTaHAAPTHI
si3bika SQL. KoMan bl onpeiesnieHust JaHHBIX M1 MAaHUTTYJIMPOBAHUS JAHHBIMHU.

TemaTnka NPaKTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT

Coznanue 6a3bl JaHHBIX ¢ ToMoIbio koMana SQL. PegaktupoBanue, BCTaBKa U yAalleHUE JaHHBIX CPEICTBAMU
si3p1ka SQL

Tema 4.2. OnepaTopsl u
bynkuun si3pika SQL

Conepxanue

Crpykrypa komanasl Select. Ycnosue Where. Oniepatops! 1 GyHKIINN TPOBEPKH YCIOBH. Jlornueckue onepaTopsl.
I'pynnoBeie pynkuun. @yHkuuu 1atel 1 BpeMeHu. CUMBOJIbHBIE (PYHKIIUH.

TemaTnka NPaKTHYECKHUX 3aHATHH M J1a00PATOPHBIX padoT

CO3I[aHI/IC 1 UCITI0JIb30BAHHUC 3aIIPOCOB. prr[HHpOBKa W arp€rupoBaHuC JaHHBIX

KoppenupoBaHHbI€ BI0KEHHBIE 3aIIPOCHI

CO3I[aHI/Ie B 3aIIpOCax BbIYUCIISICMBIX nosei. Mcnons3oBaHue YCJ'IOBI/Iﬁ

Pa3nea S. Opranusanus

acnpeaeJéHHbIX 023 TaHHBIX

Tema 5.1.
ApXHUTEKTYpbI
pacmpeieneHHbIX 0a3
TAHHBIX

Conep:kanue

ApXUTEKTYpbI KJIHEHT/cepBep. JJocTOMHCTBA M HEOCTATKU MO/JIeNell apXUTEKTYpPhI KIIMEHT/CepBep U UX BIUSHHUE HA
¢yukuonuposanue ceteBbIX CYB/I. IIpoextupoBanue 6a3bl JAHHBIX 101 KOHKPETHYIO apXUTEKTYpPY: KIUEHT-
cepBep, pacupezesneHHble 0a3bl JaHHBIX, apajuielbHas 00padOTKa JaHHBIX.

OTnnuns u MNPEMMYyHICCTBA YAAJICHHBIX 0as JAaHHBIX OT JIOKAJIbHBIX 0a3 JaHHBIX. HpeI/IMyHIeCTBa, HEAOCTAaTKH U




MECTO MPUMEHEHHUSI IBYX3BEHHON U TPEX3BEHHOM apXUTEKTYpHI.

TemaTHKa NPAKTHYECKUX 3aAHATHI H JIADOPATOPHBIX padoT

praBJ’IeHI/IC JOCTYIIOM K 00BeKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHas
4acThb PACIpPEICICHHON
0a3bl JaHHBIX

Conep:kanue

[Tnaauposanue u pa3zsépreiBanue CYB/] aiis paboThl ¢ KIIMEHTCKUMHU MTPHIIOKEHUSIMU

TemaTHka NMPAKTUICCKUX 3aHSATHH 1 J'IaﬁOpaTOPHLIX paﬁoT

VYceranoBka CYB/I. Hactpoiika komnonenToB CYB/I.

Tema 5.3. Kimnenrckas
4acThb PACIpPEICICHHON
0a3bl JaHHBIX

Conep:kanue

[TnmanupoBanue npunoxennid. Opranuzamys naTepdeiica ¢ moap3oBaTesieM. 3HAKOMCTBO C MacTepaMu U
KOHCTPYKTOpaMu IpU MPOeKTUpoBaHuH (popm u otuetoB. Tunsl MeHt0. PaboTta ¢ MeHI0: co3ianue, MoauQuKanus.

Hcnonn3oBanue O6T>€KTHO-OpI/I€HTI/Ip0BaHHI)IX SI3BIKOB IIPOTpaMMUPOBAHUA AJId CO3AaHMA KJIMEHTCKOM JyacTu 0a3bl
JaHHBbIX. TexHonoruu HAOCTYIIA.

OnTtumuszanus npoussoauteabHoctu padborsl CYB/L.

TemaTHka NPpaKTHYECKUX 3aAHATHH 1 JIa0OPATOPHBIX padoT

Coznanue Gopm U 0TYETOB

Coznanue MeHto. ['eHeparus, 3amycK.

[TpodunupoBanue 3apocoB KIMEHTCKUX MPUITOKEHUH.

Pa3nen 6. ATMUHHCTPUPOBaHHE U §€30NACHOCTH

Tema 6.1.
O0ecnieueHue
LIEJIOCTHOCTH,
JIOCTOBEPHOCTH H
HEMPOTUBOPEUNBOCTHU
JAHHBIX.

Conepxanue

VYrpossl nenoctHoctu CYBJI. OcHOBHBIE BUIBI M IPUYUHBI BOSHUKHOBEHMSI YTPO3 11€I0CTHOCTH. CI0cOoObI
nporuBozaeiicTeysl. [IpaBuiia, orpannyeHus.

[TonsTHe XpaHumoi npouenypsl. JlOCTOMHCTBA U HEJOCTATKU UCIIONIB30BaHUs XpaHUMBIX npoueayp. [lonsarue
TpUrTepa. S3bIK XpaHUMBIX IPOLEAYD U TpUrTepoB. KackagHble BO3AeCTBY. Y IIpaBIeHNUE TPAH3AKIUAMU U
K3IIMPOBAaHUE MaMSITH.

TemaTnKa NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

Pa3paboTka XpaHUMBIX IPOLIETYp ¥ TPUITEPOB

Tema 6.2. Ilepexsat
UCKJTFOUUTEIIbHBIX
cUTyanui 1 o6paboTka
omnooK

Conepxanue

[ToHsITHE UCKIIOYNTENBHOW CUTYalluu. MATKUI U KECTKUN BBIXOJ U3 UCKIIIOUUTEIIBHON cuTyaluu. Mecto
BO3HUKHOBEHHMSI HCKITIOUUTENBHON cuTyaruu. OnpeneneHne XxapakTepa OMMOKH, BEI3BABIICH HCKITIOUYUTETHHYIO
CUTYAaLHIO.

Tema 6.3. Mexadnu3Mel

Conepxanue




3alUThl HHHOPMALIUY B
CUCTEeMaXx YIPaBJICHUS
0a3zaMH TaHHBIX

CpenctBa nnentudukanuu u ayreHtTudukanuu. Oonme ceenenus. Opranuszanus B3aumopaeictsus CYB]] u
6azoBoii OC. CpenctBa ynpapieHus: 10CTyroM. OCHOBHBIC TIOHSITHSI: CYOBEKTHI B OOBEKTHI, TPYIIITHI
MOJIh30BaTENICH, MPUBWIETUH, PO M MPEICTABICHUS. SI3bIKOBBIC CPEJICTBA pa3rpaHUYCHHs TOCTyma. Buapl
MIPUBWICTHI: MPUBUIIETUN OE30MACHOCTH U AocTyma. KoHnenus u peanusanus Mexanu3ma poiieil. CooTHOIIeHne
npaB pocryna, onpeaensieMbix OC u CYBJI.

Cpencta 3amuThl HHGOpMANUK B 0a3ax JTaHHBIX

TemaTuka NpakTHYECKUX 3aHATHI 1 JIaOOPATOPHBIX padoT

YmpasiieHue npaBaMu JOCTya K 0a3aM JaHHBIX

Tema 6.4. KonupoBanue
Y TIEPEHOC JTAHHBIX.
Boccranosnenue
JTAHHBIX

Conep:kanue

Co3nanue pe3epBHBIX KOMHIA BCeil 0a3bl JaHHBIX, )KYpHAJa TPAH3AKIHH, a TAKXKE OJHOTO MM HECKOJIBKUX (hailioB
i ¢aiioBsix rpymni. [Tapamienusm onepanuii MoaupuKay JaHHBIX U KONUPOBaHUA. THIIBI pe3epBHOTO
KOIIMPOBAHUSA. YTpaBJI€HUE PE3ePBHBIMU KOMUSAMU. ABTOMAaTH3alMs [IPOLIECCOB KonupoBaHus. BocctanoBienue
JAHHBIX

TemaTnka NPaKTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

Ayaut nansbix ¢ noMmonipto cpeacts CYBJI u Tpurrepos

PGSCpBHOG KOIIMPOBAHHWEC 1 BOCCTAHOBJICHUC 0a3 JaHHBIX

TeMaTHKA CAaMOCTOSATeJIbHOI padoThl npu u3yyenun M/K.01.02

Brimonnenue nHIuBUyaabHOro 3a1anus mo teme «lIpoektupoBanue HHPOIOTHIECKONH MOIEH 0a3bl TaHHBIX).

BrinosiHeHUE MHIMBUAYAIBHOTO 3a1aHus 110 TeMe «HopManusanusi OTHOLLICHU .

ITonroroBka pedeparos Ha Temy «Pazsutue CYBJ» (konkperHoit CYB/I).

Brinonaenne nHANBUyanbHOTO 3a1anust 1o Teme «Co3nanue 6a3bl JaHHbix. Co3znanue tadnuil. OpraHu3amnus MeKTaOTUIHBIX CBSA3EH
Brinonnenne MHANBUYaIbHOTO 3a1aHus 10 TeMe «OpraHu3anus 3ampocoBy.

BrinonHenne nHANBUYaTBbHOTO 3a1aHust 110 TeMe «Co31aHne MoJIb30BaTEIbCKOTO puiioxkeHus cpeacteamu CYB .

Pa30op cuHTakcuca XpaHUMBIX MPOLIETYp U TPUTTEPOB.

ITonroroBka pedeparos no teme «Opranuzaiys U UCIOJIb30BaHUE MEXAHU3MOB 3alIUTHI 0A3bl JAHHBIX).

Kypcosoii npoekt

Brinonnenne nHANBUyaTbHOTO 3a1anus 1o TeMe «IIpoekTrupoBanre HHPOTOTUIECKOU MOJEIH 0a3bl JAHHBIX ).

Brinonnenne nHAMBUAYaIbHOTO 3a1aHus 1o Teme «HopManuzaius OTHOLIEHUN».

Brinonnenue nHANBUyanbHOTO 3a1anus o Teme «Coznanue 6a3bl JanHbix. Coznanue tadbmui. OpraHu3anus MEKTaOTUIHBIX CBS3EH
Brinonnenne MHANBUYaNBHOTO 3a/1aHus 10 TeMe «OpraHu3anus 3ampocoBy.

BrinosiHeHne MHIMBUAYAIBHOTO 3a1aHus 110 TeMe «Co3jaHne MO0JIb30BaTENbCKOT0 MpuiokeHus cpeactsamu CYB/[».

Pa36op cuHTakcHca XpaHUMBIX MPOIIETYpP U TPUTTEPOB.

20

IIpome:xxyrounas arrecranus no MIK.01.02




Buasbl camocTosiTeJIbHBIX padoT NPH U3y4YeHUHu pasaena 1 MmoayJas

CucremaTuieckasi mpopadOTKa KOHCIIEKTOB 3aHSATUH, YI€OHOU U CIIEIIMATBHON TEXHUYECKOU JTUTEepaTyphl (110 BOMpocaM K maparpadam, riaBam
y4eOHBIX TOCOOMH, COCTABIIEHHBIM IIPETIO/IaBaTeIeM)

[ToaroroBka K MpakTUYECKUM padOTaM C HCIIOIH30BAaHUEM METOJIMYECKUX PEKOMEHIAIUN TIpernoaaBaress, ohopMiIeHUE MPAKTUYECKUX padoT,
OTYETOB K X 3aIIUTE.

YuyeOHas npakTuka pasaenaa 1 moxyJs

Buabi pador

YcTaHOBKa MPOTrpaMMHOTO 00€CIIeYeHHs B COOTBETCTBUU C TEXHUYECKON JOKYMEHTAIIHCH.

Hacrpoiika mapameTpoB paboThl TPOrpaMMHOTO 00ECIIeUeHHsI, BKJIFOYAsi CUCTEMbI YIIPaBJICHHUS 0a3aMU JJaHHBIX.
Hactpolika KOMIIOHEHTOB IOACUCTEM 3aIUTH HH)OPMAIH OTIEPAIIMOHHBIX CHCTEM.

VYrpaBieHue y4eTHbIMU 3aMKMCSIMU TI0JIb30BATENICH.

Pabora B omepanmoHHBIX CUCTEMAaX C COOJIIOICHUEM JICUCTBYIONINX TPeOOBaHMH 1O 3amuTe WH(HOPMAIUH.
YcraHoBKka OOHOBJICHHS IPOIrPAMMHOTO O0ECIICUCHUSI.

KoHTpOIb IETT0CTHOCTH MOJACHCTEM 3alTUTHl HHPOPMAITUHU OIEPAIIHOHHBIX CHCTEM.

BrlimonnHeHHE pe3epBHOTO KOMMPOBAHUS M aBAPUITHOTO BOCCTAHOBJICHHS pa00OTOCIIOCOOHOCTH ONIEPAIIMOHHON CUCTEMBI M 0a3bl JaHHBIX
Vcnonp30BaHue MPOrpaMMHBIX CPEJCTB I apXHUBUPOBAHUS HHPOPMAITUH.

96

Pa3nes 2 moayJisi. AIMHHUCTPUPOBAHHE ABTOMATHU3HMPOBAHHBIX (MHGOPMALMOHHBIX) CUCTEM B 3allIMIIIEHHOM HCIOJIHEHUHU
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MJIK.01.03 CeTu u cuctemsl nepenaun uHpopmanuu
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Pasnen 1. Teopusi TeJIeKOMMYHHMKAIMOHHBIX ceTeil

Tema 1.1. OcHOBHBIE Conep:xanue

noHATHs 1 onpenenenus | Knaccuduxanus cucrem cBsa3u. CooOlieHus M curHaibl. Buibl 31eKTpOHHBIX cUTHaI0B. CrieKTpaibHOe
npejcraBieHue curHanos. I[TapameTpsl curnanoB. O0beM U HH(POPMAIIMOHHAsE eMKOCTh CUTHAJA.

Tema 1.2. [Ipunuums Conep:xanue

nepenaun uHpopmauuu B | HazHaueHne v IpUHIUIIBI opranu3amuu ceteit. Kimaccudukarus cereit. MHOroypoBHEBBI# moaxo . [IpoTokoi.
ceTsax u cucreMax cBsisu | MHtepdeiic. CTek npoToKoiI0B. TeleKOMMyHUKAIIMOHHAs Cpeia.

Tema 1.3. Tunossie Conep:xanue

KaHaJIbl IEpelauu U UX Kanan nepenaun. CereBoii TpakT, IpylnoBoi KaHal nepeaayd. AnnapaTypa MU POBbIX MII€3UOXPOHHBIX CUCTEM
XapaKTePUCTUKU nepenaud. OCHOBHBIE TApaMETPhl M XapaKTEPUCTUKH CUTHAJIOB. YTIpoIEHHAs cXeMa opraiusanuy kadaiga TY

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

Pacuer HpOHYCKHOﬁ CIIOCOOHOCTH KaHajla CBSI3H

Pa3nea 2. CeTu nepeaayu JaHHbIX

Tema 2.1. Apxurextypa | Comep:kanue

Y TIPUHITUTIBI pabOTHI CTpyKTypa U XapakTepucTuku cereir. CriocoObl KOMMYTAIIUM U TIepeaadn JaHHbIX. Pacnipenenenne GyHKIUN 1Mo




COBPCMEHHBIX ceTei CUCTEMAM CCTHU U aJpecalus IIaKCTOB. MapH_IPYTI/BaHI/IH M YIIPABJICHUEC IIOTOKAMU B CETAX CBA3H.

Iepeaadn JaHHbIX ITpoToKoIbI ¥ UHTEPQEHCH yIIpaBIeHUs] KaHAJIAMH U CEThIO Nepeayl TaHHbBIX.

TemaTnka NpakTHYeCKHUX 3aHATHH M JIa00PATOPHBIX padoT 12
Kondurypuposanue cereBoro nnrepgeiica paboueil craHumuu
Kondurypuposanue cereporo nHTepdeiica mapuipyrusaropa 1o nporokory IP
Koppekmust mpobsiem natepdeiica MapupyTusaropa Ha GU3HMIECKOM U KaHAJIHbHOM YPOBHE
Jlnarsoctuka u paspenieHue npodjaeM CETEBOr0 ypOBHS
JluarHocTuka U pasperieHue npodsieM NpoTOKOJIOB TPAHCIIOPTHOI'O YPOBHS
JlnarsocTuka u paspenieHue npoodaeM NpOoTOKOJIOB MPUKIAJHOIO YPOBHS
Tema 2.2. Conep:kanue 2
becnpoBoansie cucremsl | becripoBonHbie kKaHanb! cBs3H. becipoBoansie cetu Wi-Fi. [Ipenmymiecta u o6nacts npuMeHeHust. OCHOBHBIE
neperayy JaHHbIX 35eMeHThI OecnpoBoAHbIX ceTed. CtanaapThl 6ecripoBoHbIX ceTeil. TexHnomorus WIMAX
TemaTuka NpaKTHYECKUX 3aHATHI M J1a0OPATOPHBIX padoT 2
Hacrpotika Wi-Fi mapmpyruzatopa
Tema 2.3. CoToBEIE U Conep:xxaHue 1
CIIyTHUKOBBIE CUCTEMBI [Mpunune! GyHKIMOHUpOBaHHS cucTeM coToBoi cBsi3u. CtanaapTel GSM u CDMA. CriyTHUKOBBIE CHCTEMBI
nepejadyy JaHHbBIX.
TeMaTHKA CaMOCTOSATe/IbHOI padoThl npu usyyenun MJ/IK.01.03
Hactpoiika Wi-Fi mapmpytusaropa
N3yueHne ceTeBbIX yTUIUT
Kondurypuposanue cereBoro nurepgeiica
MapiupyTu3zanus 1 yrnpaBjieHHe TOTOKaMHU B CETIX CBA3HU
IIpomexyTounas arrectanmsa nmo MJIK.01.03 2
MJIK.01.04 Dxcnuiyatanusi aBTOMAaTH3HPOBAHHBIX (MH(OPMAIMOHHBIX) CHCTEM B 3aIIMIIEHHOM HCIIOJHEHHH 100
Pa3ned 1. Pazpa0oTka 3alMIeHHBbIX ABTOMATH3MPOBAHHBIX (HHPOPMANMOHHBIX) CHCTEM
Tema 1.1. OcHOBBI Coaepxanue 6
MH(OPMaLIMOHHBIX [TonsiTe aBTOMaTU3MpOBaHHOM (MHGOpMaMOHHON) cucTteMbl OTinnuuTenbHble uepThl AVIC Hanbonee yacto
CHCTEM KaK 00bEKTa UCMOJIb3yEeMbIX KJIaCCHU(PUKAIMA: TI0 MacTaly, B 3aBUCUMOCTH OT XapakTepa HH()OPMAIIMOHHBIX PECYPCOB, IO
3aIUTHI. TEXHOJIOTUU 00pabOTKH JaHHBIX, 110 CIIOCO0Y TOCTYIA, B 3aBUCUMOCTH OT OpraHU3allui CUCTEMBI, 110 XapaKTepy

BBOJI, 00paboTKa, BBIBOJI, 0OpaTHas cBs3b. TpedoBanms k AUC: TmOKOCTh, HaIeKHOCTD, YPPEKTUBHOCTD,
0€301acCHOCTb.

UCMOJIb30BaHus HH(popMaruu, o cpepe npumenenus. [Ipumepst obnacteit npumenenns ANUC. IIpoueccs B AUC:

OcHoBHbIE 0COOEHHOCTH COBPeMEHHBIX MPOeKTOB AVC. DIeKTpOHHBIN JOKYMEHTOOOO0POT.




TemaTuka NpakKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT

Paccmotpenue npumMepoB GYHKIIMOHHPOBAHUS aBTOMATU3UPOBAHHBIX HH(popMaimoHHbIX cucteM (ETAVC,
Poccuiickas ToproBasi cucremMa, aBTOMAaTU3UpOBaHHAS HH(POPMAIIMOHHAS CUCTEMa KOMITAHUH )

Tema 1.2. X Kuzueunnrii Conepxanue 6
LUK [Tonsitue xuznennoro nukia AVC. IIpoueccs xku3znenHoro nukia AVC: ocCHOBHbIE, BCIIOMOTaTebHbIE,
aBTOMATU3HPOBAHHBIX opranm3anuonnbie. Ctaauu sxu3HeHHoro ukia AUC: MoaenupoBanue, yrpaBieHue TpPeOOBaHUSIMU, aHATTU3 U
CUCTEM MIPOEKTUPOBAHKE, YCTAHOBKA U cONpoBoXxaAeHne. Moaenu xu3znenHoro nukia AVC.
3ajaud U Tanbl MPOSKTUPOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM B 3AIIUIIEHHOM UCIOJHEHUH. MeTo1070THr
npoektupoBanusi. Opranuzanus padboT, yHKINH 3aKa34MKOB U pa3pabOTUYHUKOB.
TpebGoBaHus K aBTOMAaTU3UPOBAHHON CUCTEME B 3aIIMIIEHHOM UCIIOJIHEHUH. PabOThI Ha cTaausX M 3Tanax co3JaHus
aBTOMATHU3HPOBAHHBIX CHCTEM B 3alIMIIIEHHOM UCIIONHEHUHU. TpeboBaHus MO 3allUTe CBEICHUN O CO37aBaeMO
ABTOMAaTU3MPOBAHHOM CUCTEME.
TemaTnka NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT 2
Pa3paboTka TeXHHYECKOTO 3aJaHMsI Ha TPOSKTUPOBAHNE aBTOMATU3UPOBAHHOMU CHCTEMBI
Tema 1.3. Yrpo3sr Conep:xaHue 4
0e30MmacHOCTH [ToTennmanpHbie Yrpo3bl 0€30MACHOCTH B aBTOMATU3UPOBAHHBIX cucTeMax. ICTOUHMKY U 0OBbEKTHI BO3CUCTBUS
uH(popMaluu B yrpo3 6ezonacHoctu uHpopmaruu. Kpurepun kinaccudukanuu yrpos. MeTosl OIIEHKH OMAacHOCTH yrpo3. bank
aBTOMATU3HPOBAHHBIX JaHHBIX YTpo3 6e30macHoCcTH HHHOPMAITUU
CUCTeMax [TonsiTre ys3BuMocTH yrpo3sl. Knaccudukanus ysi3BUMOCTEH.
TemaTnka NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT 6
KareropupoBanue nHpopMaIMOHHBIX PECYPCOB
Ananu3 yrpo3 6e30nacHOCTH HHPOpMaLUU
IToctpoenne monenu yrpo3
Tema 1.4. OcHOBHEIE Conepxanue 4
MEpBI 3aIIUTHI Opranu3aioHHbIe, MPAaBOBbIE, POTPAMMHO-AINapaTHbIC, KPUNITOrPAaPUIECKHE, TEXHHUYECKUE MEPHI 3aIUThI
uH(popMaIuu B nH(OpMaIlUY B aBTOMATU3UPOBAHHBIX CHCTEMaX.
aBTOMAaTU3MPOBAHHBIX HopmatuBHo-nipaBoBas 0a3a Jyisl OnpeeieHust Mep 3alluThl HHPOpPMAIMY B aBTOMaTU3UPOBAHHBIX
CUCTeMax MH(OPMALIMOHHBIX cHUCTeMaX U TpeOOBaHUM K HUM
Tema 1.5. Conepxxanne | Coaep:kaHue 10

U TIOPSAZIOK
skcrryatanuu AC B
3alIUILEHHOM

Wnentudukanus u ayreHTu(GUKaus cyObeKTOB JOCTyNa U 00BEKTOB AOCTYIA.
YnpasiieHue J0CTYIIOM CyObEKTOB JJOCTyNa K 00bEKTaM JI0CTyna.

OrpanundeHne NporpaMMHON Cpeibl.




HUCIIOJTHCHUN

3amuTa MalllMHHBIX HOCUTENeH nH(opMaluu

Perucrparnus cobpiTuii 6€301aCHOCTH

AnTHBHUpYycHas 3amuTa. OOHapy)XeHHe MPU3HAKOB HAJTHYHUS BPEIOHOCHOTO IPOTPAMMHOTO 00ecTieueHHs.
Peanunzanus antuBupycHoi 3amuthel. OOHOBIEHHE 0a3 JaHHBIX IPU3HAKOB BPEAOHOCHBIX KOMITBIOTEPHBIX
IIPOrPAMM.

Oo6napyxeHue (MpeaoTBpaIleHne) BTOPKEHUN

KoHTponb (aHanm3) 3amuiieHHOCTH HHpopMam
OOecnieueHue 1EIOCTHOCTH UHPOPMAIIMOHHOM CUCTEMBI U HH(OpMaIiu
ObecneueHne JOCTYITHOCTH HH(OpMAITUH

Texnonoruu Bupryanusauuu. Llens coznanus. 3agayun, apXUTeKTypa 1 OCHOBHbIE pyHKUuU. [IpenmyiiecTBa oT
BHEJIPEHUS.

3ammra TEXHUYECKUX CPECTB.
3amTa HHPOPMALMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepeadn JaAHHBIX

Pe3epBHOE KONMUPOBaHKME U BOCCTAHOBIICHUE JAHHBIX.

ComnpoBOX/IeHHE aBTOMATH3MPOBAHHBIX CUCTEM. Y IPABJICHHE PUCKAMH U UHIIMICHTAMH YIPABICHUS
0€30I1aCHOCTBIO.

Tema 1.6. 3amura
nH(popmManuu B
pacnpeesIeHHbIX
aBTOMATHU3UPOBAHHBIX
CHUCTEMAaX

Conepxanue

MexaHu3MBI U MCTOBI 3alIUThI I/IH(bOpMaIII/II/I B pacClip€aAcICHHbBIX aBTOMAaTU3NUPOBAHHBIX CUCTEMAX. ApaneKTypa
MCXAaHU3MOB 3alIUThI PACTIPCACIICHHBIX ABTOMATU3UPOBAHHBIX CUCTEM. AHanu3 ¥ cuHTE3 CTPYKTYPHBIX U
(1)YHKIII/IOH3J'IBHI)IX CXEM 3alIMIICHHBIX aBTOMATU3UPOBAHHBIX I/IH(i)OpMaHI/IOHHBIX CUCTEM.

Tema 1.7. OcoGennoctu
pa3paboTKu
MH(pOPMaAITMOHHBIX
CUCTEM IMEePCOHATBHBIX
TAHHBIX

Conepxanue

OO6mme TpedoBaHUs 10 3aIIUTE MEPCOHATBHBIX TaHHBIX. COCTaB M COJEP)KaHUE OPTaHU3AIMOHHBIX U TEXHUYECKUX
Mep T0 3aimTe HHHOPMAIIMOHHBIX CUCTEM MEePCOHANBHBIX AaHHBIX. [lopsaok BeIOOpa Mep 1o obecredeHnIo
0€30IMaCHOCTH MTePCOHATBHBIX JTAHHBIX. TpeOOBaHUS 110 3aMTUTE MEPCOHATBHBIX TAHHBIX, B COOTBETCTBHU C YPOBHEM
3alIAIIEHHOCTH.

TemaTuka NpakTHYECKUX 3aHATHH U J1aDOPATOPHBIX padoT

Omnpenenenus yposHs 3anmumennoctu UCIJIH u BeiOop Mep no obecnieuenuto 6e3omacuoctu [1/1H.

Pa3nen 2.9kcniyatanus 3aliMIeHHBIX aBTOMATU3HPOBAHHBIX CHCTEM.

Tema 2.1. Ocobennoctu | Cogep:kanne




JKCILTyaTaluu Ananu3 nHPOPMALMOHHON HHPPACTPYKTYPHI ABTOMATU3UPOBAHHON CUCTEMBI U €€ 0€30I1aCHOCTH.
aBTOMATU3HPOBAHHBIX
crcTeM B 3amuimennom | METOIBI MOHUTOPUHTA U aYJUTa, BBIBICHUS yTPO3 HHPOPMALMOHHOH 0E30N1aCHOCTH aBTOMATH3HPOBAHHBIX
UCIIOTHEHHH. CHCTCM.
CopneprkaHue U MOPSIOK BBITIOJIHEHUS padOT 110 3amuTe HHPOPMALUK IPU MOACPHHU3AIMN aBTOMATH3UPOBAHHOM
CUCTEMBI B 3aIMIIEHHOM HUCIIOJIHEHUU
Tema 2.2. Conepxanue 2
AJIMUHUCTPUPOBaHHE 3agaun 1 QYHKIMU aIMUHUCTPUPOBAHUS aBTOMATHU3WPOBAHHBIX CUCTEM. ABTOMATHU3AIUS YIIPABIICHHS CEThIO.
aBTOMAaTU3UPOBAaHHBIX Opranuzanus aAIMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN EPCOHAN U paboTa ¢
CUCTCM [10JIb30BaTEISIMU. YTIpaBJIEHUE, TECTUPOBAHUE U HKCILTyaTallsl aBTOMAaTU3UPOBAHHBIX CUCTEM. MeTOo/Ibl, CIIOCOOBI U
CpeacTBa o0ecreueHus: 0TKa30yCTOMYMBOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.
Tema 2.3. JlearensHocts | Comep:kanue 2
IIEpCOHAJIA 110
SKCTLTYaTaIHH Conepxanue U OPSAJOK JEATEIBHOCTH IIEPCOHANIA 110 SKCIUTYaTallMK 3allUIICHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM u
ABTOMATH3HPOBAHHBIX MoJICKCTEM 0€30IaCHOCTH aBTOMATH3MPOBAHHBIX cucTeM. O01ie 003aHHOCTH aIMUHICTPAaTOpa MHPOPMAITHOHHON
(MH(bOPMAITHOHHBIX) 0€3011aCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.
CUCTEM B 3alllUIICHHOM
VCIIOJIHEHUU
Tema 2.4. 3amura oT Conepxanue 6
HECAHKIMOHMPOBAHHOIO | OcHoBHBIE MpuHIMIEI 3aUTh 0T HCJI. OcHoBHbIe criocoObt HC/I. OcHOBHBIE HanpaBieHUs 00eCTIeYeHNs 3aUThI
nocryna k uHpopmanuu | ot HC/I. OCHOBHBIE XapaKTEpPUCTUKU TEXHUYECKUX cpencT 3aumthl oT HC/I. Opranusaius padboT Mo 3aIiuTe oT
HC/I.
Krnaccudukanus aBromatusnpoBaHHbIX cucteM. Tpebosanus no 3amure nHpopmanuu ot HCJI nns AC
Tpebosanus 3anmmenHocty CBT or HC/l k undopmanuu
TpeboBaHust kK cpeacTBaM 3allluThl, oOecneunBarouM 6e3onacHoe B3anMoaenicteue ceteit OBM, AC nocpenctsom
yIIpaBJIEHUs] MEXKCETEBBIMU TOTOKaMH MH(pOpMAIMHU, M PeaJI30BaHHBIX B BUjge MO
IIpomexyTounas arrecranus no MK.01.04 2
Tema 2.5. C31 or HCJl | Conep:xanue 8

Ha3nauenue 1 OCHOBHBIE BO3MOKHOCTH CUCTEMBI 3aIUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYyINA. APXUTEKTypa U
cpenctBa ympasieHus. O0mue mpuHIUIb! yrpaBieHus. OCHOBHBIC MEXaHU3MBI 3aIIUTHI. Y TIPAaBJICHHUE
yctpoiictBamu. KoHTpoIb anmapatHoit KoHPUTypauu Kommnbiotepa. M30uparenpHoe pasrpaHUUeHUe A0CTyMa K
YCTpPOMCTBaM.




VYrpasneHnue 10CTyIOM U KOHTPOJIb IIeYaTH KOHPHUIeHINaIbHOH nHpopmarmu. [IpaBuia paboTsl ¢
KOH(HIEHIIMATBHBIMU pecypcamu. HacTpolika MexaHn3Ma MOJTHOMOYHOT'O yIpaBieHus goctynoM. Hactpoiika
perucTpany COOBITHH. YTIpaBlICHHE PEKUMOM ITOTOKOB. Y IIPaBJICHUE PEKUMOM KOHTPOJIS IIeYaTH
KOH(HICHIIMATIBHBIX JOKYMEHTOB. YTpaBieHue rpudamMu KOHGHUISHINATHHOCTH.

Ob6ecrieyeHne 1eJI0CTHOCTH HH()OPMAIIMOHHON CUCTEMBI M MH(OpMAIHH

I{eHTpasn30BaHHOE YIPABJICHUE CHCTEMON 3aIIUTHI, ONEPATUBHBI MOHUTOPUHT U ayAUT 0€301aCHOCTH

TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT 14
Ycranoska u Hactpoiika C3U or HC/|
3amura BXo4a B cUcTeMY (MAEHTH(QUKALKS U ayTeHTUUKALMS [10JIb30BaTEIeH)
Pasrpannuenue nocTyna K ycTpoicTBam
YpasieHue 10CTyrom
Vcnonp30BaHue NPUHTEPOB /IS MeYaT KOH(PUICHIMATIbHBIX JOKyMeHTOB. KOHTpOJb eyatu
Hacrpolika cucreMsl 1 3a1a4 ayiura
HacTpoiika KOHTpOJIsI IETOCTHOCTH U 3aMKHYTOM ITPOrPaMMHOM Cpezbl
I{eHTpasM30BaHHOE YIPABICHNUE CUCTEMOH 3aIIUTHI, ONIEPATUBHBI MOHUTOPUHT U ayJNUT 0€301aCHOCTH
Tema 2.6. Conepxanue 5
Oxcruryatanus cpeacts | [opsiiok yCTaHOBKM M BBOJIA B 9KCIUTyaTalMIO CPEJICTB 3aIUTHI HH(QOpMAIIMU B KOMITBIOTEPHBIX CETSIX.
3aIIUTHl MHPOPMaluK B [TpuHIIUTIBI OCHOBHBIX METOJIOB OpPTraHU3AIMU U MPOBEACHUS TEXHUYECKOTO 00CITY)KUBaHUS BBIYHCIUTEIHHON
KOMITBIOTEPHBIX CETSAX TEXHUKHU U IPYTUX TEXHUYECKUX CPEICTB MH(POPMATH3ALIH
JlnarHocTuka KOMIIOHEHTOB CUCTEM 3aIlUThl UH(QOPMAaIlMY aBTOMaTU3UPOBAHHBIX CUCTEM, YCTPAaHEHHE OTKA30B U
BOCCTaHOBJICHHE PabOTOCIIOCOOHOCTH aBTOMATHU3UPOBAHHbIX (MH()OPMAIIMOHHBIX) CUCTEM B 3alIUILEHHOM
VCIIOJIHEHU U
Hactpolika u ycTpaHeHHe HEUCIIPAaBHOCTH POTrpaMMHO-alapaTHbIX CPECTB 3aLIUTH HH(OpMAIUK B
KOMITBIOTEPHBIX CETSAX MO 3aJJaHHBIM IIPaBHJIaM
TemaTnKa NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT 2
YcTpaHeHue 0TKa30B U BOCCTAHOBJIEHHE pab0TOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3allluThl HH(OpMaLuu
aBTOMATHU3UPOBAHHBIX CHCTEM
Tema 2.7. Conepxanue 2
JoxymMeHTanus Ha
SANTHITIACMYEO OcHoBHbIE OKCILTyaTAlHOHHbIE JOKYMEHTbI 3ALIMIIEHHbIX ABTOMATH3HPOBAHHBIX CHCTEM. Pazpabotka u BeneHue
ABTOMATHAHDOBAHHYIO AKCILTYyaTallMOHHOM TIOKYMEHTALIUY 3alUIIEHHBIX aBTOMATU3UPOBAHHBIX CHCTEM. AKT BBOJIa B OKCILIyaTal[MIO Ha

CUCTEMY

ABTOMATU3UPOBAHHYIO CUCTCMY. Texunueckuit MacropT Ha 3allUIIaCMYI0 aBTOMATU3UPOBAHHYIO CUCTCMY.




TemaTuka NpakKTHYECKUX 3aAHATHH U J1A00PATOPHBIX padoT

2
OdopmieHre OCHOBHBIX IKCILTyaTallMOHHBIX TOKYMEHTOB Ha aBTOMaTHU3UPOBAHHYIO CHCTEMY.
TeMAaTHKAa CAMOCTOATEIbHOI padoTsl npu usyuyenuu M/IK.01.04
1. Pa3paboTka KOHIIETIUH 3alIUTHl aBTOMATU3UPOBAHHON (MH()OPMAITMOHHON) CUCTEMBI
2. AHanu3 6aHKa TaHHBIX Yrpo3 6e30MmacHOCTH HHpOopMaLuu
3. Anamu3 xxypHana ayaura OC Ha paboyem mecte
4. [locTpoeHue CBOAHON MaTPULIbl YTPO3 aBTOMAaTU3HUPOBAHHON (MH(POPMAIIMOHHOI) CUCTEMBI
5. AHanu3 NOMUTUK 6€30MaCHOCTH UHPOPMALMOHHOTO 00BEKTA
6. M3ydyeHne aHAIUTHYECKUX 0030pOB B 00JIaCTH MOCTPOCHUS CUCTEM 0€30MaCHOCTH
7. AHanu3 mMporpaMMHOTO 0OECTIeYeHHUs B 00JIACTH ONPEACTICHUS PUCKOB HH(POPMAITMOHHOW O€30MTaCHOCTH U MIPOSKTUPOBAHUS 0€301TaCHOCTH
nHpopmauu
IIpomexyTounas arrecranus no MJIK.01.04 2
M/K.01.05. OkcnunyaTanusi KOMIbIOTEPHBIX ceTel 110
Pa3nesn 1. OcHOBBI Nepeayu JAHHBIX B KOMIIIOTEPHBIX CETAX
Tema 1.1. Coaep:kanue 2
Mopenu ceTeBoro Mogpens OSI. Ypoau moznenu OSI. BzaumoaeiictBue mexay ypoBHIMH. MHKancymnsus gaHHeIX. Onucanue
B3alMOJICHCTBUS ypoBHe# mogenu OSI.
Mopnens u crek nporokonoB TCP/IP. Onucanue yposueit mogenu TCP/IP.
TemaTuka NpaKTHYECKUX 3aHATHI U JIa0OPATOPHBIX padoT 2
W3yueHne 31eMeHTOB KaOeIbHOW CUCTEMBI.
Tema 1.2. Coaepixanue 2
Du3nvecKuil ypoBEeHb ITonatue nuHuK U kaHana cBa3u. Curranasl. OCHOBHbBIE XapaKTEPUCTHKH KaHaja CBA3H.
mozenu OS| MeTo/ 151 COBMECTHOT'O MCIOJIB30BAHUsI CPEIbI TIEPEIaur KaHala CBI3u. My IbTHIUIEKCHPOBAHUE U METOJIbI
MHOKECTBEHHOTO JIOCTYTIA.
OnTOBOJIOKOHHBIE JTMHUH CBSI3U
Cranyaptsl kaleneil. DnekTpuyeckast MpOBOJIKA.
BbecripoBoHas cpena nepenayu.
TemaTHka NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT 2

Co3nanue ceTeBoro kabelsi Ha OCHOBE HedKpaHUpOoBaHHOM BUTO# mapel (UTP)

CBapka ONTHYECKOTO BOJIOKHA



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723

Tema 1.3.
Tononorus
KOMITHIOTEPHBIX CeTe

Conep:kanue

[Tonsarue Tononoruu cetu. CereBoe 060opynoBanue B Tonojgoruu. O630p CeTeBBIX TOMOJIOTHH.

TemaTuka NpakKTHYECKUX 3aAHATHH U J1a0OPATOPHBIX padoT

Pa3paboTka TOmoioru cetu HeOOIBIIOTO MPEIPUITHS

IlocTpoeHHne OHOPAHIOBOM CETH

Tema 1.4.
Texuomoruu Ethernet

Conep:kanue

O030p TEXHOJIOTHI MOCTPOEHUS JIOKAJTBHBIX CETEH.

Texnomnorus Ethernet. ®u3nveckuii ypoBeHb.

Texnonorus Ethernet. Kananbuslil ypoBeHb

TemaTHka NPaKTHYECKUX 3aAHATHH 1 J1aOOPATOPHBIX padoT

W3yuenue agpecanuu kaHanbHoro yposss. MAC-anpeca.

Tema 1.5. TexHomoruu
KOMMYTaIII/II/I

Conepxanue

AJ'IrOpI/ITM MMpO3pavyHOro MocCTa. MeTtobl KOMMYTAalluu. TexHonoruu KOMMYTalluu U MOJECJIb OSI.

KoHCTpyKTHBHOE UCTIOTHEHHE KOMMYTAaTOPOB. PU3NYECKOE CTEKUPOBAHUE KOMMYTATOPOB. [Iporpammuoe
obecrnieueHrne KOMMYTaTOPOB.

OO01ue NpUHIKIBI ceTeBOro nu3aiiHa. TpexypoBHeBas nepapxudeckas MOJENb CETH

Texunonorus PoweroverEthernet

TemaTnka NpakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

Cozanne KOMMYTHPYEMOH CETH

Tema 1.6. CeteBoil
nporokoi IPv4

Conepxanue

CereBoii ypoBenb. [Iporokon I[P Bepcuu 4. O6mue GyHKIINU KIacCoBOM U OECKIIacCOBOM aapecannu. Beinenenue
aJIpecoB.

Mapupyruzanus nakeron [Pv4

HpOTOKOHBI JUHAMHUYECKOH MapaipyTHu3anun

TemaTnKa NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

N3yuenue IP-agpecanuu.

Tema 1.7. CxopocTHbIE
1 OECIIPOBOJIHBIE CETH

Conepxanue

Cets FDDI. Cetp 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETU
becnipoBoaHbIe ceTn

TemaTuka NpakTHYECKUX 3aAHATHH U J1aDOPATOPHBIX padoT

Hactpoiika 6ecripoBOIHOTO CETEBOTO 000PYAOBAHUS



http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054

Paznen 2. TexHoJIOruM KOMMYTAIlMU M MapIpyTH3alun coBpeMeHHbIX ceTeii Ethernet

Tema 2.1.
OCHOBBI KOMMYTAITUH

Conepxanue

OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKATbHON CETH. ApPXUTEKTypa KOMMYTaTOpoB. Tumsl nuuTepdeiicon
KOMMYTaTOPOB.
YnpasiieHue NOTOKOM B MOJTYAYIUIEKCHOM U AYIUIEKCHOM PEKHUMax.

XapaKTepUCTUKH, BIUSIONINE Ha TPOU3BOAUTEIBHOCTE KOMMYTAaTOpOB. O030p (PYHKIIMOHATBHBIX BO3MOKHOCTEH
KOMMYTaTOpPOB

Temarnka MpakTUYECKUX 3aHITHIA U 1a00PaTOPHBIX padOT

PaboTa ¢ OCHOBHBIMU KOMaHIaMH KOMMYTATopa.

Tema 2.2.
Hauanenas Hactpoiika
KOMMYTaTopa

Conep:kanue

CpenctBa yrnpasienus kommyraropami. [lonkimodenne Kk KoHCOU HHTEpdelica KOMaHAHOW CTPOKH KOMMYTATOpa.
ITonkmouenue k Web-unrepdelicy ynpapiieHus KOMMyTaTopa.

HauanpHas koHpUrypanus KoMMyTaTopa. 3arpy3ka HOBOTO IMPOrpaMMHOTO 00eCTieueHUs] Ha KOMMYTATop. 3arpysKa
U pe3epBHOE KONHMPOBaHUE KOH(PUTYypaIlM KOMMYTaTopa.

TemaTnka NpakTHYeCKUX 3aHATHIA M J1a00PATOPHBIX padoT

Komanib1 00HOBJIEHUS TPOTPaMMHOTO 00ecTiedeHUs] KOMMYTaTopa U
COXpaHEHHSI/BOCCTAHOBIICHHSI KOH(UTYPAIITMOHHBIX (PaiiyioB

Komanzs! ynpasnenus tabnuuamu kommyraiuu MAC- u [P-
aapecoB, ARP-Tabnuipi

Tema 2.3.
BupryanbHsie
JIOKQJIBHBIE CETU
(VLAN)

Conepxanue

Tunst VLAN. VLAN na ocHose noptoB. VLAN Ha ocHoBe crannapra I[EEE 802.1Q. Cratuueckue n
munamuueckre VLAN. TIporoxon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe noptoB u npotokoiioB — cranaapt IEEE 802.1v. ®yukuus TrafficSegmentation

TemaTnka NpakTHYECKUX 3aHATHIA M J1a00PATOPHBIX padoT

Hactpoiika VLAN Ha ocHoBe cranaapra IEEE 802.1Q

Hacrpoiika mporokona GVRP.

Hactpoiika cermenTanuu tpaduka 0e3 ucnonb3oanusi VLAN

Hacrpoiika ¢pyukimu Q-in-Q (Double VLAN).

CamocrositensHas pabota o coznanuio JIBC na ocHoBe cranmapra IEEE 802.1Q.

Tema 2.4.

(DYHKHI/II/I ITOBBIIIICHU S
HaJEKHOCTH U
HpOI/ISBO]II/ITeJ'II)HOCTI/I

Conepxanue

[Iporokon Spanning Tree Protocol (STP). Ysa3sumoctu nporokxona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

I[OHOJ]HI/ITCJ'IBHBIC (bYHKI_II/II/I 3alllUTHI OT IICTCIIb. ATpeFI/IpOBaHI/IC KaHaJIOB CBsA3U.



http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109

TemaTuka NpakTHYECKUX 3aHATHI 1 JIa0OPATOPHBIX PadoT

Hacrpoiika nporokosnos cBszyromero aepesa STP, RSTP, MSTP.

Hacrpoiika pynkmuu 3ammuTsl oT oOpa3zoBanus nerenb LoopBackDetection

ArperupoBaHue KaHAJOB.

Tema 2.5.
Anpecarus CeTeBOro
YPOBHS U
MapIIpyTU3ALHS

Conepxanue

00630p anpecaruu ceTeBoro yposHs. @opmupoBanue nojcerei. beckiaccoBas anpecarus [Pv4. CriocoOsr
koHurypamuu [Pv4-angpeca.

[Tpotokon [Pv6. dopmupoBanue naeHTuUKaTOpa nHTEpdeErca.
Cnioco6b1 koHpuryparun [IPv6-aapeca.

[Inanuposanue nojacereit IPv6. [Ipotokon NDP.

IlonsaTre MapmpyTu3anyy. J[MCTaHIMOHHO-BEKTOPHBIE IPOTOKOJIBI Mapumpyru3anuu. IIporokon RIP.

TemaTHka NPaKTHYECKUX 3aAHATHH M J1aOOPATOPHBIX padoT

OcHOBHBIE KOH(PHUTYpaLIMU MapHIPyTH3ATOPA.

Pacimmpennbie kKoH(Urypaim MapiupyTusaropa.

Pa6ora ¢ mpotokoiom CDP.

Pab6ora ¢ nporokosiom TELNET. Pa6ota ¢ nmporokonom TFTP.

Pabota ¢ nmpotokosiom RIP.

Pa6ora ¢ mpotokoiaom OSPF.

Kondurypuposanue ¢pynkuun mapmpyruzatopa NAT/PAT.

Kondurypuposauue PPP u CHAP.

IIpomexyTrounas arrecrauusa no MJIK.01.05

N

Tema 2.6.
KauecTtBo
obciyxuBanus (QoS)

Conepxanue

Mogpenu QoS. [Ipuopuresarus naketoB. Kiaccudukanus maketoB. MapkupoBKa MaKeTOB.

VYnpasiienue neperpy3skamMyu 1 MEXaHU3Mbl OOCITYKUBaHUS ouepesieil. MexaHu3M npeaoTBpalleHus Neperpy3ox.
KonTpons nonoce! nponyckanusi. [Ipumep Hactporiku QoS.

TemaTnka NPaKTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT

Hacrpoiika QoS. Ilpuoputnszanus tpaduka. YnpapieHHe N0J0COH MPONyCKaHUsS

Tema 2.7.

OyHKIMH 00ecTeyeHHs
0€30IMacHOCTH U
OTpaHUYEHUS JIOCTYIIA K
cetn

Conep:kanue

Crnucku ynpasneHus goctynom (ACL). OyHKIUN KOHTPOJIS HaJl MOJKIIOYEHUEM Y3JI0B K TOpTaM KOMMYTaTopa.

Aytentuduxkanus nomas3zobarenert 802.1x. 802.1x Guest VLAN. @yukiuu 3anmrsl H{ITY kommyTtaTtopa.

TemaTnka NpaKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

Crucku ynpasnenust noctynoM (AccessControlList)



http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

KoHTposb HaJ noakIII0YeHHeM y3J10B K nopraMm kommyraropa. @ynkuus PortSecurity.

KoHTpoJIb HaJ| OKITIOYCHUEM y3JI0B K TopTam Kommytatopa. @ynkuus IP-MAC-Port Binding

Tema 2.8. Conep:kanue
MHoroaapecHas A npecanus MHoroaipecHoi [P-pacceuiku. MAC-anpeca rpynnoBoii pacChUIKH.
pacchblIKa [Toanucka u oOCIy)XMBaHUE TPYNI. YTPaBJIEHHE MHOT0AIPECHON pacchuikoil Ha 2-M ypoBHe Moaenu OSI (IGMP
Snooping). ®yuxmust IGMP FastLeave.
TemaTuka NpakTHYECKUX 3aHATHH 1 J1aDOPATOPHBIX padoT
OtcnexuBanue Tpaduka MHOT0aIPECHON PACCHUIKH.
OtcnexuBanue Tpaduka Multicast
Tema 2.9. Conep:kanue
OYHKIUU yIIpaBICHUS VYrpaBineHue MHOXECTBOM KOMMYTaTtopoB. [IpoTtoxon SNMP.
KOMMYyTaTopamu RMON (Remote Monitoring). ®ynxims Port Mirroring.

TemaTHka NPaAaKTHYECKUX 3aAHATHH 1 JIaOOPATOPHBIX padoT

ODyHKIMK aHAIHM3a CETEBOTO TpaduKa.

Hactporika mporokona ynpasnenus tonoaorueit cetu LLDP.

Paznen 3. MexkceTeBble IKPaHbI

Tema 3.1.

OCHOBHBIE IPUHLUIIBI
CO3/IaHUS HAZICKHOM 1
6e3onacHoi UT-

MHPACTPYKTYPHI

Coaep:xanue

Knaccudukanus cereBbix arak. Tpuana 6e3omacHoit UT-undpactpykTypsi.

VYnpasnenue kKoHQUTypausiMu. YTIpaBieHHe HHITMACHTaMH. VIcTiob30BaHNe TPEThEH TOBEPEHHOM CTOPOHBI.
Kpuntorpaduueckrne MexaHu3Mbl O€30MTaCHOCTH.

Tema 3.2.
MesxceTeBble SKpaHbI

Conep:xanue

TexHOIOTHH MEXKCETEBRIX OKpPaHOB. IlonuTnka MEKCETeBOro OKpaHa. MexceTeBbIe OKpaHbI C BO3MOKHOCTSAMUA
NAT.

Tomnonorus cetn IMPpU UCITOJIB30BAHUN MCKCCTCBBIX OKPAHOB. HJ’IaHI/IpOBaHI/Ie W BHCAPCHUEC MCIKCCTCBOT'O OKpaHa.

TemaTuka NpaKTHYECKUX 3aHATHH M 1a00PATOPHBIX padoT

OCHOBEI AAMUHUCTPHUPOBAHUA MEKCECTECBOI'O SKpaHa

COGHI/IHGHI/IG JABYX JIOKAJIbHBIX CceTeH MEXKCETEBBIMU OKpaHaMH1

Co3naHue nonuTUKU 0€3 NPOBEPKH COCTOSIHHUS.

Coznanue MOMUTUK 7S TpaAuIIMOHHOTO (Win ucxozsmero) NAT.

Coznanue nonutuk 11 neyHanpasiaeHHoro (Two-Way) NAT, ucnonssys meroz pinholing




Tema 3.3. Conep:xxaHue

Cucremsl oO6Hapyxkenuss | OcuoHoe HazHaueHue IDPS. Crioco6sl kinaccudukarmu IDPS. Beibop IDPS. JlomonHuTEIbHBIE

U OpCAOoTBpallCHUA HHCTPYMCHTAJIbHBIC CPCACTBA.

HPOHUKHOBEHHUI TpeOoBanus opranusanuu k Gpynkunonuposanuto IDPS. Bosmoxxnoctu IDPS. PasseprsiBanue IDPS. Cunbhble

CTOPOHBI U OrpaHuYeHHOCTH IDPS.

TemaTuka MPAKTHIECCKUX 3aHATHI 1 J'[aﬁ()paTOpHLIX paﬁoT

OO6Hapy>xeHue U MpeoTBpalleHue BTOPKEHUH.

Tema 3.4. Conep:kanue

[TpuopurtHnszanus Co3paHue albTepHATUBHBIX MAapLIPYTOB AOCTYNA B MHTepHET. [IpuopuTu3anus tpaduka.
TpauKa U co3naHue TemaTnka NPaKTHYECKHUX 3aHATHH M J1a00PATOPHBIX padoT

QIbTCPHATHBHBIX Co3naHue anbTepHATUBHBIX MAPIIPYTOB € MCIIOJIb30BAHUEM CTATUYECKON MapIIPYTH3aLUU
MapuIpyToB

TEeMAaTHKA CAMOCTOATEIbHON padoThl npu uzydennu MIK.01.05
duznyeckoe KOAUPOBAHUE C UCIIOJIB30BAHUEM MaHYECTEPCKOrO KOJIa
Jlormueckoe KoAMpPOBaHUE C UCIIOJIB30BAHUEM CKPEMOIMPOBAHUS
[TonxiroueHue KIMeHTa K OECIPOBOIHOM ceTH B MHPPACTPYKTYPHOM PEKUME
Orenka 0ecripoBOIHON JTMHUU CBS3U

[IpoexkTupoBanust 6€CIIpOBOIHO ceTH

C6op nHpopMaIyK 0 KIMEHTCKAX YCTPOHCTBAX

[TnanupoBaHue MPOU3BOIUTENLHOCTH U 30HBI IEHCTBUS OECIIPOBOIHOM CeTH
[IpeanpoexkTHOE 0OCIEIOBAHNE MECTA YCTAHOBKU OECIIPOBOIHOM CETH
ObecnieueHne 0TKa30yCTOMUNBOCTU B OECIIPOBOIHBIX CETSIX

PesxxuMbl paboTHI M OpraHu3aIys MATAHUS TOYEK TOCTYIa

CermeHnTanus 6ecripoBOIHOM ceTH

Hactpoiika QoS

[ToctpoexTHOE 0OCIEe10BaHNE U TECTUPOBAHUE CETH

Cosnmanne ACL-crnucka

Ha6nronenue 3a tpaduxom B cetut VLAN

Omnpenenenre ysa3BUMBIX MECT CETU

Peanuzanus ¢pyHkuuit obecrieueHus: 0e30MacHOCTH MOpTa KOMMYTaTopa
Uccnenoanue tpaduka

Co3naHue CTpYKTYphl CETH OpraHU3aUuH

OmnpeneneHne TEXHAUECKUX TPEOOBaAHMIA

MOHUTOPHUHT IPOU3BOAUTENBHOCTH CETH




Co3maHue muarpaMMbl JIOTHYECKOW CETH

[TonroroBka k 00cI€I0BaHUIO OOBEKTA

O0cnenoBaHue 30HBI OECIIPOBOIHOM CBS3H

®opmMynupoBKa OOIIKX LIEIel IPOEKTa

PazpaboTka TpeboBaHMii K ceTH

AHanu3 CyniecTByIOIEH CETH

OnpeneneHne XapaKTePUCTUK CETEBBIX MPUIOKCHUHN

AHanu3 ceTeBoro Tpaduka

OmnpeneneHre MPUOPUTETHOCTH TpaduKa

W3yuenne kayecTBa 00CITy)KUBaHUS CETH

HccnenoBanue BausiHUS BUAcoTpaduKa Ha CETh

Onpenenenne NOTOKOB TpaduKa, IOCTPOCHUE TUArpaMM MOTOKOB Tpaduka
[TpuMeHeHHEe IPOSKTHBIX OTpaHUYCHUI

Onpenenenne NPOSKTHBIX CTPATETHH VIS JOCTHKEHHUS MacIITaOupyeMOCTH
OmnpeesieHUe CTPATEr i MOBBIIICHUS TOCTYITHOCTH

Onpenenenre TpeOOBaHMA K 00CCIICUSHUIO OE30MTaCHOCTH

Pazpaborka ACL-criuckoB sl peau3aiii HabOpOB MPaBHII MEKCETEBOTO KpaHa
Hcnonp3oBanue CIDR s obecrieyenns 00beIMHEHHS MapIIPyTOB
Onpenenenue cxemsl [P-anpecanun

Omnpenenenue konuuectBa [P-ceteit

Coznanrie TaOaUIBI 71 BBIICTIEHUS apPECOB

CocraBieHue CXeMbl CeTH

AHanm3 TutaHa TECTHPOBAHUS U BBITIOJTHEHUE TECTa

Co3aaHue miaHa TECTUPOBAHUS [T CETH KOMIUIEKCa 31aHui
[IpoexTupoBaHue BUPTYaJbHBIX YACTHBIX CETEH

be3zonacHas nepenava JaHHBIX B O€CIPOBOJHBIX CETSIX

IIpomexyrounas arrecranusa mo MJIK.01.05

Buabl camocTosiTeIbHBIX PA00T P M3YYEeHUH pa3aeia 2 MOaYJIs

Cucremarndeckas IpopabOTKa KOHCIIEKTOB 3aHATHH, yueOHOM U criennanbHOM TEXHUUECKOM JuTepaTypsl (10 BolpocaMm K naparpadam, riaBam

y4eOHBIX TTOCOOMH, COCTABIIEHHBIM IPETIO/IaBaTeIeM)

Iloarororka k MPaKTUYCCKUM pa60TaM C UCITOJIB30BAHUECM MECTOIUYCCKHUX pCKOMCHI[aL[I/Iﬁ npernoagaBarelid, O(I)OpMJ'IeHI/IC MMPAKTUYCCKUX pa60T,

OTYCTOB K UX 3alIUTE.

IIpousBoacTBeHHAs] IPAKTHKA
Buasbl pador:

288




VY4acTue B ycTaHOBKE U HACTPOIKE KOMIIOHEHTOB aBTOMAaTH3UPOBAaHHbIX (MH()OPMAIIMOHHBIX) CUCTEM B 3aLUILEHHOM HCIIOJIHEHUH B
COOTBECTCTBUHU C Tpe6OBaHI/I$IMI/I C-)KCHHyaTaI_IHOHHOﬁ AOKYMCHTAllUN

OO0cinyxuBaHUe CPEICTB 3AIUUThI HHPOPMALUYU MPUKIAJHOIO U CUCTEMHOTO ITPOrpaMMHOT0 00ecreueHus

Hacrpoiika nporpaMMHOro odecreueHust ¢ COOII0ICHIHEM TPeOOBaHUI M0 3auuTe HHPOPMALIUU

Hactpolika cpeacTB aHTUBUPYCHOM 3aIlUTHI JUI KOPPEKTHOHN paboThI MPOrpaMMHOIo odecredeHus o 3ajaHHbIM 11a0IoHaM
HHcTpyKkTax mnosip3oBaTeneii o codmoaeHnn TpeboBaHmii 1o 3anmTe HHPOpMaIuK npu padboTe ¢ MPOrpaMMHBIM 00ecIieueHuEM
Hactpolika BCTpOEHHBIX CPEICTB 3aIIUThl HHPOPMALIUU IPOrPAMMHOI0 00eCTIeYeHUs

[TpoBepka (HyHKIIMOHHPOBAHUS BCTPOCHHBIX CPEACTB 3Tl MH()OPMAILIUK TPOrPAMMHOTO 00ECTICUCHUS

CBoeBpeMeHHOE 0OHapyKEeHUE MPU3HAKOB HAJIMYMS BPEAOHOCHOIO IPOrPaMMHOTr0 00eCIeueHUs

OO6cyXxuBaHUE CPEICTB 3AIIUTHI MHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX M CETSIX

OOciny)XxMBaHUE CUCTEM 3aLUThl UH()OPMAIMK B aBTOMAaTU3UPOBAaHHbBIX CHCTEMaxX

VYuyacTtue B IMPOBCACHNH PECIIIaMCHTHBIX pa60T I10 OKCILTyaTaluu CUCTEM 3alllUThI I/IH(i)OpMaIII/II/I ABTOMATU3HUPOBAHHBIX CUCTEM
ITpoBepka paboTOCIIOCOOHOCTH CUCTEMBI 3aALIUTHI HH(OPMAIIMKA aBTOMAaTU3UPOBAHHOM CUCTEMBI

KOHTpOJH) COOTBECTCTBUA KOH(bI/IpraIII/II/I CHUCTEMBI 3al11UThI I/IH(bOpMaIII/II/I aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI €€ BKCHHyaTaHHOHHOﬁ AOKYMCHTAaIUH
KoHTposb cTaOUIBHOCTH XapaKTEPUCTHK CUCTEMBbI 3aIUThl HHPOPMAIIMX aBTOMATU3UPOBAHHON CUCTEMBbI

BGHGHI/Ie TEXHUYESCKOM AOKYMCHTAalUU, CBSI3aHHOM C 3KCHJIyaTaIII/Ief/'I CHUCTEM 3alllUThI I/IH(bOpMaIII/II/I ABTOMATU3HUPOBAHHBIX CUCTEM
VYudacTue B paboTax o 00ecrneyeH o 3aluTbl HH()OpMaIMK ITPYU BBIBOJIE U3 SKCILUIyaTallMl aBTOMATU3UPOBAHHBIX CUCTEM

IK3amen no npogheccuonanbHomy mooynio (0eMOHCMPAYUOHHDLIL IKIAMEH)

Bcezo

794




3. YCJIOBUSA PEAVIN3ALIMU TPOTI'PAMMBI HPOPECCHUOHAJIBHOI'O
MOAYJIA IIM.01 OKCIVIYATAIIUA ABTOMATHU3NPOBAHHBIX
(MH®OPMAIIMOHHBIX) CUCTEM B 3AHIMINEHHOM UCITOJTHEHUA

3.1. lna peaqu3anuy nNporpaMmMbl Npo¢ecCHOHAIBHOT0 MOAYJIA J0JKHbI ObITh
Npea1ycMOTPEHbI CJIeyIlHe CllelralbHbIe MOMeleHUs:

Peanuzanus nporpaMMsl npenoiaracT HamMurMe yaeOHoro KabuHeTa, J1abopaTopuii
WH()OPMAITMOHHBIX TEXHOJIOTHHA, TPOTPaMMHPOBAaHUA M 0a3 JTaHHBIX, CETEH W CHUCTEM
nepeaaun WHGOPMAIMK, TPOTPAMMHBIX W TPOTPAMMHO-AMIIAPATHBIX CPENICTB 3allUTHI
uH(bOpMaIny.

O6opynoBanue yaeOHOTO KaOnHeTa U pabodrnx MecT KaOuHeTa:

— pabouee MeCTo MpenoaBaTeis;

— MOCaJI0YHbIC MeCTa JUIsl 00yUYaOIIUXCS;

— ayJIMOBU3YyaJIbHBIN KOMIUICKC;

— KOMIUIEKT 00y4aroliero Marepuana (KOMIUICKT IPEe3eHTaIii ).

O6opynoBanue naboparopuu U pabOUUX MECT Jabopatopuu HHEOOPMAIMOHHBIX
TEXHOJIOT Ui, TPOrpaMMHUPOBaHUs U 0a3 JaHHBIX:

- pabourie Mecta Ha 0a3e BBIUMCIUTEIBHOM TEXHHUKH, MOJKIIIOUEHHBIE K
JIOKaJIbHOM BBIYHCIINTEILHOU CETH " UH(POPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOMN ceTh MHTepHeET;

- TUCTpUOYTUB yCTaHABIMBAEMOM OMEpPAlMOHHON CUCTEMBI;

— BUpPTyaJlbHasl MalllMHa i paboThl C ONEPALMOHHOM CHUCTEMOM
(rurepBu3op);

= CYBJI;

- CASE-cpencTBa 1151 IpOSKTUPOBAHKS 0a3bl JaHHBIX;

— WHCTPYMEHTAJIbHASA Cpeia MPOrpPaMMUPOBAHUS;

— MaKeT MPUKIIATHBIX TPOTPaMM.

O6opynoBanue nabopaTopuud W pPabOUYMX MECT J1abOpaTOpuu CeTeld M CHCTEM
nepeaadn nHpopMaIuu:

— paboune mecta Ha 0a3e BBIUMCIUTEIBHONW TEXHUKH, MOIKIIOYCHHBIC K
JIOKaTbHOU BBIYHCIIATEIHLHOM CeTH u nH(OPMAITMOHHO-
TEJICKOMMYHUKAlMOHHOW cetu MHTepHeT;

— CTCH/IBI CETEH TIepeiayu JaHHbBIX;

— CTPYKTYpPHpPOBaHHAs KaOeJIbHAsI CHCTEMA,

— AIMYJIATOP (AMYJISTOPBI) AKTUBHOTO CETEBOTO O0OPYAOBAHMUS;

— MIpOrpaMMHOE 00ECIIEUeHHE CETEBOTO 000PYAOBAHUS.

O6opynoBanue JabopaTopurl W paboOuuXx MeCT J1abopaTopuy NPOTPAMMHBIX U
MIPOTPaMMHO-AMITAPATHBIX CPEACTB 3alTUThHI HH(POPMAITUH:
— paboune mecta Ha 0a3e BBIUMCIUTEIHHOW TEXHUKH, MOJKITIOYCHHBIE K
JIOKQJIbHOU BBIYHCIIUTEITBHON ceTu u nH(OPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTh HTEpHET;



- AHTUBUPYCHBI IPOTPaMMHBIM  KOMIUIEKC; IPOTPaMMHO-ANIapaTHbIE
CpeAcTBa 3alUThl MHQPOpPMAlMM OT HECAHKIMOHUPOBAHHOIO JIOCTYIIA,
OJIOKUPOBKH JOCTYIA U HAPYIIEHUSI LIETOCTHOCTH.

3.2. UndopMmanmonHoe odecnevyeHne o0yueHust

1.

2.

3.2.1. OcHOBHbIE NTEYATHbIE HCTOYHUKH

Knanos C.A., BanoBa H.1O., Mansixuna B.I'. OnepaniuoHHbIe CUCTEMBI, CETH U
MHTEpHET-TeXHONOrun — M.: 3narenbckuii neHTp «Axkagemus», 2018.

Koctpo b. B. , Pyukun B. H. Cetn u cucremsl nepenaun wHbopmanuu — M.:
W3narensckuil neHTp «Akagemus», 2019.

Kypuno A.IL., Munocnasckas H.I'., CenaropoB M.IO., Toncroit A.N. Ynpasnenue
puckamMu HMHQPOpPMAIMOHHOW Oe3omacHoCcTU.- 2-¢ u3l.- M.: lopsuas nuHUS-
Tenexom, 2019.

MenbsaukoB JI. MadopmanonHas 6€30MacHOCTh OTKPBITBIX cUCTeM.- M.: Dopywm,
2018.

Omudep B., Omudep H. Kommbrotepusie cetu. I[IpuHIMMOBI, TEXHOJOTHUH,
IPOTOKOJIBI. YUeOHUK, 5-¢ uznanue — [lurep, 2019.

Cununpia C.B. , baraes A.B. , Hamorun H.IO. Onepaunonnsie cuctembl — M.:
N3 narensckuit neHTp «Akanemus», 2019.

Cxpunuuk J[. A. OOmue BOMpOChl TEXHUYECKOW 3aIlUThl MHGOPMAIUU: y4eOHOe
nocodue / Cxpunuuk Jl. A. —M.: HurepHer-YHuBepcurer MHPOpMaLMOHHBIX
Texnonoruit (MHTYUT), 2019.

TanenOaym 3., Ya3eposn Jl. KomnbrorepHblie ceTu. 5-¢ uzna. — [utep, 2018.

3.2.2. JlonoJiHUTEIbHBbIE NIeYaTHbI€ HCTOYHUKH:

be3boros A.A., SIxoBneB A.B., MaprembsnoB F0.®. be3onacHOCTh ornepannoHHBIX
cucreM. M.: I'enmuoc APB, 2018.

bopucoB M.A. OcCoOOEHHOCTH 3alllUTHl TMEPCOHATBHBIX JaHHBIX B TPYIIOBBIX
otHomeHusx. M.: JIubpokom, 2017. — 224 c.

bpoiino B.JI. BeruncnurenbHble CUCTEMBI, CETH M TEICKOMMYHHMKAIMH: YUYeOHUK
JU1sl By30B. 2-¢ u3a. - CII6.: ITutep, 2018 - 703 c.

['y6enkoBA.A.MHpopMalimoHHas O€30MaCHOCTh BBIYUCIUTEIBHBIX CeTel: yueo.
nocobue / A. A. I'ybenkos. - Caparos: CI'TY, 2017. - 88 c.

Heviten X. M., Hetiten I1. Ix., Yoduec JI. P. Onepaunonnsie cucteMbl. YacTs 1.
OcHoBbl 1 npuHLIMNGL — M.: bunom, 2019. — 1024 c.

Heviten X. M., Hewiten I1. Ix., Yoduec JI. P. Onepanuonnsie cuctemul. Yactp 2.
Pacnpenenennsie cuctemsl, ceT, 0e3onacHocTs — M.: bunom, 2019. — 704 c.
NBanoB B.U., I'opauenko B.H., Tlomos I'.H. [{udpoBbie u aHaOroBbie CUCTEMBI
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3.2.4. D1eKTPOHHbIE HCTOYHUKH:
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1. HNudopmarmoHHO-CTIpaBOYHAS CHCTEMa 10 JOKyMEHTaM B 00JacTH
TEXHUYECKOH 3aIuThl HHGOopMarmu Www.fstec.ru

2. HudopmanmonHsiii moprai mo 6e3onacHoctd WWW.SecurityLab.ru.

3. OO6pazoBarenbHbIC TTOPTAIHI TI0 PA3TMYHBIM HAIIPABJICHUSAM 0Opa30BaHUS
u TeMatuke http://depobr.gov35.ru/

Poccuiickuii OnomeTpudeckuii mopraa WWw.biometrics.ru

Caiit xypHana Mudopmarmonnas 6e3omacHocTh http://www.itsec.ru —
Caiit Hay4Holi aiiekTpoHHON OnbmmoTexkn Www.elibrary.ru
CnpaBouHo-TIpaBoBas cucteMa «I apanT» » Www.garant.ru
CnpaBouHo-npaBoBas cucrema «KoncymnpranT [Imrocy www.consultant.ru
®enepanpHas ciayx0a MO TEXHHUYECKOMY U OSKCIIOPTHOMY KOHTPOJIIO
(CDCTBK Poccun) www.fstec.ru

10. ®enepanbHbIT mopTan «MHpOpMATMOHHO-KOMMYHUKAITHOHHBIC
TEXHOJIOTUH B 00pa3oBanum» htpp\\:www.ict.edu.ru

11. deaepanbhbiii mopTan «Poccuiickoe odOpaszoBanne WwWw.edu.ru
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4. KOHTPOJIb U OIIEHKA PE3YJIbBTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA IIM.01 OKCIIVIYATAIIUA
ABTOMATU3NPOBAHHbBIX (MH®OPMAIIMOHHBIX) CUCTEM B
SAHNIUITEHHOM UCITOJIHEHUU

Kon u
HaMMEHOBAHHUE
podecCHOHATIBHBIX U
OOIIMX KOMITETEHIUH,
(dhopMHupyeMbIe B paMKax

Kputepuu oneHku

MeTtonab! onieHKH

MOJYJISI
K 1.1. JleMoHCTpHUpOBaTH YMEHHS | TECTUPOBAHHUE, 3K3aMEH
IIpon3BOANTh YCTAHOBKY U | YCTAHOBKM W HACTPOMKM | KBAIM(UKALMOHHBINA, KCIEPTHOE
HACTPONKY KOMIIOHEHTOB KOMITOHEHTOB Ha0JII0/IeHue BBITNIOJTHEHUS
aBTOMaTU3UPOBAHHBIX aBTOMaTU3UPOBAHHBIX 1a00paTOPHBIX paoor,
(MHpOpMAIIMOHHBIX) cUCcTEM | (MH(QOPMALIMOHHBIX) CUCTEM B | SKCIEPTHOE Habro1eHNe
B 3aIIUIIEHHOM 3alIUIIEHHOM HCIHOJHEHUU B | BBIIOJHEHHUS PAaKTUYECKUX
UCIIOJIHEHUH B COOTBETCTBUH C TpeOOBaHUSIMHU | paboT, OLIEHKa peLeHus
COOTBETCTBUH C JKCILTyaTalluOHHON CUTYallMOHHBIX 3aJa4, OLEHKa
TpeOOBaHUAMU JOKYMEHTalU! npoiecca U pe3yibTaToB
9KCILTyaTalluOHHON BBIIIOJTHEHUSI BHUJIOB paboOT Ha
JOKYMEHTAIUH. IIPAKTUKE
IK 1.2. [IposiBnenue YMEHUS U | TECTUPOBAHUE, 9K3aMeH
AJIMHUHUCTPUPOBATH MPAKTUIECKOTO OMbITa | KBATM(UKALNOHHBIN, SKCIEPTHOE
porpaMMHBbIE U aJIMUHUCTPUPOBAHUS HaOmro1eHne BBINOJIHEHUS
MIPOrpaMMHO-aIapaTHbIe MIPOrpPaMMHBIX M HPOrpaMMHO- | Ja0OPaTOPHBIX pabor,
KOMITIOHEHTBI anmapaTHbIX KOMIIOHEHTOB | DKCIIEPTHOE Habro1eHne
aBTOMATHU3HPOBAHHOU aBTOMATHU3UPOBAHHON BBITTOJTHEHHSI PaKTUIECKUX
(uH(OpPMaITMOHHON) (uH(opMaMOHHON) cHCTEMBI | padoT, OILICHKA peleHus
CUCTEMBI B 3aIIUILIEHHOM B 3alLMIIIEHHOM HCIOJHEHUH CUTYallMOHHBIX  3aJa4, OLEHKa
UCTIOJTHEHUH. mporuecca u pE3yIbTaTOB
BBITIOJTHEHUSI BHJIOB paboOT Ha
IPaKTUKE
IIK 1.3. [IpoBenenue mnepeuHst padOT | TECTHPOBAHUE, JK3aMEH
ObecneunBaTh 1o o0ecrneyeHnIo | KBaJIM(UKAIMOHHBIN, HKCIEPTHOE
OecniepeboitHyro paboTy Oecniepe0oitHOM paboThl | HaOIIOIeHNE BBITIOJTHCHUSI
aBTOMAaTH3UPOBAHHBIX aBTOMAaTH3UPOBAHHBIX 1a00paTOPHBIX paoor,
(MHpOpMAIMOHHBIX) cUcTeM | (MH(QOPMAIIMOHHBIX) CHUCTEM B | DKCHEPTHOE Hab0IeHNe
B 3aLUIIIECHHOM 3alIUIIEHHOM HCIOJHEHUU B | BBIIOJHEHHUS NPaKTUYECKUX
UCIIOJIHEHUU B COOTBETCTBHUH C TpeOOBaHUSAMH | paboT, OIIEHKA peleHus
COOTBETCTBHH C IKCILTyaTallMOHHON CUTYallUOHHBIX 3a]la4, OIIeHKa
TpeOOBaHUAMU JOKYMEHTAIU1 nporecca u pe3yJbTaToB
HKCIUTYaTallMOHHON BBIIIOJIHEHUS] BUAOB paboT Ha
JIOKYMEHTAI1H. MPaKTHKE
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IIK 1.4.

Ocy1ecTBIATh IPOBEPKY
TEXHUYECKOI'0 COCTOSIHUS,
TEXHUYECKOE
00CITy’)KUBaHHE U TEKYIIUH
PEMOHT, YCTPAHATh OTKA3bI
Y BOCCTaHABJIMBATh
paboToCcrocoOHOCTh
aBTOMaTU3UPOBAHHBIX
(uH(OpPMAITMOHHBIX) CHCTEM
B 3aIIUIIEHHOM
WCTIOJTHEHUH.

[IposABnATH 3HAHUS U YMEHHUS B

IIPOBEPKE TEXHUYECKOT O
COCTOSIHUA, IIPOBEACHUU
TEKYILETO peMoHTa U

TEXHUYECKOT0 OOCIyKUBAHMUS,
B YCTpaHEHUH OTKa30B H
BOCCTaHOBJICHUU
paboTocmocoOHOCTH
aBTOMaTU3UPOBAHHBIX
(uH(pOPMAITMOHHBIX) CHCTEM B
3aLUILEHHOM HCIIOJHEHUH

TECTUPOBAHUE, 9K3aMEH
KBAJTM(UKAIIMOHHBIN, 3KCIIEPTHOE
HaOmoIeHne BBITIOJTHEHHS
n1abopaTOPHBIX pabor,
AKCIIEPTHOE HaOmoIeHne
BBITIOJTHCHUSI NPAKTHYCCKUX
pabor, OLICHKA petieHus
CUTYallMOHHBIX 3a/a4, OIICHKa
nporecca u pe3yJIbTaToB

BBIIIOJIHCHHUA BHI0B pa60T Ha
IMPAaKTHUKE
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